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Saperix,	Inc. Saperix	Technologies	LLC	develops	risk	analysis	software	solutions.

ADVANCED 900–740

INTERMEDIATE 740–640

BASIC 640–250

BITSIGHT	SECURITY	RATING

510
Our	ratings	measure	a	company’s
relative	security	effectiveness.

Security	Ratings	Report	
March	28,	2017

SECURITY	RATINGS

The	Security	Rating	for	Saperix,	Inc.	has	varied	from	490	to	660	over	the	past	12	months.	The	blue	band	represents	the	range	of	ratings	for	all
companies	within	the	Technology	industry.	Outliers	are	excluded.	Sudden	drops	in	ratings	can	be	due	to	publicly	disclosed	data	breaches,	an
increase	in	observed	events,	file	sharing	activities,	poorly	configured	diligence	records,	or	the	rating	algorithm	update	on	February	6,	2016.

RATING	OVERVIEW

The	grades	below	show	how	well	this	company	is	managing	each	risk	vector.	More	information	on	these	risk	vectors	can	be	found	in	the	Ratings

Details	sections.

Technology

saperix.com

5,324	IP	addresses

Portfolio	Range 	 Technology	Industry	Range

EVENTS DILIGENCE

USER	BEHAVIOR OTHER

WHAT	MAKES	A	SECURITY	RATING?

Events 	 Diligence 	 User	Behavior

Risk	vector	does	not	currently	impact	Security

Ratings.

Data	breaches	have	a	negative	impact	on

Security	Ratings	only	if	they	occur.

DBotnet	Infections

DSpam	Propagation

AMalware	Servers

AUnsolicited	Communication

DPotentially	Exploited

ASPF	Domains

FDKIM	Records

FTLS/SSL	Certificates

CTLS/SSL	Configurations

COpen	Ports

CDNSSEC	Records	*

AApplication	Security	*

CPatching	Cadence	*

DFile	Sharing AData	Breaches
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THIS	WEEK

0

PAST	YEAR

60

AVERAGE	EVENT	DURATION

2.8	days

EVENTS	SUMMARY

Events	are	observed	incidents	of	compromise	on	a	company’s
network.	These	include	risk	vectors	such	as	botnet	infections
and	malware	servers.

33.3%	slower	to	resolve	events	than	the	Technology

industry	average .

2.8	days	Saperix,	Inc.

2.1	days	Portfolio	average

2.1	days	Technology	industry	average

	This	is	the	average	amount	of	time	between	the	first	time	an	event	was	observed	and
the	last	time	it	was	seen.	Ideally,	most	events	should	be	resolved	within	three	days.

	Industry	averages	are	calculated	from	similarly	sized	companies.

GOOD

FAIR

NEUTRAL

WARN

BAD

DILIGENCE	SUMMARY

Diligence	risk	vectors	show	steps	a	company	has	taken	to	prevent
attacks.	BitSight	has	information	about	564	of	Saperix,	Inc.'s
diligence	records.
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BitSight	Security	Ratings	range	from	250	to	900	and	indicate	a	company's	relative	security	effectiveness.	Each	organization	can	receive	one

of	the	three	following	ratings:	Basic,	Intermediate,	or	Advanced.	Highly	rated	organizations	have	strong	security	postures	historically	and

provide	the	lowest	risk.

Note:	Industry	averages	are	calculated	from	similarly	sized	companies.	All	Companies	refers	to	companies	of	similar	size.

BASIC 	 250–640 	 INTERMEDIATE 	 640–740 	 ADVANCED 	 740–900

EVENTS

Events	are	observed	compromises	on	a	company's	network.	BitSight	looks	at	five	event	risk	vectors,	each	of	which	are	rated	daily:	botnet

infections,	spam	propagation,	malware	servers,	potentially	exploited	hosts,	and	unsolicited	communications.

Events	are	evaluated	based	on	the	number	and	type	of	events,	the	severity,	and	the	event	duration.	For	each	event	risk	vector,	an	overall

letter	grade	is	calculated	using	the	evaluations	of	each	individual	event.

For	example,	a	company	could	have	an	“F”	for	botnet	infections	if	they	either	had	many	infections	that	persisted	for	one	day	or	two	infections

that	persisted	for	months.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES

BOTNET	INFECTIONS

As	fast	to	resolve	events	as	the	Technology	industry	average.

Botnet	Infection	events	indicate	that	devices	on	a	company’s	network	were	observed	participating	in	botnets	as	either	bots	or	Command	and

Control	servers.	Botnets	can	be	used	to	exfiltrate	corporate	secrets	and	sensitive	customer	information,	repurpose	company	resources	for

illegal	activities,	and	serve	as	conduits	for	other	infections.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES

SPAM	PROPAGATION

2.9%	slower	to	resolve	events	than	the	Technology	industry	average.

Spam	Propagation	events	are	observed	when	devices	on	a	company’s	network	are	sending	unsolicited	commercial	or	bulk	email.	This	type	of

activity	can	damage	a	company’s	reputation	and	cause	legitimate	company	email	to	be	caught	in	spam	filters.

RATING	DETAILS

D
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0
THIS	WEEK

36
PAST	YEAR

2.1	days
AVERAGE	DURATION

In	the	bottom	40%
of	all	companies
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2.1	days
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D
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2
PAST	YEAR
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AVERAGE	DURATION

In	the	bottom	40%
of	all	companies

1
THIS	WEEK

14
PAST	YEAR

3.4	days
AVERAGE	DURATION
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SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES

MALWARE	SERVERS

Malware	Server	events	occur	when	servers	are	observed	engaging	in	malicious	activity,	such	as	hosting	phishing,	fraud	or	scam	sites.

Compromised	servers	can	put	employees	and	customers	at	risk	by	infecting	devices	that	connect	to	company	resources.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES*

UNSOLICITED	COMMUNICATION

Unsolicited	Communication	events	occur	when	devices	attempt	to	communicate	with	servers	that	are	not	hosting	any	useful	services.	This

type	of	activity	not	only	shows	that	a	device	is	compromised,	but	that	it	is	actively	seeking	other	devices	to	infect.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES

POTENTIALLY	EXPLOITED

81.0%	slower	to	resolve	events	than	the	Technology	industry	average.

Potentially	Exploited	events	occur	when	browsers	on	a	company’s	network	are	infected	with	malware	that	is	altering	the	user’s	experience,

such	as	adware.	These	events	are	often	indicative	of	other	infections.

A
GRADE

0
THIS	WEEK

0
PAST	YEAR

0.0	days
AVERAGE	DURATION

In	the	top	10%	of	all
companies

0
THIS	WEEK

1
PAST	YEAR

4.2	days
AVERAGE	DURATION

A
GRADE

0
THIS	WEEK

0
PAST	YEAR

0.0	days
AVERAGE	DURATION

In	the	top	10%	of	all
companies

1
THIS	WEEK

1
PAST	YEAR

2.9	days
AVERAGE	DURATION

D
GRADE

0
THIS	WEEK

22
PAST	YEAR

3.8	days
AVERAGE	DURATION

In	the	bottom	30%
of	all	companies

1
THIS	WEEK

170
PAST	YEAR

2.1	days
AVERAGE	DURATION
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DILIGENCE

Diligence	risk	vectors	show	steps	a	company	has	taken	to	prevent	attacks.	BitSight	currently	evaluates	SPF,	DKIM,	TLS/SSL,	and	DNSSEC

information	in	assessing	a	company’s	security	diligence.

All	diligence	records	are	evaluated	as	one	of	the	following:	Good,	Fair,	Neutral,	Warn,	or	Bad.	Records	are	assessed	using	industry-standard

criteria.	For	each	diligence	risk	vector,	an	overall	letter	grade	is	calculated	using	the	evaluations	of	each	individual	record.

For	example,	if	a	company	has	three	domains,	and	each	of	them	has	an	effective	SPF	record,	their	overall	SPF	grade	would	be	an	"A".

Likewise,	if	none	of	the	three	domains	have	SPF	records,	their	overall	SPF	grade	would	be	an	"F".

Records	older	than	sixty	days	will	not	affect	a	company’s	Security	Rating.

Risk	Vector	does	not	currently	impact	Security	Ratings.

SPF	DOMAINS
Last	60	days

Properly	configured	SPF	records	can	help	ensure	that	only	authorized	hosts	can	send	email	on	behalf	of	a	company.	BitSight	verifies	that	a

company	has	SPF	records	on	all	of	its	domains,	even	those	not	used	to	send	email,	and	that	they	are	configured	in	a	way	that	prevents	email

spoofing.	Note:	Records	older	than	sixty	days	will	not	affect	a	company’s	Security	Rating.

DKIM	RECORDS
Last	60	days

No	DKIM	records	were	found	for	domains	controlled	by	Saperix,	Inc.

Properly	configured	DKIM	records	can	help	ensure	that	only	authorized	hosts	can	send	email	on	the	behalf	of	a	company.	BitSight	verifies

that	a	company	uses	DKIM	and	has	configured	it	in	a	way	that	prevents	email	spoofing.

*

A
GRADE

2
DOMAINS

In	the	top	10%	of	all
companies
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0
FAIR

0
NEUTRAL

0
WARN

0
BAD

F
GRADE

0
RECORDS

In	the	bottom	10%
of	all	companies
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TLS/SSL	CERTIFICATES
Last	60	days

Evaluates	TLS/SSL	certificates,	which	includes	the	strength	of	their	cryptographic	keys.	Certificates	are	responsible	for	verifying	the

authenticity	of	your	company	servers	to	your	associates,	clients,	and	guests,	and	serve	as	the	basis	for	establishing	cryptographic	trust.

TLS/SSL	CONFIGURATIONS
Last	60	days

TLS/SSL	Configuration	evaluates	server	configurations,	which	includes	whether	a	company's	servers	have	correctly	configured	security

protocol	libraries,	and	support	strong	encryption	standards	when	making	encrypted	connections	to	other	machines.	Incorrect	or	weak

configurations	may	make	servers	vulnerable	to	certain	attacks	(POODLE,	Heartbleed).

OPEN	PORTS
Last	60	days

Open	Ports	shows	which	port	numbers	and	services	are	exposed	to	the	Internet.	Certain	ports	must	be	open	to	support	normal	business

functions;	however,	unnecessary	open	ports	provide	ways	for	attackers	to	access	a	company’s	network.

F
GRADE

41
CERTIFICATES

In	the	bottom	20%
of	all	companies

12
GOOD

0
FAIR

0
NEUTRAL

9
WARN

20
BAD

C
GRADE

121
CONFIGURATIONS

In	the	top	40%	of	all
companies

57
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0
FAIR

0
NEUTRAL

11
WARN

53
BAD

C
GRADE

371
RECORDS

In	the	bottom	50%
of	all	companies
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GOOD

0
FAIR

193
NEUTRAL

3
WARN

21
BAD
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DNSSEC	RECORDS
Last	60	days

DNSSEC	is	a	protocol	that	uses	public	key	encryption	to	authenticate	DNS	servers.	BitSight	verifies	whether	a	company	is	using	DNSSEC	and

if	it	is	configured	effectively.

	Risk	Vector	does	not	currently	impact	Security	Ratings.

APPLICATION	SECURITY
Last	60	days

This	risk	vector	analyzes	security-related	fields	in	the	header	section	of	HTTP	request	and	response	messages.	If	configured	correctly,	these

fields	can	help	provide	protection	against	malicious	behavior,	such	as	man-in-the-middle	and	cross-site	scripting	attacks.

	Risk	Vector	does	not	currently	impact	Security	Ratings.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY
AVERAGES

PATCHING	CADENCE

This	risk	vector	evaluates	how	many	systems	in	an	organization's	network	infrastructure	are	affected	by	software	vulnerabilities	and	how

quickly	the	company	resolved	any	issues.	Vulnerabilities	are	publicly	disclosed	holes	or	bugs	in	software	that	can	be	used	by	attackers	to

gain	unauthorized	access	to	systems	and	data.	Patches	are	updates	to	the	affected	software	that	resolve	the	vulnerability	and	close	that

particular	avenue	of	attack.

	Risk	Vector	does	not	currently	impact	Security	Ratings.

*

C
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In	the	top	50%	of	all
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39	weeks	to	remediate
60	DAYS	AGO

In	the	top	40%	of	all
companies
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TODAY

57	weeks	to	remediate
60	DAYS	AGO
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USER	BEHAVIOR

User	Behavior	looks	at	user	activities	that	indicate	deviation	from	corporate	IT	security	policies	and	therefore	introduce	new	potential	vectors

for	attack.	BitSight	currently	evaluates	File	Sharing	activity	that	occurs	within	a	company’s	infrastructure.

User	Behavior	records	older	than	60	days	will	not	affect	a	company's	grade.

SAPERIX,	INC.

TECHNOLOGY	INDUSTRY	AVERAGES

FILE	SHARING
Last	60	days

File	sharing	is	the	exchange	of	media	and	software,	passed	through	a	centralized	server	(File	Transfer	Protocol,	email,	instant	messaging),

distributed	cloud	storage	services,	or	direct	peer-to-peer	channels	such	as	BitTorrent,	Gnutella.

BitSight	only	tracks	file	sharing	over	the	BitTorrent	protocol,	when	seen	on	company	infrastructure,	and	records	the	sharing	of	such	files	as

books,	music,	movies,	TV	shows,	and	applications.

OTHER

DATA	BREACHES

Data	breach	events	are	publicly	disclosed	incidents	of	data	loss	or	theft.	These	events	are	graded	based	on	the	number	of	records	lost	and

the	sensitivity	of	the	information	contained	in	the	records.	Note:	Breaches	older	than	one	year	will	not	affect	a	company’s	grade.

No	data	loss	events	have	been	reported	for	Saperix,	Inc.	in	the	last	year.

D
GRADE

10
UNIQUE	TORRENTS

7
UNIQUE	IPS

12	events
VOLUME

In	the	bottom	40%
of	all	companies

31
UNIQUE	TORRENTS

61
UNIQUE	IPS

669	events
VOLUME

A
GRADE

0
BREACHES	IN	THE	PAST	YEAR
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Botnet	Infections
36	events

Spam	Propagation
2	events

Malware	Servers
0	events

Potentially	Exploited
22	events

Unsolicited	Communications
0	events

Botnet	Infections
36	events

Spam	Propagation
2	events

Malware	Servers
0	events

Potentially	Exploited
22	events

Unsolicited	Communications
0	events

EVENT	STATISTICS	FOR	SAPERIX,	INC.

Event	Statistics	provide	more	information	on	specific	security	events.	Risk	class,	start	date,	end	date	and	duration	are	provided	for	all	events.	Where

possible,	details	about	the	infection	(such	as	type	of	botnet)	are	also	included.

EVENT	DISTRIBUTION

This	graph	displays	the	number	of	events	per	month,	broken	down	by	event	type.	The	size	of	the	bubbles	corresponds	to	the	average	duration	for

those	events.

EVENT	DURATION

This	graph	shows	how	long	the	company	took	to	resolve	security	events	on	their	network.	Ideally,	the	majority	of	events	should	be	resolved	within

three	days.
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Botnet	Infections
36	events

Spam	Propagation
2	events

Malware	Servers
0	events

Potentially	Exploited
22	events

Unsolicited	Communications
0	events

EVENT	VOLUME

This	graph	displays	a	weekly	breakdown	of	the	number	and	type	of	events	on	the	company’s	network.
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Diligence	risk	vectors	show	steps	a	company
has	taken	to	prevent	attacks.	Note:	Risk	vectors
marked	with	 	are	excluded.

No	Records

Properly	configured	DKIM	records	can	help
ensure	that	only	authorized	hosts	can	send
email	on	the	behalf	of	a	company.	BitSight
verifies	that	a	company	uses	DKIM	and	has
configured	it	in	a	way	that	prevents	email
spoofing.

Properly	configured	SPF	records	can	help
ensure	that	only	authorized	hosts	can	send
email	on	behalf	of	a	company.	BitSight	verifies
that	a	company	has	SPF	records	and	that	they
are	configured	in	a	way	that	prevents	email
spoofing.

Evaluates	TLS/SSL	certificates,	which	includes
the	strength	of	their	cryptographic	keys.
Certificates	are	responsible	for	verifying	the
authenticity	of	your	company	servers	to	your
associates,	clients,	and	guests,	and	serve	as
the	basis	for	establishing	cryptographic	trust.

TLS/SSL	Configuration	evaluates	server
configurations,	which	includes	whether	a
company's	servers	have	correctly	configured
security	protocol	libraries,	and	support	strong
encryption	standards	when	making	encrypted
connections	to	other	machines.	Incorrect	or
weak	configurations	may	make	servers
vulnerable	to	certain	attacks	(POODLE,
Heartbleed).

Open	Ports	shows	which	port	numbers	and
services	are	exposed	to	the	Internet.	Certain
ports	must	be	open	to	support	normal
business	functions;	however,	unnecessary
open	ports	provide	ways	for	attackers	to
access	a	company’s	network.

DNSSEC	is	a	protocol	that	uses	public	key
encryption	to	authenticate	DNS	servers.
BitSight	verifies	whether	a	company	is	using
DNSSEC	and	if	it	is	configured	effectively.

This	risk	vector	analyzes	security-related	fields
in	the	header	section	of	HTTP	request	and
response	messages.	If	configured	correctly,
these	fields	can	help	provide	protection	against
malicious	behavior,	such	as	man-in-the-middle
and	cross-site	scripting	attacks.

DILIGENCE	STATISTICS	FOR	SAPERIX,	INC.

GOOD 	 FAIR 	 NEUTRAL 	 WARN 	 BAD

TOTAL	GRADE	DISTRIBUTION

*

DKIM	GRADE	DISTRIBUTION SPF	GRADE	DISTRIBUTION

TLS/SSL	CERTIFICATES	GRADE	DISTRIBUTION TLS/SSL	CONFIGURATIONS	GRADE
DISTRIBUTION

OPEN	PORTS	GRADE	DISTRIBUTION

DNSSEC	GRADE	DISTRIBUTION	* APPLICATION	SECURITY	GRADE
DISTRIBUTION	*

42.1	%

36.1	%

4.3	%

17.6	%

100.0	%

29.3	%

22.0	%

48.8	%
47.1	%

9.1	%

43.8	%

41.5	%

52.0	%

0.8	%

5.7	%

100.0	%

33.3	%

66.7	%

564	RECORDS 0	RECORDS 2	RECORDS

41	RECORDS

121	RECORDS

371	RECORDS

3	RECORDS

3	RECORDS
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PATCHING	CADENCE	HISTORY	FOR	SAPERIX,	INC.

This	risk	vector	evaluates	how	many	systems	in	an	organization's	network	infrastructure	are	affected	by	software	vulnerabilities	and	how	quickly	the

company	resolved	any	issues.	Vulnerabilities	are	publicly	disclosed	holes	or	bugs	in	software	that	can	be	used	by	attackers	to	gain	unauthorized

access	to	systems	and	data.	Patches	are	updates	to	the	affected	software	that	resolve	the	vulnerability	and	close	that	particular	avenue	of	attack.

Impacted	Hosts	over	last	12	months
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File	Sharing	events	indicate	the	number	of	times	in	the	past	60	days	that

file	sharing	activity	occurred	within	a	company’s	infrastructure,	sorted	by

torrent	category.	Each	event	represents	one	IP	address	sharing	one

torrent	per	day.

USER	BEHAVIOR	STATISTICS	FOR	SAPERIX,	INC.

User	Behavior	looks	at	user	activities	that	indicate	deviation	from	corporate	IT	security	policies	and	therefore	introduce	new	potential	vectors	for
attack.	BitSight	currently	evaluates	File	Sharing	activity	that	occurs	within	a	company's	infrastructure.

FILE	SHARING	CATEGORY	DISTRIBUTION

FILE	SHARING	–	12	EVENTS	OVER	THE	PAST	60	DAYS
7	UNIQUE	IPS	OBSERVED

D
GRADE

IN	THE	BOTTOM	40%	OF	ALL	COMPANIES
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APPLICATIONS
2	Unique	Torrents
2	Unique	IPs

0

BOOKS
0	Unique	Torrents
0	Unique	IPs

3

GAMES
3	Unique	Torrents
2	Unique	IPs

0

MOVIES
0	Unique	Torrents
0	Unique	IPs

0

MUSIC
0	Unique	Torrents
0	Unique	IPs

2

TV
2	Unique	Torrents
2	Unique	IPs

5

OTHER
3	Unique	Torrents
3	Unique	IPs
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EVENT	DETAILS	FOR	SAPERIX,	INC.

Type IP	Address Location Start End Days Details

Potentially	Exploited 24.6.128.42 US 03-17-2017 03-17-2017 1 Infection:	RevMob

Botnet	Infections 115.31.175.154 TH 03-15-2017 03-15-2017 1 Infection:	Gamarue

Spam	Propagation 91.187.98.226 AL 01-17-2017 01-22-2017 6 Infection:	Spam	Bot

Potentially	Exploited 201.203.127.231 CR 12-06-2016 12-06-2016 1 Infection:	RevMob

Botnet	Infections 115.31.175.154 TH 12-06-2016 12-06-2016 1 Infection:	Gamarue

Potentially	Exploited 24.6.128.49 US 12-04-2016 12-04-2016 1 Infection:	RevMob

Potentially	Exploited 24.6.128.49 US 12-04-2016 12-04-2016 1 Infection:	RevMob

Botnet	Infections 115.31.175.154 TH 11-30-2016 12-02-2016 3 Infection:	Gamarue

Potentially	Exploited 201.203.127.231 CR 11-29-2016 11-29-2016 1 Infection:	RevMob

Botnet	Infections 115.31.175.154 TH 11-22-2016 11-25-2016 4 Infection:	Gamarue

Potentially	Exploited 24.6.128.49 US 11-17-2016 11-17-2016 1 Infection:	RevMob

Potentially	Exploited 24.6.128.49 US 11-17-2016 11-17-2016 1 Infection:	RevMob

European	Office

 abcd

Corporate	WiFi

GuestWiFi2

Corporate	WiFi

European	Office

 abcd

European	Office

 abcd

Corporate	WiFi

Corporate	WiFi

European	Office

 abcd

European	Office

 abcd
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Potentially	Exploited 24.6.128.49 US 11-10-2016 11-10-2016 1 Infection:	RevMob

Botnet	Infections 115.31.175.154 TH 11-07-2016 11-16-2016 10 Infection:	Gamarue

Potentially	Exploited 24.6.128.49 US 11-02-2016 11-02-2016 1 Infection:	RevMob

Potentially	Exploited 45.116.218.132 TH 10-31-2016 11-03-2016 4 Infection:	RevMob

Potentially	Exploited 45.116.218.133 TH 10-30-2016 10-30-2016 1 Infection:	RevMob

Potentially	Exploited 45.116.218.133 TH 10-26-2016 10-26-2016 1 Infection:	RevMob

Potentially	Exploited 45.116.218.132 TH 10-24-2016 10-25-2016 2 Infection:	RevMob

Potentially	Exploited 45.116.218.133 TH 10-19-2016 10-20-2016 2 Infection:	RevMob

Potentially	Exploited 45.116.218.132 TH 10-18-2016 10-20-2016 3 Infection:	RevMob

Potentially	Exploited 24.6.128.49 US 10-16-2016 10-16-2016 1 Infection:	RevMob

Potentially	Exploited 45.116.218.133 TH 10-15-2016 10-15-2016 1 Infection:	RevMob

Botnet	Infections 45.116.218.132 TH 10-13-2016 10-13-2016 1 Infection:	AndroidBauts

Potentially	Exploited 45.116.218.133 TH 10-07-2016 10-07-2016 1 Infection:	RevMob

Type IP	Address Location Start End Days Details

European	Office

 abcd

Corporate	WiFi

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office
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Botnet	Infections 45.116.218.132 TH 09-26-2016 09-26-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.132 TH 09-26-2016 09-29-2016 4 Infection:	AndroidBauts

Botnet	Infections 45.116.218.132 TH 09-22-2016 09-22-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.132 TH 09-22-2016 09-22-2016 1 Infection:	AndroidBauts

Botnet	Infections 115.31.175.154 TH 09-21-2016 09-23-2016 3 Infection:	Necurs

Botnet	Infections 115.31.175.154 TH 09-14-2016 09-16-2016 3 Infection:	Necurs

Spam	Propagation 115.31.175.154 TH 09-14-2016 09-14-2016 1 Infection:	Spam	Bot

Botnet	Infections 45.116.218.133 TH 09-12-2016 09-12-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 09-11-2016 09-16-2016 6 Infection:	AndroidBauts

Botnet	Infections 115.31.175.154 TH 09-06-2016 09-06-2016 1 Infection:	Necurs

Botnet	Infections 115.31.175.154 TH 08-30-2016 09-02-2016 4 Infection:	Necurs

Botnet	Infections 115.31.175.154 TH 08-24-2016 08-25-2016 2 Infection:	Necurs

Botnet	Infections 45.116.218.132 TH 08-20-2016 08-20-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.132 TH 08-20-2016 08-20-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.133 TH 08-15-2016 08-15-2016 1 Infection:	AndroidBauts

Type IP	Address Location Start End Days Details

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

Corporate	WiFi

Corporate	WiFi

India	Office

India	Office

Corporate	WiFi

Corporate	WiFi

Corporate	WiFi

India	Office

India	Office

India	Office
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Botnet	Infections 45.116.218.132 TH 08-06-2016 08-06-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.133 TH 07-11-2016 07-11-2016 1 Infection:	AndroidBauts

Botnet	Infections 45.116.218.132 TH 06-30-2016 06-30-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 06-29-2016 06-29-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 06-25-2016 06-25-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 06-20-2016 06-20-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.132 TH 06-18-2016 06-18-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.132 TH 06-07-2016 06-07-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 06-07-2016 06-07-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.132 TH 05-31-2016 06-01-2016 2 Infection:	Ghostpush

Potentially	Exploited 24.6.128.40 US 05-31-2016 07-25-2016 56 Infection:	Defaulttab

Botnet	Infections 45.116.218.133 TH 05-31-2016 05-31-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.132 TH 05-09-2016 05-09-2016 1 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 05-06-2016 05-10-2016 5 Infection:	Ghostpush

Type IP	Address Location Start End Days Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office
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Botnet	Infections 45.116.218.132 TH 05-05-2016 05-05-2016 1 Infection:	Ghostpush

Potentially	Exploited 115.31.175.154 TH 04-29-2016 04-29-2016 1 Infection:	Pirrit

Botnet	Infections 45.116.218.132 TH 04-26-2016 04-29-2016 4 Infection:	Ghostpush

Botnet	Infections 45.116.218.133 TH 04-26-2016 04-26-2016 1 Infection:	Ghostpush

Potentially	Exploited 115.31.175.154 TH 04-22-2016 04-22-2016 1 Infection:	Grayware

Potentially	Exploited 115.31.175.154 TH 04-22-2016 04-22-2016 1 Infection:	Grayware

Type IP	Address Location Start End Days Details

India	Office

Corporate	WiFi

India	Office

India	Office

Corporate	WiFi

Corporate	WiFi
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EVENT	REMEDIATION

Infection
Name Description Targeted

Platform Risks

AndroidBauts
Remediation	Instructions:

https://www.hkcert.org/my_url/blog/15082802

Android Data

Exfiltration,

Unauthorized

Access,

Resource

Abuse

Defaulttab DefaultTab	is	a	potentially	unwanted	application	that	changes	Internet	browser	settings,	tracks	browsing	activity,	and	redirects

users	to	dubious	websites	that	may	contain	additional	adware	or	malware.

Remediation	Instructions:

http://www.symantec.com/security_response/writeup.jsp?docid=2014-102414-3225-99

Win32 Resource

Abuse

Gamarue Gamarue	is	a	family	of	malware	that	can	give	attackers	remote	access	to	infected	devices.	It	is	distributed	through	spam

messages	and	infected	removable	storage	devices.

Remediation	Instructions:

http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32%2fGamarue

Win32 Data

Exfiltration,

Unauthorized

Access

Ghostpush Ghost	Push	is	a	family	of	Trojan	malware	which	affects	Android	mobile	devices.	It	gains	root	access,	protects	itself	from

modification,	downloads	unwanted	applications	and	adware,	and	may	steal	user	login	credentials	and	other	personal

information.

Remediation	Instructions:

http://www.cmcm.com/blog/en/security-technology/malwares/2015-09-23/802.html

http://blog.trendmicro.com/trendlabs-security-intelligence/new-ghost-push-variants-sport-guard-code-malware-creator-published-over-600-bad-android-apps/

Android Data

Exfiltration,

Unauthorized

Access,

Implies	Other

Infections,

Resource

Abuse

Grayware Grayware	is	a	potentially	unwanted	application	that	may	be	indicative	of	weak	security	practices	or	other	compromises.

Remediation	Instructions:

https://uk.norton.com/norton-blog/2015/08/what_is_grayware.html

https://www.ibm.com/support/knowledgecenter/en/SS2TKN_9.2.0/com.ibm.tem.cp.doc_9.2/Core_Protection/Mac_Admin_Guide/app_c_about_spyware_grayware.html

Win32 Resource

Abuse

Necurs Necurs	is	a	piece	of	malware	that	steals	information	from	infected	devices	and	disables	security	programs.	It	is	often	installed	in

conjunction	with	other	malicious	software.

Remediation	Instructions:

http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Trojan:Win32/Necurs

http://www.symantec.com/security_response/writeup.jsp?docid=2012-121212-2802-99

Win32 Data

Exfiltration,

Implies	Other

Infections

Pirrit Pirrit	injects	advertising	banners,	pop-up	ads,	and	text	ads	into	web	pages	that	a	user	visits	on	a	computer.	It	may	install	files

and	folders,	and	may	change	your	computer's	Windows	registry.

Remediation	Instructions:

http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Adware:Win32/Pirrit

Win32 Resource

Abuse

RevMob RevMob	is	a	potentially	unwanted	mobile	application	which	can	display	advertisements	and	send	user	data	and	device

information	to	a	remote	location.	It	is	typically	bundled	with	other	software	applications.

Remediation	Instructions:

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040308-0502-99

http://www.techweekeurope.co.uk/workspace/ad-networks-adware-lookout-report-defamation-threat-120752

Android,

iOS

Data

Exfiltration,

Resource

Abuse

Spam	Bot Spam	indicative	of	a	malware	infection	has	been	observed	coming	from	this	network.	However,	the	exact	infection	has	not

been	identified.

Remediation	Instructions:

http://www.pcworld.com/article/170546/how_to_clean_bots.html

Win32 Resource

Abuse
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DILIGENCE	DETAILS	FOR	SAPERIX,	INC.

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

01-20-2016 03-26-2017  24.6.128.111:7547 Open	Ports NEUTRAL Detected	service:
HTTP

08-25-2016 03-26-2017  209.12.115.75:8080 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.216.194:123 Open	Ports NEUTRAL Detected	service:
NTP

08-08-2016 03-26-2017  45.116.217.66:443 Open	Ports GOOD Detected	service:
HTTPS

08-08-2016 03-26-2017  45.116.217.66:443 SSL
Configurations

GOOD

05-24-2016 03-26-2017  ntt.co.th SSL
Certificates

GOOD

01-17-2016 03-26-2017  24.6.128.81:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-22-2017 03-26-2017  45.116.219.16:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 03-26-2017  45.116.219.16:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-29-2016 03-26-2017  45.116.217.65:8443 Open	Ports GOOD Detected	service:
HTTPS

03-08-2017 03-26-2017  45.116.219.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 03-26-2017  45.116.219.55:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-26-2017 03-26-2017  45.116.216.201:123 Open	Ports NEUTRAL Detected	service:
NTP

European	Office

 abcd

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-09-2016 03-26-2017  45.116.219.69:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-15-2016 03-26-2017  45.116.219.44:443 Open	Ports GOOD Detected	service:
HTTPS

08-02-2016 03-26-2017  45.116.219.44:443 SSL
Configurations

GOOD

01-11-2016 03-26-2017  45.116.219.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-15-2017 03-26-2017  45.116.217.18:443 Open	Ports GOOD Detected	service:
HTTPS

03-15-2017 03-26-2017  45.116.217.18:443 SSL
Configurations

BAD Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used,
Certificate	with
non-standard	root

03-15-2017 03-26-2017  45.116.217.18:443 SSL
Certificates

BAD RSA	public	key	is
less	than	2048
bits,	Insecure
signature
algorithm:	SHA1

12-12-2016 03-26-2017  24.6.32.68:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-25-2017 03-26-2017  45.116.219.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 03-26-2017  45.116.219.46:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-05-2016 03-26-2017  45.116.219.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.219.66:123 Open	Ports NEUTRAL Detected	service:
NTP

03-25-2017 03-26-2017  45.116.219.32:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office
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01-08-2016 03-26-2017  45.116.219.32:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

06-23-2016 03-26-2017  45.116.219.30:443 SSL
Configurations

GOOD

03-18-2016 03-26-2017  45.116.219.30:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 03-26-2017  45.116.219.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.217.157:443 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

03-26-2017 03-26-2017  45.116.217.157:443 Open	Ports GOOD Detected	service:
HTTPS

03-26-2017 03-26-2017  45.116.217.157:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

02-19-2017 03-26-2017  45.116.216.178:443 SSL
Certificates

WARN Self-signed
certificate

02-02-2017 03-26-2017  45.116.216.178:443 Open	Ports GOOD Detected	service:
HTTPS

02-02-2017 03-26-2017  45.116.216.178:443 SSL
Configurations

GOOD

03-05-2017 03-26-2017  45.116.216.160:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-31-2017 03-26-2017  94.60.27.23:5901 Open	Ports BAD Detected	service:
Unauthenticated
VNC

03-26-2017 03-26-2017  45.116.216.196:123 Open	Ports NEUTRAL Detected	service:
NTP

11-26-2016 03-26-2017  45.116.217.74:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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11-26-2016 03-26-2017  45.116.217.74:443 SSL
Configurations

GOOD

11-26-2016 03-26-2017  45.116.217.74:443 SSL
Certificates

WARN Self-signed
certificate

07-11-2016 03-26-2017  45.116.219.45:443 SSL
Configurations

GOOD

02-26-2016 03-26-2017  45.116.219.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 03-26-2017  45.116.219.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.219.17:443 Open	Ports GOOD Typical	service:
HTTPS

02-23-2016 03-26-2017  66.76.240.40:515 Open	Ports BAD Detected	service:
Line	printer
daemon

05-29-2016 03-26-2017  45.116.216.30:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

09-01-2016 03-26-2017  24.6.128.107:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.219.71:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2017 03-26-2017  goliathinvest.com DNSSEC NEUTRAL DNSSEC	is	not
configured	on	this
domain

08-03-2016 03-26-2017  45.116.217.65:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-20-2016 03-26-2017  45.116.217.69:8443 Open	Ports GOOD Detected	service:
HTTPS

09-20-2016 03-26-2017  45.116.217.69:8443 SSL
Configurations

GOOD

05-09-2016 03-26-2017  45.116.219.49:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 24

03-24-2017 03-26-2017  45.116.219.50:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 03-26-2017  45.116.219.50:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-04-2016 03-26-2017  45.116.219.49:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.216.225:123 Open	Ports NEUTRAL Detected	service:
NTP

01-11-2017 03-26-2017  24.6.128.51:7547 Open	Ports NEUTRAL Detected	service:
HTTP

09-16-2016 03-26-2017  45.116.217.69:443 Open	Ports GOOD Detected	service:
HTTPS

09-16-2016 03-26-2017  45.116.217.69:443 SSL
Configurations

GOOD

12-17-2016 03-26-2017  45.116.217.68:443 Open	Ports GOOD Detected	service:
HTTPS

12-17-2016 03-26-2017  45.116.217.68:443 SSL
Configurations

GOOD

03-20-2016 03-26-2017  45.116.219.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-01-2017 03-26-2017  45.116.218.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-06-2016 03-26-2017  saperix.com DNSSEC NEUTRAL DNSSEC	is	not
configured	on	this
domain

03-26-2017 03-26-2017  45.116.216.29:123 Open	Ports NEUTRAL Detected	service:
NTP

03-24-2017 03-26-2017  45.116.217.129:123 Open	Ports NEUTRAL Detected	service:
NTP

05-15-2016 03-26-2017  45.116.216.69:500 Open	Ports GOOD Detected	service:
ISAKMP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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05-18-2016 03-26-2017  45.116.216.28:500 Open	Ports GOOD Detected	service:
ISAKMP

11-18-2016 03-26-2017  188.134.66.168:8081 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 03-26-2017  24.6.128.47:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2017 03-26-2017  45.116.216.171:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2017 03-26-2017  45.116.216.171:443 SSL
Configurations

GOOD

08-03-2016 03-26-2017  45.116.216.146:443 SSL
Certificates

WARN Self-signed
certificate

09-11-2016 03-26-2017  45.116.216.146:443 Open	Ports GOOD Detected	service:
HTTPS

09-11-2016 03-26-2017  45.116.216.146:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

08-08-2016 03-26-2017  24.6.128.117:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.216.226:123 Open	Ports NEUTRAL Detected	service:
NTP

03-15-2017 03-26-2017  45.116.219.33:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 03-26-2017  45.116.219.33:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-26-2017 03-26-2017  45.116.217.151:25 Open	Ports GOOD Detected	service:
SMTP	with
STARTTLS

02-24-2017 03-26-2017  45.116.216.141:8443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office
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02-01-2017 03-26-2017  www.mr.thaichamber.org SSL
Certificates

GOOD

08-08-2016 03-26-2017  45.116.216.141:8443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 03-26-2017  goliathinvest.com SPF GOOD

03-26-2017 03-26-2017  45.116.216.179:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.216.252:123 Open	Ports NEUTRAL Detected	service:
NTP

03-25-2017 03-26-2017  45.116.219.48:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 03-26-2017  45.116.219.48:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-26-2017 03-26-2017  45.116.216.233:123 Open	Ports NEUTRAL Detected	service:
NTP

12-05-2016 03-26-2017  45.116.219.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  24.6.128.60:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-26-2017 03-26-2017  45.116.217.157:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-26-2017 03-26-2017  45.116.217.157:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

09-11-2016 03-26-2017  45.116.216.146:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2016 03-26-2017  45.116.217.18:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

01-26-2016 03-26-2017  45.116.219.33:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office
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01-08-2016 03-26-2017  45.116.219.50:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-25-2015 03-26-2017  45.116.219.55:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-22-2015 03-26-2017  45.116.219.32:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-20-2015 03-26-2017  45.116.219.16:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-20-2015 03-26-2017  45.116.219.46:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-12-2015 03-26-2017  45.116.219.48:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-14-2016 03-25-2017  24.6.128.69:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 03-25-2017  45.116.216.147:443 SSL
Configurations

GOOD

09-15-2016 03-25-2017  45.116.216.147:443 Open	Ports GOOD Detected	service:
HTTPS

03-25-2017 03-25-2017  45.116.219.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2017 03-25-2017  45.116.217.83:81 Open	Ports NEUTRAL Detected	service:
HTTP

03-25-2017 03-25-2017  45.116.219.56:443 Open	Ports GOOD Typical	service:
HTTPS

12-30-2016 03-25-2017  45.116.219.6:443 Open	Ports GOOD Typical	service:
HTTPS

03-25-2017 03-25-2017  45.116.217.73:123 Open	Ports NEUTRAL Detected	service:
NTP

09-25-2016 03-25-2017  45.116.217.126:22 Open	Ports GOOD Detected	service:
SSH
(GoAnywhere5.0.4)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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04-14-2016 03-25-2017  45.116.219.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-09-2016 03-25-2017  45.116.217.36:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-22-2017 03-25-2017  45.116.219.26:443 Open	Ports GOOD Detected	service:
HTTPS

05-05-2016 03-25-2017  45.116.219.26:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-07-2016 03-25-2017  45.116.219.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-20-2016 03-25-2017  45.116.216.69:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

03-18-2017 03-25-2017  45.116.219.31:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 03-25-2017  45.116.219.31:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-08-2016 03-25-2017  45.116.219.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 03-25-2017  45.116.219.56:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-22-2016 03-25-2017  45.116.219.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 03-25-2017  45.116.217.120:22 Open	Ports GOOD Detected	service:
SSH	(lhBiC)

03-25-2017 03-25-2017  45.116.216.30:123 Open	Ports NEUTRAL Detected	service:
NTP

03-25-2017 03-25-2017  45.116.217.156:443 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

03-25-2017 03-25-2017  45.116.217.156:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-25-2017 03-25-2017  45.116.217.156:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

07-04-2016 03-25-2017  24.6.128.35:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 03-25-2017  66.76.240.40:84 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

03-03-2016 03-25-2017  frontstore.us DNSSEC NEUTRAL DNSSEC	is	not
configured	on	this
domain

06-06-2016 03-25-2017  45.116.216.69:443 Open	Ports GOOD Detected	service:
HTTPS

06-06-2016 03-25-2017  45.116.216.69:443 SSL
Configurations

WARN Certificate	with
non-standard	root

05-15-2016 03-25-2017  45.116.216.69:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

03-22-2017 03-25-2017  45.116.219.24:443 Open	Ports GOOD Detected	service:
HTTPS

11-14-2016 03-25-2017  45.116.219.24:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-21-2017 03-25-2017  45.116.217.163:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

03-25-2017 03-25-2017  45.116.217.178:443 Open	Ports GOOD Detected	service:
HTTPS

03-25-2017 03-25-2017  45.116.217.178:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

03-25-2017 03-25-2017  45.116.217.178:443 SSL
Certificates

GOOD

03-25-2017 03-25-2017  45.116.217.178:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-25-2017 03-25-2017  45.116.219.40:443 Open	Ports GOOD Typical	service:
HTTPS

09-02-2016 03-25-2017  autodiscover.nttdth.com SSL
Certificates

GOOD

08-27-2016 03-25-2017  45.116.216.202:443 Open	Ports GOOD Detected	service:
HTTPS

08-27-2016 03-25-2017  45.116.216.202:443 SSL
Configurations

GOOD

03-25-2017 03-25-2017  45.116.216.41:123 Open	Ports NEUTRAL Detected	service:
NTP

01-25-2017 03-25-2017  45.116.216.161:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-02-2016 03-25-2017  45.116.217.67:8443 Open	Ports GOOD Detected	service:
HTTPS

08-02-2016 03-25-2017  45.116.217.67:8443 SSL
Configurations

GOOD

01-09-2016 03-25-2017  45.116.219.39:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-25-2017 03-25-2017  45.116.216.13:123 Open	Ports NEUTRAL Detected	service:
NTP

01-02-2016 03-25-2017  frontstore.us SPF GOOD

04-06-2016 03-25-2017  45.116.216.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-20-2017 03-25-2017  45.116.219.14:443 Open	Ports GOOD Typical	service:
HTTPS

03-24-2017 03-25-2017  45.116.219.37:443 Open	Ports GOOD Typical	service:
HTTPS

03-25-2017 03-25-2017  45.116.216.73:443 Open	Ports GOOD Detected	service:
HTTPS

03-25-2017 03-25-2017  45.116.216.73:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-25-2017 03-25-2017  45.116.216.73:443 SSL
Certificates

WARN Self-signed
certificate

03-25-2017 03-25-2017  45.116.216.224:123 Open	Ports NEUTRAL Detected	service:
NTP

03-25-2017 03-25-2017  45.116.217.156:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-25-2017 03-25-2017  45.116.217.156:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

12-15-2015 03-25-2017  45.116.219.26:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-13-2015 03-25-2017  45.116.219.56:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-12-2015 03-25-2017  45.116.219.39:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-10-2015 03-25-2017  45.116.219.31:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-09-2015 03-25-2017  45.116.219.24:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-03-2016 03-24-2017  58.148.93.236:137 Open	Ports BAD Detected	service:
NetBIOS

04-27-2016 03-24-2017  45.116.218.108:22 Open	Ports GOOD Detected	service:
SSH	(WeOnlyDo-
wodFTPD)

09-02-2016 03-24-2017  24.6.128.31:7547 Open	Ports NEUTRAL Detected	service:
HTTP

10-26-2016 03-24-2017  24.6.32.71:7547 Open	Ports NEUTRAL Detected	service:
HTTP

07-10-2016 03-24-2017  45.116.216.139:443 Open	Ports GOOD Detected	service:
HTTPS

07-10-2016 03-24-2017  45.116.216.139:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

European	Office

 abcd

India	Office

India	Office
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07-10-2016 03-24-2017  45.116.216.139:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

08-10-2016 03-24-2017  45.116.219.15:443 SSL
Configurations

GOOD

02-24-2016 03-24-2017  45.116.219.15:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 03-24-2017  45.116.219.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  45.116.219.35:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 03-24-2017  45.116.219.35:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

08-11-2016 03-24-2017  45.116.219.35:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 03-24-2017  115.31.175.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2017 03-24-2017  24.6.128.77:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  201.203.127.231:81 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

02-20-2017 03-24-2017  94.231.115.36:554 Open	Ports WARN Detected	service:
RTSP

03-04-2017 03-24-2017  91.187.98.226:23 Open	Ports BAD Detected	service:
Telnet

07-29-2016 03-24-2017  45.116.217.67:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-21-2017 03-24-2017  45.116.219.22:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

European	Office

 abcd

94.231.115.36

labs

GuestWiFi2

India	Office

India	Office
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01-12-2016 03-24-2017  45.116.219.22:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-24-2017 03-24-2017  91.187.98.226:8080 Open	Ports NEUTRAL Detected	service:
HTTP

09-02-2016 03-24-2017  45.116.216.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-28-2017 03-24-2017  91.187.98.226:22 Open	Ports GOOD Detected	service:
SSH	(ROSSSH)

01-03-2016 03-24-2017  45.116.219.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-17-2016 03-24-2017  45.116.216.68:443 Open	Ports GOOD Detected	service:
HTTPS

05-17-2016 03-24-2017  45.116.216.68:443 SSL
Configurations

WARN Certificate	with
non-standard	root

11-12-2016 03-24-2017  188.134.66.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  45.116.219.47:443 Open	Ports GOOD Typical	service:
HTTPS

03-12-2017 03-24-2017  91.187.98.226:2000 Open	Ports NEUTRAL Typical	service:
Bandwidth	Test

11-17-2016 03-24-2017  24.6.128.119:7547 Open	Ports NEUTRAL Detected	service:
HTTP

12-02-2016 03-24-2017  45.116.217.130:23 Open	Ports BAD Detected	service:
Telnet

08-04-2016 03-24-2017  45.116.219.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  24.6.128.11:7547 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

GuestWiFi2

India	Office

GuestWiFi2

India	Office

India	Office

India	Office

India	Office

GuestWiFi2

European	Office

 abcd

India	Office

India	Office

European	Office

 abcd
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01-02-2016 03-24-2017  45.116.219.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 03-24-2017  45.116.216.140:8443 Open	Ports GOOD Detected	service:
HTTPS

07-22-2016 03-24-2017  45.116.216.140:8443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Missing
intermediate
certificates	or	root
anchor

11-23-2016 03-24-2017  45.116.218.149:8443 SSL
Configurations

GOOD

08-20-2016 03-24-2017  45.116.218.149:8443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 03-24-2017  24.6.128.99:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  45.116.216.127:123 Open	Ports NEUTRAL Detected	service:
NTP

01-04-2016 03-24-2017  24.6.128.27:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-24-2017 03-24-2017  45.116.216.58:123 Open	Ports NEUTRAL Detected	service:
NTP

03-24-2017 03-24-2017  45.116.219.1:123 Open	Ports NEUTRAL Detected	service:
NTP

05-29-2016 03-24-2017  45.116.218.148:8080 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 03-24-2017  45.116.219.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 03-24-2017  45.116.216.140:8443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-10-2016 03-24-2017  45.116.216.139:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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01-11-2016 03-24-2017  45.116.219.35:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-12-2015 03-24-2017  45.116.219.22:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-23-2016 03-23-2017  66.76.240.40:83 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

03-23-2017 03-23-2017  45.116.218.134:443 Open	Ports GOOD Detected	service:
HTTPS

03-23-2017 03-23-2017  45.116.218.134:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

03-23-2017 03-23-2017  s1-bkk2.neumob.io SSL
Certificates

GOOD

02-20-2017 03-23-2017  45.116.216.158:81 Open	Ports NEUTRAL Detected	service:
HTTP

03-23-2017 03-23-2017  45.116.219.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 03-23-2017  45.116.219.25:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-23-2017 03-23-2017  45.116.219.67:123 Open	Ports NEUTRAL Detected	service:
NTP

01-04-2016 03-23-2017  45.116.219.47:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-24-2017 03-23-2017  45.116.219.21:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 03-23-2017  45.116.219.21:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-31-2016 03-23-2017  45.116.217.65:443 Open	Ports GOOD Detected	service:
HTTPS

06-08-2016 03-23-2017  45.116.216.68:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 36

06-27-2016 03-23-2017  45.116.219.38:443 SSL
Configurations

GOOD

02-28-2016 03-23-2017  45.116.219.38:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 03-23-2017  45.116.219.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-24-2017 03-23-2017  209.12.115.75:82 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

03-23-2017 03-23-2017  45.116.216.53:123 Open	Ports NEUTRAL Detected	service:
NTP

03-01-2017 03-23-2017  45.116.216.140:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 03-23-2017  45.116.216.140:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Missing
intermediate
certificates	or	root
anchor

07-12-2016 03-23-2017  45.116.219.57:443 SSL
Configurations

GOOD

06-18-2016 03-23-2017  45.116.219.57:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 03-23-2017  45.116.219.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-15-2016 03-23-2017  45.116.216.70:443 Open	Ports GOOD Detected	service:
HTTPS

05-15-2016 03-23-2017  45.116.216.70:443 SSL
Configurations

WARN Certificate	with
non-standard	root

09-18-2016 03-23-2017  24.6.128.103:7547 Open	Ports NEUTRAL Detected	service:
HTTP

02-09-2017 03-23-2017  vn3.nttdth.com SSL
Certificates

BAD Expired	certificate,
Self-signed
certificate

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd
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09-05-2016 03-23-2017  45.116.217.124:443 Open	Ports GOOD Detected	service:
HTTPS

09-05-2016 03-23-2017  45.116.217.124:443 SSL
Configurations

WARN Diffie-Hellman
prime	is	less	than
2048	bits

01-05-2017 03-23-2017  45.116.216.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-30-2016 03-23-2017  45.116.216.126:443 SSL
Certificates

WARN Self-signed
certificate

09-30-2016 03-23-2017  45.116.216.126:443 SSL
Configurations

GOOD

05-14-2016 03-23-2017  45.116.216.126:443 Open	Ports GOOD Detected	service:
HTTPS

03-23-2017 03-23-2017  45.116.219.72:443 Open	Ports GOOD Typical	service:
HTTPS

03-27-2016 03-23-2017  115.31.175.156:22 Open	Ports GOOD Detected	service:
SSH
(dropbear_0.39)

10-07-2016 03-23-2017  45.116.216.217:443 Open	Ports GOOD Detected	service:
HTTPS

10-07-2016 03-23-2017  45.116.216.217:443 SSL
Configurations

WARN Certificate	with
non-standard	root

10-07-2016 03-23-2017  45.116.216.217:443 SSL
Certificates

GOOD

03-23-2017 03-23-2017  45.116.219.51:443 Open	Ports GOOD Detected	service:
HTTPS

01-29-2016 03-23-2017  45.116.219.51:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-29-2016 03-23-2017  45.116.219.29:443 SSL
Configurations

GOOD

03-01-2016 03-23-2017  45.116.219.29:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-07-2017 03-23-2017  45.116.219.54:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 03-23-2017  45.116.219.54:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-22-2017 03-23-2017  45.116.219.12:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 03-23-2017  45.116.219.12:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

11-14-2016 03-23-2017  45.116.216.148:5222 Open	Ports NEUTRAL Detected	service:
XMPP

03-23-2017 03-23-2017  24.6.128.29:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 03-23-2017  45.116.219.40:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-07-2016 03-23-2017  45.116.219.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 03-23-2017  45.116.219.51:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-24-2016 03-23-2017  45.116.216.140:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-10-2016 03-23-2017  45.116.219.54:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-20-2015 03-23-2017  45.116.219.25:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-19-2015 03-23-2017  45.116.219.12:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-17-2015 03-23-2017  45.116.219.51:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-16-2015 03-23-2017  45.116.219.47:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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12-14-2015 03-23-2017  45.116.219.21:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-09-2015 03-23-2017  45.116.219.40:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-18-2016 03-22-2017  45.116.218.148:443 SSL
Configurations

GOOD

09-22-2016 03-22-2017  45.116.218.148:443 Open	Ports GOOD Detected	service:
HTTPS

03-11-2017 03-22-2017  45.116.219.20:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 03-22-2017  45.116.219.20:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-22-2017 03-22-2017  24.6.12.20:49152 Open	Ports NEUTRAL Detected	service:
HTTP

02-26-2017 03-22-2017  45.116.219.43:443 Open	Ports GOOD Detected	service:
HTTPS

12-01-2016 03-22-2017  45.116.219.43:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-17-2016 03-22-2017  45.116.219.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-08-2016 03-22-2017  45.116.217.125:500 Open	Ports GOOD Detected	service:
ISAKMP	(Cisco-
ASA)

01-04-2016 03-22-2017  45.116.219.17:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-22-2016 03-22-2017  45.116.219.17:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-25-2016 03-22-2017  45.116.219.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-21-2017 03-22-2017  45.116.219.58:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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01-07-2016 03-22-2017  45.116.219.58:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

11-07-2016 03-22-2017  45.116.216.133:443 SSL
Configurations

GOOD

07-07-2016 03-22-2017  45.116.216.133:443 Open	Ports GOOD Detected	service:
HTTPS

07-07-2016 03-22-2017  45.116.216.133:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

06-04-2016 03-22-2017  45.116.216.53:443 Open	Ports GOOD Detected	service:
HTTPS

06-04-2016 03-22-2017  45.116.216.53:443 SSL
Configurations

BAD Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

06-04-2016 03-22-2017  45.116.216.53:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

03-09-2017 03-22-2017  209.12.115.75:81 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

03-22-2017 03-22-2017  24.6.128.55:7547 Open	Ports NEUTRAL Detected	service:
HTTP

06-14-2016 03-22-2017  45.116.216.69:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 03-22-2017  45.116.219.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 03-22-2017  45.116.219.16:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office
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02-13-2016 03-22-2017  24.6.128.93:7547 Open	Ports NEUTRAL Detected	service:
HTTP

02-26-2017 03-22-2017  45.116.219.70:443 Open	Ports GOOD Detected	service:
HTTPS

03-16-2016 03-22-2017  45.116.219.70:443 SSL
Configurations

GOOD

03-22-2017 03-22-2017  45.116.216.181:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-01-2016 03-22-2017  45.116.219.68:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-16-2016 03-22-2017  45.116.219.27:443 SSL
Configurations

GOOD

02-24-2016 03-22-2017  45.116.219.27:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 03-22-2017  45.116.219.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-13-2017 03-22-2017  24.6.0.14:7547 Open	Ports NEUTRAL Detected	service:
HTTP

07-24-2016 03-22-2017  45.116.219.53:443 SSL
Configurations

GOOD

03-10-2016 03-22-2017  45.116.219.53:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 03-22-2017  45.116.219.53:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-04-2016 03-22-2017  45.116.216.53:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

Euro	Datacenter

European	Office

GuestWiFi2

India	Office

 abcd

India	Office

India	Office

India	Office

India	Office
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01-06-2016 03-22-2017  45.116.219.43:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-19-2015 03-22-2017  45.116.219.20:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-18-2015 03-22-2017  45.116.219.58:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-14-2015 03-22-2017  45.116.219.17:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-18-2016 03-21-2017  45.116.216.148:443 Open	Ports GOOD Detected	service:
HTTPS

10-18-2016 03-21-2017  45.116.216.148:443 SSL
Configurations

BAD Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

10-18-2016 03-21-2017  g-able.com SSL
Certificates

GOOD

04-06-2016 03-21-2017  45.116.216.252:443 Open	Ports GOOD Detected	service:
HTTPS

04-06-2016 03-21-2017  45.116.216.252:443 SSL
Configurations

BAD Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

02-23-2016 03-21-2017  24.6.128.6:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-21-2017 03-21-2017  45.116.219.41:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 03-21-2017  45.116.219.41:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-19-2016 03-21-2017  45.116.219.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office
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02-12-2016 03-21-2017  24.6.128.61:7547 Open	Ports NEUTRAL Detected	service:
HTTP

06-26-2016 03-21-2017  45.116.216.132:443 Open	Ports GOOD Detected	service:
HTTPS

06-26-2016 03-21-2017  45.116.216.132:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

06-26-2016 03-21-2017  45.116.216.132:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

02-18-2016 03-21-2017  45.116.217.6:500 Open	Ports GOOD Detected	service:
ISAKMP	(Cisco-
ASA)

01-17-2016 03-21-2017  24.6.12.18:7547 Open	Ports NEUTRAL Detected	service:
HTTP

02-27-2017 03-21-2017  45.116.217.84:8080 Open	Ports NEUTRAL Detected	service:
HTTP

05-22-2016 03-21-2017  45.116.216.28:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

11-05-2016 03-21-2017  45.116.217.74:22 Open	Ports GOOD Detected	service:
SSH	(6oHgKrc)

01-21-2016 03-21-2017  45.116.219.21:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-21-2017 03-21-2017  24.6.0.8:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2017 03-21-2017  24.6.128.49:7547 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

Euro	Datacenter

European	Office

GuestWiFi2

India	Office

 abcd

European	Office

 abcd
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11-12-2016 03-21-2017  45.116.216.136:443 SSL
Configurations

GOOD

07-08-2016 03-21-2017  45.116.216.136:443 Open	Ports GOOD Detected	service:
HTTPS

07-08-2016 03-21-2017  45.116.216.136:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

05-12-2016 03-21-2017  45.116.216.29:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

07-21-2016 03-21-2017  45.116.216.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 03-21-2017  45.116.219.48:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-28-2016 03-21-2017  45.116.219.34:443 Open	Ports GOOD Detected	service:
HTTPS

05-11-2016 03-21-2017  45.116.216.29:500 Open	Ports GOOD Detected	service:
ISAKMP

10-18-2016 03-21-2017  45.116.216.148:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

06-26-2016 03-21-2017  45.116.216.132:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2016 03-21-2017  45.116.216.252:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

01-02-2016 03-21-2017  45.116.219.41:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-03-2016 03-20-2017  209.12.115.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-01-2016 03-20-2017  45.116.216.68:500 Open	Ports GOOD Detected	service:
ISAKMP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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03-18-2017 03-20-2017  45.116.219.52:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 03-20-2017  45.116.219.52:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 03-20-2017  45.116.219.52:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-03-2016 03-20-2017  45.116.217.66:8080 Open	Ports NEUTRAL Detected	service:
HTTP

07-21-2016 03-20-2017  45.116.219.37:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-19-2016 03-20-2017  45.116.219.14:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

12-26-2016 03-20-2017  45.116.217.130:22 Open	Ports GOOD Detected	service:
SSH	(JaH92)

12-18-2015 03-20-2017  45.116.219.52:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-12-2015 03-20-2017  45.116.219.37:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-10-2015 03-20-2017  45.116.219.14:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-25-2016 03-19-2017  45.116.216.68:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-13-2017 03-19-2017  24.6.128.127:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 03-19-2017  24.6.128.101:8080 Open	Ports NEUTRAL Detected	service:
HTTP

12-28-2016 03-19-2017  45.116.219.4:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

European	Office

 abcd

India	Office
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11-13-2016 03-19-2017  45.116.219.71:443 SSL
Configurations

GOOD

03-15-2017 03-19-2017  45.116.216.182:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_6.6.1)

06-25-2016 03-19-2017  45.116.219.59:443 SSL
Configurations

GOOD

02-27-2016 03-19-2017  45.116.219.59:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 03-19-2017  45.116.219.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 03-19-2017  45.116.219.19:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 03-19-2017  45.116.219.19:443 SSL
Configurations

GOOD

05-07-2016 03-19-2017  45.116.219.19:443 Open	Ports GOOD Detected	service:
HTTPS

09-16-2016 03-19-2017  45.116.216.36:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

11-23-2016 03-19-2017  45.116.218.148:8443 SSL
Configurations

GOOD

05-24-2016 03-19-2017  45.116.218.148:8443 Open	Ports GOOD Detected	service:
HTTPS

05-08-2016 03-19-2017  24.6.32.64:7547 Open	Ports NEUTRAL Detected	service:
HTTP

02-25-2017 03-19-2017  45.116.216.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-19-2017 03-19-2017  45.116.217.18:3389 Open	Ports WARN Detected	service:
MS	RDP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office
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02-27-2017 03-19-2017  45.116.217.18:3389 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

12-17-2016 03-19-2017  45.116.217.18:3389 SSL
Configurations

BAD Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

02-10-2017 03-19-2017  45.116.217.163:500 Open	Ports GOOD Detected	service:
ISAKMP

01-07-2016 03-19-2017  24.6.128.5:7547 Open	Ports NEUTRAL Detected	service:
HTTP

08-31-2016 03-19-2017  45.116.216.131:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-17-2016 03-19-2017  45.116.217.18:3389 Patching
Cadence

– CVE-2015-4000
(Logjam)

04-02-2016 03-18-2017  24.6.128.76:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-18-2017 03-18-2017  45.116.219.18:443 Open	Ports GOOD Typical	service:
HTTPS

03-10-2016 03-18-2017  45.116.219.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 03-18-2017  45.116.219.32:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-19-2016 03-18-2017  45.116.219.72:443 SSL
Configurations

GOOD

01-03-2016 03-18-2017  45.116.219.20:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 03-18-2017  24.6.128.96:7547 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd
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07-16-2016 03-18-2017  45.116.218.148:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-28-2017 03-18-2017  vn2.nttdth.com SSL
Certificates

BAD Expired	certificate,
Self-signed
certificate

09-09-2016 03-18-2017  45.116.217.123:443 Open	Ports GOOD Detected	service:
HTTPS

09-09-2016 03-18-2017  45.116.217.123:443 SSL
Configurations

WARN Diffie-Hellman
prime	is	less	than
2048	bits

01-14-2016 03-18-2017  45.116.219.18:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

12-08-2015 03-18-2017  45.116.219.18:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-06-2016 03-17-2017  45.116.216.130:443 Open	Ports GOOD Detected	service:
HTTPS

10-06-2016 03-17-2017  45.116.216.130:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-12-2016 03-17-2017  24.6.12.20:7547 Open	Ports NEUTRAL Detected	service:
HTTP

08-29-2016 03-17-2017  45.116.217.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 03-17-2017  frontstore.us:80 Application
Security

FAIR Missing	required
headers

05-28-2016 03-17-2017  45.116.216.130:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-02-2016 03-16-2017  45.116.219.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 03-16-2017  45.116.219.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-14-2016 03-16-2017  45.116.219.42:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office
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02-24-2016 03-16-2017  45.116.219.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 03-16-2017  45.116.219.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 03-16-2017  45.116.216.151:443 Open	Ports GOOD Detected	service:
HTTPS

11-30-2016 03-16-2017  45.116.216.151:443 SSL
Configurations

GOOD

03-16-2017 03-16-2017  45.116.219.73:443 Open	Ports GOOD Typical	service:
HTTPS

08-10-2016 03-16-2017  45.116.217.67:443 Open	Ports GOOD Detected	service:
HTTPS

08-10-2016 03-16-2017  45.116.217.67:443 SSL
Configurations

GOOD

05-22-2016 03-16-2017  45.116.216.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-30-2016 03-16-2017  45.116.216.141:443 SSL
Configurations

GOOD

07-22-2016 03-16-2017  45.116.216.141:443 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

07-22-2016 03-16-2017  45.116.216.141:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2017 03-16-2017  24.6.12.22:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-16-2017 03-16-2017  45.116.219.75:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 03-16-2017  45.116.219.23:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office
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07-08-2016 03-16-2017  45.116.219.23:443 SSL
Configurations

GOOD

01-22-2016 03-16-2017  45.116.219.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-16-2017 03-15-2017  209.12.115.75:84 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

01-06-2016 03-15-2017  45.116.219.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-10-2016 03-15-2017  45.116.219.75:443 SSL
Configurations

GOOD

08-05-2016 03-15-2017  45.116.217.66:8443 Open	Ports GOOD Detected	service:
HTTPS

08-05-2016 03-15-2017  45.116.217.66:8443 SSL
Configurations

GOOD

03-05-2017 03-15-2017  45.116.219.74:443 Open	Ports GOOD Typical	service:
HTTPS

12-26-2016 03-15-2017  45.116.217.116:443 Open	Ports GOOD Detected	service:
HTTPS

12-26-2016 03-15-2017  45.116.217.116:443 SSL
Configurations

WARN Diffie-Hellman
prime	is	less	than
2048	bits

12-26-2016 03-15-2017  localhost.localdomain SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

01-02-2016 03-15-2017  115.31.175.155:22 Open	Ports GOOD Detected	service:
SSH
(dropbear_0.39)

02-15-2017 03-14-2017  45.116.216.154:443 Open	Ports GOOD Detected	service:
HTTPS

02-15-2017 03-14-2017  45.116.216.154:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

India	Office

India	Office
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05-05-2016 03-14-2017  24.6.128.122:7547 Open	Ports NEUTRAL Detected	service:
HTTP

06-24-2016 03-14-2017  24.6.128.65:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-14-2017 03-14-2017  45.116.219.36:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 03-14-2017  45.116.219.36:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-13-2017 03-14-2017  45.116.216.145:443 Open	Ports GOOD Detected	service:
HTTPS

12-23-2016 03-14-2017  24.6.128.8:7547 Open	Ports NEUTRAL Detected	service:
HTTP

12-20-2016 03-14-2017  45.116.216.170:443 Open	Ports GOOD Detected	service:
HTTPS

12-20-2016 03-14-2017  45.116.216.170:443 SSL
Configurations

GOOD

06-02-2016 03-14-2017  24.6.128.4:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2015 03-14-2017  45.116.219.36:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-26-2016 03-13-2017  45.116.216.148:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-10-2016 03-13-2017  45.116.219.73:443 SSL
Configurations

GOOD

03-13-2017 03-13-2017  45.116.219.13:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

European	Office

 abcd

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office
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02-10-2016 03-13-2017  45.116.217.6:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T
(Cisco-ASA)

05-28-2016 03-13-2017  24.6.128.62:7547 Open	Ports NEUTRAL Detected	service:
HTTP

04-10-2016 03-13-2017  45.116.218.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 03-13-2017  24.6.128.97:7547 Open	Ports NEUTRAL Detected	service:
HTTP

07-01-2016 03-12-2017  24.6.12.19:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 03-12-2017  45.116.216.167:443 Open	Ports GOOD Detected	service:
HTTPS

11-28-2016 03-12-2017  45.116.216.167:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv2,
Diffie-Hellman
prime	is	less	than
2048	bits,	Short
Diffie-Hellman
prime	is	very
commonly	used

02-15-2017 03-12-2017  45.116.216.125:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Vulnerable	to
Ticketbleed

12-30-2016 03-12-2017  45.116.216.125:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

12-30-2016 03-12-2017  45.116.216.125:443 Open	Ports GOOD Detected	service:
HTTPS

12-11-2016 03-12-2017  45.116.217.68:8443 Open	Ports GOOD Detected	service:
HTTPS

12-11-2016 03-12-2017  45.116.217.68:8443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

European	Office

 abcd

India	Office

European	Office

 abcd

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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01-12-2017 03-12-2017  45.116.219.5:443 Open	Ports GOOD Typical	service:
HTTPS

07-19-2016 03-12-2017  45.116.216.43:137 Open	Ports BAD Detected	service:
NetBIOS

01-02-2016 03-12-2017  115.31.175.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2017 03-12-2017  45.116.219.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 03-12-2017  45.116.219.28:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-15-2017 03-12-2017  45.116.216.125:443 Patching
Cadence

– CVE-2016-9244
(Ticketbleed)

11-28-2016 03-12-2017  45.116.216.167:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-28-2016 03-12-2017  45.116.216.167:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

11-28-2016 03-12-2017  45.116.216.167:443 Patching
Cadence

– CVE-2016-0800
(DROWN)

05-28-2016 03-12-2017  45.116.216.125:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-20-2015 03-12-2017  45.116.219.28:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-26-2016 03-11-2017  45.116.217.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-14-2016 03-11-2017  94.231.115.36:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-13-2016 03-10-2017  45.116.217.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

Corporate	WiFi

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

94.231.115.36

labs

India	Office
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01-15-2017 03-10-2017  94.231.115.36:81 Open	Ports NEUTRAL Detected	service:
HTTP

02-19-2017 03-10-2017  45.116.219.69:443 Open	Ports GOOD Detected	service:
HTTPS

03-15-2016 03-10-2017  45.116.219.69:443 SSL
Configurations

GOOD

12-29-2016 03-10-2017  24.6.128.33:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 03-10-2017  45.116.216.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-18-2016 03-10-2017  45.116.217.68:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 03-10-2017  45.116.219.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2017 03-09-2017  45.116.219.68:443 Open	Ports GOOD Detected	service:
HTTPS

03-12-2016 03-09-2017  45.116.219.68:443 SSL
Configurations

GOOD

11-07-2016 03-08-2017  24.6.128.28:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 03-08-2017  45.116.219.13:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-18-2017 03-08-2017  91.187.98.226:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-12-2016 03-08-2017  45.116.217.134:22 Open	Ports GOOD Detected	service:
SSH	(NetScreen)

01-23-2016 03-08-2017  45.116.219.34:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

94.231.115.36

labs

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

GuestWiFi2

India	Office

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 55

12-09-2015 03-08-2017  45.116.219.13:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-16-2017 03-07-2017  45.116.216.159:443 SSL
Certificates

WARN Self-signed
certificate

11-17-2016 03-07-2017  45.116.216.159:443 Open	Ports GOOD Detected	service:
HTTPS

11-17-2016 03-07-2017  45.116.216.159:443 SSL
Configurations

GOOD

12-12-2016 03-07-2017  45.116.217.134:443 Open	Ports GOOD Detected	service:
HTTPS

12-12-2016 03-07-2017  45.116.217.134:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv2

12-12-2016 03-07-2017  45.116.217.134:443 SSL
Certificates

BAD Expired	certificate,
Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits

06-15-2016 03-07-2017  45.116.216.53:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-29-2016 03-07-2017  45.116.219.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-12-2016 03-07-2017  45.116.217.134:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-12-2016 03-07-2017  45.116.217.134:443 Patching
Cadence

– CVE-2016-0800
(DROWN)

11-18-2016 03-06-2017  188.134.66.168:554 Open	Ports BAD Detected	service:
Unauthenticated
RTSP

08-27-2016 03-06-2017  45.116.216.36:500 Open	Ports GOOD Detected	service:
ISAKMP

01-14-2016 03-06-2017  45.116.219.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 03-05-2017  45.116.219.50:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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07-28-2016 03-05-2017  45.116.217.67:8080 Open	Ports NEUTRAL Detected	service:
HTTP

03-05-2017 03-05-2017  g-able.insightera.co.th SSL
Certificates

GOOD

03-02-2017 03-05-2017  45.116.216.160:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 03-05-2017  45.116.219.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-13-2016 03-05-2017  45.116.217.68:8080 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 03-05-2017  45.116.219.37:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 03-04-2017  45.116.219.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-04-2017 03-04-2017  45.116.216.72:443 Open	Ports GOOD Detected	service:
HTTPS

03-04-2017 03-04-2017  45.116.216.72:443 SSL
Configurations

GOOD

03-04-2017 03-04-2017  45.116.216.72:443 SSL
Certificates

WARN Self-signed
certificate

12-04-2016 03-04-2017  45.116.217.130:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 03-04-2017  45.116.217.130:443 SSL
Configurations

WARN Certificate	with
non-standard	root

12-04-2016 03-04-2017  45.116.217.130:443 SSL
Certificates

GOOD

03-03-2017 03-04-2017  45.116.217.83:8080 Open	Ports NEUTRAL Detected	service:
HTTP

07-05-2016 03-04-2017  45.116.217.36:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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07-05-2016 03-04-2017  45.116.217.36:443 SSL
Configurations

GOOD

07-05-2016 03-04-2017  jaymart.jmtplus.co.th SSL
Certificates

GOOD

01-05-2016 03-03-2017  45.116.219.18:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-03-2017 03-03-2017  45.116.216.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-19-2016 03-03-2017  24.6.128.101:8181 Open	Ports GOOD Detected	service:
HTTPS

12-19-2016 03-03-2017  24.6.128.101:8181 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

06-21-2016 03-03-2017  45.116.216.30:500 Open	Ports GOOD Detected	service:
ISAKMP

01-19-2016 03-03-2017  45.116.219.33:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-16-2016 03-03-2017  45.116.217.134:23 Open	Ports BAD Detected	service:
Telnet

12-19-2016 03-03-2017  24.6.128.101:8181 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-06-2016 03-02-2017  24.6.128.91:7547 Open	Ports NEUTRAL Detected	service:
HTTP

03-02-2017 03-02-2017  production.g-able.insightera.co.th SSL
Certificates

GOOD

09-04-2016 03-02-2017  24.6.32.65:7547 Open	Ports NEUTRAL Detected	service:
HTTP

07-31-2016 03-01-2017  45.116.217.66:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

European	Office

 abcd

European	Office

 abcd

India	Office

India	Office

India	Office

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 58

01-06-2017 03-01-2017  24.6.128.16:7547 Open	Ports NEUTRAL Detected	service:
HTTP

02-28-2017 02-28-2017  45.116.216.70:500 Open	Ports GOOD Detected	service:
ISAKMP

01-20-2017 02-28-2017  45.116.216.153:9001 Open	Ports NEUTRAL Typical	service:
ETL	service
manager

11-23-2016 02-27-2017  209.12.115.75:83 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

02-07-2017 02-26-2017  45.116.216.172:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2017 02-26-2017  45.116.216.172:443 SSL
Configurations

GOOD

01-24-2017 02-26-2017  45.116.216.174:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_6.6.1)

04-30-2016 02-25-2017  24.6.12.23:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2017 02-25-2017  24.6.128.18:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 02-24-2017  45.116.216.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-24-2017 02-24-2017  45.116.216.180:443 Open	Ports GOOD Detected	service:
HTTPS

02-24-2017 02-24-2017  45.116.216.180:443 SSL
Configurations

GOOD

02-24-2017 02-24-2017  45.116.216.180:443 SSL
Certificates

WARN Self-signed
certificate

01-31-2017 02-24-2017  91.187.98.226:554 Open	Ports BAD Detected	service:
Unauthenticated
RTSP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

GuestWiFi2
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12-25-2016 02-24-2017  24.6.128.124:7547 Open	Ports NEUTRAL Detected	service:
HTTP

09-20-2016 02-24-2017  45.116.217.69:8080 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 02-23-2017  45.116.216.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-07-2016 02-23-2017  45.116.217.65:8080 Open	Ports NEUTRAL Detected	service:
HTTP

07-17-2016 02-22-2017  45.116.216.190:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

07-17-2016 02-22-2017  45.116.216.190:443 Open	Ports GOOD Detected	service:
HTTPS

07-17-2016 02-22-2017  45.116.216.190:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-17-2016 02-22-2017  45.116.216.190:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-07-2017 02-21-2017  goliathinvest.com:80 Application
Security

FAIR Missing	required
headers

06-17-2016 02-19-2017  45.116.219.36:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-01-2016 02-18-2017  24.6.128.39:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 02-17-2017  45.116.219.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-01-2016 02-15-2017  45.116.217.125:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T
(Cisco-ASA)

01-30-2017 02-15-2017  45.116.217.84:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 60

01-30-2017 02-15-2017  45.116.217.84:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-30-2017 02-15-2017  gl.com.mm SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

01-30-2017 02-15-2017  45.116.217.84:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-06-2017 02-13-2017  developer.android.google.cn SSL
Certificates

GOOD Large	number	of
DNS	Names:	508

10-02-2016 02-13-2017  24.6.0.13:7547 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 02-13-2017  45.116.219.74:443 SSL
Configurations

GOOD

02-12-2017 02-12-2017  www.saperix.com:80 Application
Security

GOOD Missing	required
headers

11-30-2016 02-11-2017  183.96.97.245:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2017 02-11-2017  45.116.217.84:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2017 02-09-2017  45.116.217.83:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-09-2016 02-09-2017  94.60.27.23:8080 Open	Ports NEUTRAL Detected	service:
HTTP

01-31-2017 02-07-2017  201.147.200.53:5900 Open	Ports BAD Detected	service:
Unauthenticated
VNC

12-09-2016 02-07-2017  45.116.216.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2017 02-07-2017  45.116.216.161:8080 Open	Ports NEUTRAL Detected	service:
HTTP

12-30-2016 02-06-2017  45.116.216.125:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

Euro	Datacenter

European	Office

GuestWiFi2

 abcd

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office
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12-27-2016 02-05-2017  24.6.128.105:7547 Open	Ports NEUTRAL Detected	service:
HTTP

09-22-2016 02-05-2017  45.116.217.69:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-27-2016 02-04-2017  24.6.128.94:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 02-04-2017  66.76.240.40:9100 Open	Ports BAD Detected	service:
Printer	Dell	Color
Laser	3110cn

01-19-2017 01-31-2017  172.243.149.130:80 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

12-03-2016 01-31-2017  183.96.97.245:5900 Open	Ports BAD Detected	service:
Unauthenticated
VNC

01-17-2017 01-31-2017  58.148.93.236:5900 Open	Ports BAD Detected	service:
Unauthenticated
VNC

08-24-2016 01-30-2017  45.116.216.144:443 Open	Ports GOOD Detected	service:
HTTPS

12-10-2016 01-29-2017  183.96.97.245:3389 Open	Ports WARN Detected	service:
MS	RDP

12-17-2016 01-27-2017  45.116.217.18:3389 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

11-23-2016 01-26-2017  183.96.97.245:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_7.2p2)

08-21-2016 01-26-2017  mr.thaichamber.org SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

11-17-2016 01-26-2017  45.116.216.159:443 SSL
Certificates

WARN Self-signed
certificate

01-21-2017 01-21-2017  91.187.98.226:49152 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-30-2016  45.116.216.168:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

European	Office

 abcd

India	Office

India	Office

India	Office

GuestWiFi2

India	Office
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11-22-2016 12-30-2016  45.116.216.168:443 SSL
Configurations

GOOD

12-11-2016 12-30-2016  5w62rr1-t2.int.ntt.co.th SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

11-10-2016 12-30-2016  45.116.216.43:3389 Open	Ports WARN Detected	service:
MS	RDP

07-13-2016 12-30-2016  45.116.216.43:3389 SSL
Configurations

GOOD

11-17-2016 12-28-2016  45.116.216.219:23 Open	Ports BAD Detected	service:
Telnet

11-25-2016 12-24-2016  45.116.216.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-20-2016  45.116.217.116:8086 Open	Ports NEUTRAL Detected	service:
HTTP

12-20-2016 12-20-2016  45.116.216.43:445 Open	Ports BAD Detected	service:
SMB	(Anonymous
login)

12-06-2016 12-12-2016  images.musicstore.de SSL
Certificates

GOOD

01-07-2016 12-12-2016  23.4.129.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-12-2016  23.4.135.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-12-2016  23.4.140.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-12-2016  23.4.136.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-12-2016  23.4.131.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-18-2016 12-12-2016  23.4.128.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-12-2016  23.4.140.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-08-2016 12-12-2016  23.4.137.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-09-2016 12-12-2016  23.4.132.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-12-2016  23.4.132.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-27-2016 12-12-2016  23.4.143.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-12-2016  23.4.143.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-12-2016  23.4.129.198:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-12-2016  23.4.129.198:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-12-2016  23.4.142.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-12-2016  23.4.138.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-12-2016  23.4.128.223:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-12-2016  23.4.128.223:443 SSL
Configurations

GOOD

01-08-2016 12-12-2016  23.4.141.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-12-2016  23.4.143.204:443 Open	Ports GOOD Typical	service:
HTTPS

12-12-2016 12-12-2016  23.4.131.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-12-2016  23.4.131.182:443 SSL
Configurations

GOOD

12-02-2016 12-12-2016  23.4.143.15:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-12-2016  23.4.137.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-12-2016  23.4.131.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  ranking.xgoo.jp SSL
Certificates

GOOD

10-31-2016 12-11-2016  wwe.com SSL
Certificates

GOOD

04-24-2016 12-11-2016  internet-banking.dbs.com.cn SSL
Certificates

GOOD

03-16-2016 12-11-2016  stageappcenterfiles.deloitteresources.com SSL
Certificates

GOOD

11-17-2016 12-11-2016  23.4.132.154:443 SSL
Certificates

GOOD

05-30-2016 12-11-2016  23.4.143.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.136.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.131.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-11-2016  23.4.143.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-11-2016  23.4.138.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-11-2016  23.4.137.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  emea-citrix.fragomen.net SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-11-2016  23.4.134.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  loyalty.unileverfoodsolutions.co.uk SSL
Certificates

GOOD Large	number	of
DNS	Names:	86

05-19-2016 12-11-2016  23.4.138.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-11-2016  23.4.143.119:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  www.pncchristmaspriceindex.com SSL
Certificates

GOOD

01-07-2016 12-11-2016  23.4.132.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-11-2016  23.4.130.239:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.130.239:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.133.199:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-11-2016  kirobomini.jp SSL
Certificates

GOOD

12-11-2016 12-11-2016  securefirmsites39.findlaw.com SSL
Certificates

GOOD

01-11-2016 12-11-2016  23.4.141.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-11-2016  nipponexpress.com SSL
Certificates

GOOD

12-04-2016 12-11-2016  optimisation.atom.nowtv.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	54

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-14-2016 12-11-2016  23.4.135.214:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-11-2016  23.4.135.214:443 SSL
Configurations

GOOD

11-03-2016 12-11-2016  23.4.141.58:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.139.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-11-2016  23.4.138.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-26-2016 12-11-2016  23.4.142.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-11-2016  23.4.138.47:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  23.4.141.248:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-11-2016  23.4.131.106:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.131.106:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-11-2016  23.4.128.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-11-2016  23.4.137.41:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-11-2016  23.4.137.26:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.128.134:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-11-2016  23.4.128.134:443 SSL
Configurations

GOOD

01-09-2016 12-11-2016  23.4.131.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.137.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.137.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-11-2016  23.4.137.79:443 Open	Ports GOOD Typical	service:
HTTPS

06-09-2016 12-11-2016  23.4.140.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-11-2016  23.4.137.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.131.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.141.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-11-2016  23.4.132.154:443 Open	Ports GOOD Detected	service:
HTTPS

11-17-2016 12-11-2016  23.4.132.154:443 SSL
Configurations

GOOD

10-31-2016 12-11-2016  23.4.137.15:443 Open	Ports GOOD Typical	service:
HTTPS

11-03-2016 12-11-2016  23.4.138.140:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.130.102:443 Open	Ports GOOD Detected	service:
HTTPS

11-22-2016 12-11-2016  23.4.129.11:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.130.102:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-16-2016 12-11-2016  23.4.141.72:443 Open	Ports GOOD Typical	service:
HTTPS

07-07-2016 12-11-2016  23.4.133.119:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.143.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 12-11-2016  23.4.142.107:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-11-2016  authorizedtours.harley-davidson.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	40

01-06-2016 12-11-2016  23.4.137.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.136.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-11-2016  23.4.136.59:443 Open	Ports GOOD Typical	service:
HTTPS

03-01-2016 12-11-2016  23.4.134.92:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.134.92:443 SSL
Configurations

GOOD

01-09-2016 12-11-2016  23.4.136.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 12-11-2016  23.4.134.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-11-2016 12-11-2016  23.4.136.200:443 Open	Ports GOOD Detected	service:
HTTPS

09-11-2016 12-11-2016  23.4.136.200:443 SSL
Configurations

GOOD

01-17-2016 12-11-2016  23.4.141.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-11-2016  23.4.128.183:443 Open	Ports GOOD Typical	service:
HTTPS

07-06-2016 12-11-2016  23.4.128.143:443 Open	Ports GOOD Detected	service:
HTTPS

07-06-2016 12-11-2016  23.4.128.143:443 SSL
Configurations

GOOD

11-05-2016 12-11-2016  23.4.139.169:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-11-2016  23.4.141.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.136.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-16-2016 12-11-2016  23.4.135.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-11-2016  23.4.133.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.130.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.139.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.142.42:443 Open	Ports GOOD Typical	service:
HTTPS

07-24-2016 12-11-2016  23.4.135.142:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.135.142:443 SSL
Configurations

GOOD

12-04-2016 12-11-2016  23.4.135.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-11-2016  23.4.132.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.135.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-06-2016 12-11-2016  23.4.140.8:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 12-11-2016  23.4.134.157:443 Open	Ports GOOD Detected	service:
HTTPS

09-27-2016 12-11-2016  23.4.134.157:443 SSL
Configurations

GOOD

01-07-2016 12-11-2016  23.4.143.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.143.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-11-2016  23.4.134.152:443 Open	Ports GOOD Detected	service:
HTTPS

11-24-2016 12-11-2016  23.4.134.152:443 SSL
Configurations

GOOD

11-03-2016 12-11-2016  23.4.142.218:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.138.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-11-2016  23.4.139.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-05-2016 12-11-2016  23.4.140.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.138.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.141.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.130.190:443 Open	Ports GOOD Detected	service:
HTTPS

12-11-2016 12-11-2016  23.4.130.190:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.135.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-19-2016 12-11-2016  23.4.143.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-11-2016  23.4.129.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.136.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.135.111:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 12-11-2016  23.4.135.111:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.135.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-11-2016  23.4.135.222:443 SSL
Configurations

GOOD

01-03-2016 12-11-2016  23.4.134.156:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.134.156:443 SSL
Configurations

GOOD

11-10-2016 12-11-2016  23.4.139.89:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-11-2016  23.4.132.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 12-11-2016  23.4.133.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-11-2016  23.4.140.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-11-2016  23.4.134.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-11-2016  23.4.129.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.139.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-11-2016  23.4.136.138:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-11-2016  23.4.141.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.128.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-20-2016 12-11-2016  23.4.138.191:443 Open	Ports GOOD Detected	service:
HTTPS

05-20-2016 12-11-2016  23.4.138.191:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.141.140:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.141.140:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.141.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-19-2016 12-11-2016  23.4.139.218:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-11-2016  23.4.139.218:443 SSL
Configurations

GOOD

11-04-2016 12-11-2016  23.4.143.174:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.137.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.142.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.142.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.142.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.138.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-11-2016  23.4.132.39:443 Open	Ports GOOD Typical	service:
HTTPS

07-12-2016 12-11-2016  23.4.143.123:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-11-2016  23.4.143.123:443 SSL
Configurations

GOOD

06-16-2016 12-11-2016  23.4.140.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.133.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-10-2016 12-11-2016  23.4.131.46:443 Open	Ports GOOD Detected	service:
HTTPS

06-10-2016 12-11-2016  23.4.131.46:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

12-11-2016 12-11-2016  23.4.131.109:443 Open	Ports GOOD Detected	service:
HTTPS

12-11-2016 12-11-2016  23.4.131.109:443 SSL
Configurations

GOOD

01-18-2016 12-11-2016  23.4.133.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-11-2016  23.4.141.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.135.28:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-11-2016  23.4.135.28:443 SSL
Configurations

GOOD

01-18-2016 12-11-2016  23.4.128.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.138.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.140.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-11-2016  23.4.136.75:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-11-2016  23.4.133.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-11-2016  23.4.142.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.129.13:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.132.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-11-2016  23.4.135.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-25-2016 12-11-2016  23.4.140.9:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-11-2016  23.4.132.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.128.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.133.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-11-2016  23.4.139.75:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-11-2016  23.4.142.75:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.141.159:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.141.159:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.133.234:443 Open	Ports GOOD Typical	service:
HTTPS

04-25-2016 12-11-2016  23.4.137.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-11-2016  23.4.133.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-11-2016  23.4.136.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-25-2016 12-11-2016  23.4.128.54:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-11-2016  23.4.128.54:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.131.202:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-11-2016  23.4.139.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.131.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-11-2016  23.4.132.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-11-2016  23.4.132.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.131.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-03-2016 12-11-2016  23.4.136.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-11-2016  23.4.133.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.141.74:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-11-2016  23.4.136.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.132.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-11-2016  23.4.134.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-11-2016  23.4.130.141:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-11-2016  23.4.130.141:443 SSL
Configurations

GOOD

01-02-2016 12-11-2016  23.4.142.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-13-2016 12-11-2016  23.4.131.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-17-2016 12-11-2016  23.4.138.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-11-2016  23.4.134.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-12-2016 12-11-2016  23.4.138.59:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-11-2016  23.4.132.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.132.25:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.132.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-14-2016 12-11-2016  23.4.131.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.140.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-02-2016 12-11-2016  23.4.140.126:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-11-2016  23.4.136.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-11-2016  23.4.131.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.139.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.136.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-11-2016  23.4.134.124:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.131.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.135.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.139.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.135.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-11-2016  23.4.143.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.135.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-11-2016  23.4.132.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.132.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-11-2016  23.4.131.201:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.131.201:443 SSL
Configurations

GOOD

11-20-2016 12-11-2016  23.4.141.142:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-11-2016  23.4.138.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-11-2016  23.4.143.58:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.143.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 12-11-2016  23.4.128.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.138.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-11-2016  23.4.138.122:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-11-2016  23.4.138.122:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.132.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-11-2016  23.4.142.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-11-2016  23.4.143.138:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.130.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.136.45:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-11-2016  23.4.137.218:443 Open	Ports GOOD Typical	service:
HTTPS

07-16-2016 12-11-2016  23.4.138.137:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.138.137:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-11-2016  23.4.141.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.133.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.128.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-11-2016  23.4.135.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-11-2016  23.4.128.110:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-11-2016  23.4.128.110:443 SSL
Configurations

GOOD

12-09-2016 12-11-2016  23.4.132.166:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-11-2016  23.4.129.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 12-11-2016  23.4.137.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.139.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-20-2016 12-11-2016  23.4.139.247:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-11-2016  23.4.142.119:443 Open	Ports GOOD Typical	service:
HTTPS

06-22-2016 12-11-2016  23.4.135.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-11-2016  23.4.135.230:443 SSL
Configurations

GOOD

11-20-2016 12-11-2016  23.4.135.90:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.135.90:443 SSL
Configurations

GOOD

12-03-2016 12-11-2016  23.4.129.140:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.129.140:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.138.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.142.23:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-01-2016 12-11-2016  23.4.143.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.143.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.131.203:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.131.203:443 SSL
Configurations

GOOD

11-08-2016 12-11-2016  23.4.136.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-11-2016  23.4.139.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.138.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-17-2016 12-11-2016  23.4.129.95:443 Open	Ports GOOD Detected	service:
HTTPS

07-17-2016 12-11-2016  23.4.129.95:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.135.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-11-2016 12-11-2016  23.4.135.166:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.143.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-11-2016  23.4.142.123:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-11-2016  23.4.142.123:443 SSL
Configurations

GOOD

12-09-2016 12-11-2016  23.4.130.198:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  autodiscover.thaiglico.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

12-07-2016 12-11-2016  23.4.136.143:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.143.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.133.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.139.232:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.139.232:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-11-2016 12-11-2016  23.4.131.234:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-11-2016  23.4.131.234:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.131.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-11-2016  23.4.129.230:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-11-2016  23.4.132.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.134.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-19-2016 12-11-2016  23.4.140.56:443 Open	Ports GOOD Detected	service:
HTTPS

10-19-2016 12-11-2016  23.4.140.56:443 SSL
Configurations

GOOD

11-17-2016 12-11-2016  23.4.134.201:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.142.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 12-11-2016  23.4.140.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-15-2016 12-11-2016  23.4.138.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.137.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.133.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.133.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-11-2016  23.4.143.11:443 Open	Ports GOOD Typical	service:
HTTPS

11-03-2016 12-11-2016  23.4.139.57:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-11-2016  23.4.134.56:443 Open	Ports GOOD Detected	service:
HTTPS

04-25-2016 12-11-2016  23.4.134.56:443 SSL
Configurations

GOOD

01-02-2016 12-11-2016  23.4.129.88:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.129.88:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.141.41:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.141.41:443 SSL
Configurations

GOOD

01-14-2016 12-11-2016  23.4.143.59:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-11-2016  23.4.143.59:443 SSL
Configurations

GOOD

11-06-2016 12-11-2016  23.4.142.106:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-11-2016  23.4.134.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-11-2016  23.4.138.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-11-2016  23.4.142.71:443 Open	Ports GOOD Typical	service:
HTTPS

06-18-2016 12-11-2016  23.4.133.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-11-2016  23.4.132.185:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-11-2016  23.4.142.40:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.137.126:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-11-2016  23.4.131.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.131.168:443 SSL
Configurations

GOOD

04-26-2016 12-11-2016  23.4.134.12:443 SSL
Configurations

GOOD

01-03-2016 12-11-2016  23.4.134.12:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-11-2016  23.4.134.247:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-11-2016  23.4.134.247:443 SSL
Configurations

GOOD

11-24-2016 12-11-2016  23.4.130.54:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.130.54:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.133.233:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-11-2016  23.4.141.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-11-2016  23.4.134.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-11-2016  23.4.134.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.134.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.137.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-11-2016  23.4.131.246:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.132.95:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-11-2016  23.4.129.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-11-2016  23.4.130.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.130.155:443 SSL
Configurations

GOOD

11-06-2016 12-11-2016  23.4.142.94:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-11-2016  23.4.133.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-11-2016  23.4.133.95:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-11-2016  23.4.141.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-11-2016  23.4.132.61:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.132.61:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.131.26:443 Open	Ports GOOD Detected	service:
HTTPS

02-15-2016 12-11-2016  23.4.131.26:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.140.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-11-2016  23.4.140.222:443 SSL
Configurations

GOOD

10-30-2016 12-11-2016  23.4.139.87:443 Open	Ports GOOD Detected	service:
HTTPS

10-30-2016 12-11-2016  23.4.139.87:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.130.183:443 Open	Ports GOOD Detected	service:
HTTPS

09-26-2016 12-11-2016  23.4.130.183:443 SSL
Configurations

GOOD

11-13-2016 12-11-2016  23.4.142.223:443 Open	Ports GOOD Typical	service:
HTTPS

01-30-2016 12-11-2016  23.4.141.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-18-2016 12-11-2016  23.4.131.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-11-2016  23.4.131.143:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-11-2016  23.4.132.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-11-2016  23.4.141.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.131.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.131.230:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-08-2016 12-11-2016  23.4.128.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.143.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-11-2016  23.4.139.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.137.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-11-2016  23.4.137.137:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-11-2016  23.4.129.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.140.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-07-2016 12-11-2016  23.4.140.253:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-11-2016  23.4.137.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-06-2016 12-11-2016  23.4.141.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-11-2016  23.4.135.104:443 Open	Ports GOOD Detected	service:
HTTPS

10-20-2016 12-11-2016  23.4.135.104:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.140.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-15-2016 12-11-2016  23.4.139.201:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-11-2016  23.4.137.119:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-11-2016  23.4.137.57:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-11-2016  23.4.128.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.128.55:443 SSL
Configurations

GOOD

01-09-2016 12-11-2016  23.4.141.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-11-2016  23.4.133.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.140.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.133.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.128.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-11-2016  23.4.141.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-11-2016  23.4.142.28:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 12-11-2016  23.4.131.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.132.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.128.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-11-2016  23.4.135.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-11-2016  23.4.129.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-11-2016  23.4.132.235:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.136.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-11-2016  23.4.136.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.136.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-11-2016  23.4.129.170:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-11-2016  23.4.129.170:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-11-2016  23.4.142.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.139.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.140.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.138.107:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.142.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-11-2016  23.4.137.30:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-11-2016  23.4.137.40:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.137.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-11-2016  23.4.128.124:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-11-2016  23.4.128.71:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-11-2016 12-11-2016  23.4.128.71:443 SSL
Configurations

GOOD

10-15-2016 12-11-2016  23.4.129.26:443 Open	Ports GOOD Detected	service:
HTTPS

02-20-2016 12-11-2016  23.4.129.26:443 SSL
Configurations

GOOD

01-13-2016 12-11-2016  23.4.135.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-11-2016  23.4.129.27:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.130.14:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.130.14:443 SSL
Configurations

GOOD

11-05-2016 12-11-2016  23.4.138.155:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.143.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-11-2016  23.4.133.154:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-11-2016  23.4.131.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.135.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-11-2016  23.4.143.95:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-11-2016  23.4.142.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-01-2016 12-11-2016  23.4.138.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.132.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.132.248:443 SSL
Configurations

GOOD

10-31-2016 12-11-2016  23.4.136.171:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-11-2016  23.4.130.92:443 Open	Ports GOOD Detected	service:
HTTPS

04-25-2016 12-11-2016  23.4.130.92:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-11-2016  23.4.132.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-17-2016 12-11-2016  23.4.138.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.137.159:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-11-2016  23.4.142.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.138.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.132.42:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.141.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-11-2016  23.4.130.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.138.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.140.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-12-2016 12-11-2016  23.4.136.140:443 Open	Ports GOOD Typical	service:
HTTPS

01-28-2016 12-11-2016  23.4.136.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-03-2016 12-11-2016  23.4.132.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-11-2016  23.4.139.55:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-11-2016  23.4.131.130:443 SSL
Configurations

WARN Certificate	with
non-standard	root

11-10-2016 12-11-2016  23.4.137.217:443 Open	Ports GOOD Typical	service:
HTTPS

10-06-2016 12-11-2016  23.4.131.124:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-11-2016  23.4.133.13:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.140.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.132.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 12-11-2016  23.4.137.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-09-2016 12-11-2016  23.4.131.125:443 Open	Ports GOOD Detected	service:
HTTPS

10-09-2016 12-11-2016  23.4.131.125:443 SSL
Configurations

GOOD

01-12-2016 12-11-2016  23.4.134.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.135.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-11-2016  23.4.142.247:443 Open	Ports GOOD Typical	service:
HTTPS

01-21-2016 12-11-2016  23.4.130.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-13-2016 12-11-2016  23.4.134.155:443 SSL
Configurations

GOOD

01-11-2016 12-11-2016  23.4.134.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-11-2016  23.4.132.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-07-2016 12-11-2016  23.4.133.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.142.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-11-2016  23.4.140.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-11-2016  23.4.134.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-11-2016  23.4.134.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-11-2016  23.4.129.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-11-2016  23.4.141.103:443 Open	Ports GOOD Typical	service:
HTTPS

11-21-2016 12-11-2016  23.4.134.91:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.139.9:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-11-2016  23.4.136.29:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-08-2016 12-11-2016  23.4.136.29:443 SSL
Configurations

GOOD

12-07-2016 12-11-2016  23.4.129.58:443 Open	Ports GOOD Detected	service:
HTTPS

12-07-2016 12-11-2016  23.4.129.58:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.139.103:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  23.4.133.231:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-11-2016  23.4.130.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-11-2016  23.4.130.230:443 SSL
Configurations

GOOD

01-03-2016 12-11-2016  23.4.134.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-11-2016  23.4.138.205:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-11-2016  23.4.137.238:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-11-2016  23.4.138.57:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  23.4.129.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.128.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-11-2016  23.4.131.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-11-2016  23.4.137.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-11-2016  23.4.137.216:443 SSL
Configurations

GOOD

11-16-2016 12-11-2016  23.4.138.139:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-11-2016  23.4.143.186:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.137.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-14-2016 12-11-2016  23.4.140.73:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-11-2016  23.4.137.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.130.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-11-2016  23.4.130.168:443 SSL
Configurations

GOOD

01-04-2016 12-11-2016  23.4.143.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.143.108:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.138.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-11-2016  23.4.143.159:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-11-2016  23.4.139.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.138.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.139.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 12-11-2016  23.4.141.23:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.132.204:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 12-11-2016  23.4.138.126:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.135.7:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-11-2016  23.4.135.7:443 SSL
Configurations

GOOD

01-02-2016 12-11-2016  23.4.128.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 12-11-2016  23.4.129.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.141.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.136.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.141.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.142.60:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-11-2016  23.4.142.60:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.128.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.137.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.132.142:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-11-2016  23.4.132.142:443 SSL
Configurations

GOOD

01-07-2016 12-11-2016  23.4.142.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-11-2016  23.4.142.184:443 Open	Ports GOOD Detected	service:
HTTPS

11-03-2016 12-11-2016  23.4.142.184:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.133.235:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-03-2016 12-11-2016  23.4.140.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-30-2016 12-11-2016  23.4.131.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-11-2016  23.4.133.72:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.129.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-11-2016  23.4.129.184:443 SSL
Configurations

GOOD

12-06-2016 12-11-2016  23.4.131.156:443 Open	Ports GOOD Detected	service:
HTTPS

12-06-2016 12-11-2016  23.4.131.156:443 SSL
Configurations

GOOD

12-06-2016 12-11-2016  23.4.133.38:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.139.237:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-11-2016  23.4.141.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-22-2016 12-11-2016  23.4.135.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-11-2016  23.4.137.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-11-2016  23.4.132.8:443 Open	Ports GOOD Detected	service:
HTTPS

11-24-2016 12-11-2016  23.4.132.8:443 SSL
Configurations

GOOD

12-09-2016 12-11-2016  23.4.130.142:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-11-2016  23.4.143.105:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.136.42:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  23.4.130.61:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-11-2016  23.4.130.61:443 SSL
Configurations

GOOD

01-13-2016 12-11-2016  23.4.133.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-04-2016 12-11-2016  23.4.136.202:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-11-2016  23.4.136.202:443 SSL
Configurations

GOOD

01-17-2016 12-11-2016  23.4.132.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-11-2016  23.4.143.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.140.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.134.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 12-11-2016  23.4.138.56:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-11-2016  23.4.132.207:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.130.124:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-11-2016  23.4.133.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-11-2016  23.4.134.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-11-2016  23.4.131.89:443 Open	Ports GOOD Detected	service:
HTTPS

07-10-2016 12-11-2016  23.4.131.89:443 SSL
Configurations

GOOD

01-13-2016 12-11-2016  23.4.134.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.130.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-11-2016  23.4.142.27:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.137.77:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-11-2016  23.4.142.174:443 Open	Ports GOOD Typical	service:
HTTPS

09-23-2016 12-11-2016  23.4.142.125:443 Open	Ports GOOD Detected	service:
HTTPS

09-23-2016 12-11-2016  23.4.142.125:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-11-2016  23.4.128.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.135.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-11-2016 12-11-2016  23.4.129.137:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-11-2016  23.4.129.137:443 SSL
Configurations

GOOD

01-11-2016 12-11-2016  23.4.136.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-23-2016 12-11-2016  23.4.128.153:443 Open	Ports GOOD Detected	service:
HTTPS

05-23-2016 12-11-2016  23.4.128.153:443 SSL
Configurations

GOOD

11-30-2016 12-11-2016  23.4.135.98:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

06-08-2016 12-11-2016  23.4.128.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-11-2016  23.4.141.71:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.143.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-11-2016  23.4.141.107:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-11-2016  23.4.141.107:443 SSL
Configurations

GOOD

01-08-2016 12-11-2016  23.4.134.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-11-2016  23.4.141.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.133.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.137.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.141.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-11-2016  23.4.141.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.132.187:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-11-2016  23.4.135.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-11-2016  23.4.135.25:443 SSL
Configurations

GOOD

01-18-2016 12-11-2016  23.4.130.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.129.246:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.129.246:443 SSL
Configurations

GOOD

01-03-2016 12-11-2016  23.4.134.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.131.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.140.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-08-2016 12-11-2016  23.4.137.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-11-2016  23.4.137.70:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-11-2016  23.4.137.70:443 SSL
Configurations

GOOD

01-04-2016 12-11-2016  23.4.136.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-11-2016  23.4.141.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.141.88:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.134.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-11-2016  23.4.134.71:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-11-2016  23.4.142.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-11-2016  23.4.137.185:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.137.185:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.138.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 12-11-2016  23.4.137.54:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.130.236:443 Open	Ports GOOD Detected	service:
HTTPS

05-30-2016 12-11-2016  23.4.130.236:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.141.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-11-2016  23.4.136.233:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-11-2016  23.4.134.57:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.139.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-24-2016 12-11-2016  23.4.134.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-11-2016  23.4.132.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-03-2016 12-11-2016  23.4.134.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-11-2016 12-11-2016  23.4.134.47:443 Open	Ports GOOD Typical	service:
HTTPS

05-13-2016 12-11-2016  23.4.142.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.135.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-11-2016  23.4.130.26:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-11-2016  23.4.130.26:443 SSL
Configurations

GOOD

12-08-2016 12-11-2016  23.4.131.57:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-11-2016  23.4.131.57:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.131.215:443 Open	Ports GOOD Detected	service:
HTTPS

12-11-2016 12-11-2016  23.4.131.215:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 12-11-2016  23.4.133.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-11-2016  23.4.141.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-19-2016 12-11-2016  23.4.134.127:443 Open	Ports GOOD Detected	service:
HTTPS

02-19-2016 12-11-2016  23.4.134.127:443 SSL
Configurations

GOOD

01-07-2016 12-11-2016  23.4.129.74:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-11-2016  23.4.129.74:443 SSL
Configurations

GOOD

06-13-2016 12-11-2016  23.4.143.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-11-2016  23.4.137.121:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-11-2016  23.4.137.7:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.132.54:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-11-2016  23.4.136.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-11-2016  23.4.134.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.131.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-11-2016  23.4.128.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-11-2016  23.4.129.234:443 Open	Ports GOOD Detected	service:
HTTPS

04-13-2016 12-11-2016  23.4.129.234:443 SSL
Configurations

GOOD

01-02-2016 12-11-2016  23.4.132.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-11-2016  23.4.128.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-11-2016  23.4.129.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.140.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-11-2016  23.4.131.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-11-2016  23.4.140.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-15-2016 12-11-2016  23.4.142.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-11-2016  23.4.138.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-11-2016  23.4.143.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-11-2016  23.4.132.44:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-11-2016  23.4.129.75:443 Open	Ports GOOD Detected	service:
HTTPS

10-31-2016 12-11-2016  23.4.129.75:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.132.200:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-11-2016  23.4.136.247:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.133.107:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-19-2016 12-11-2016  23.4.135.139:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-11-2016  23.4.135.139:443 SSL
Configurations

GOOD

01-31-2016 12-11-2016  23.4.132.190:443 Open	Ports GOOD Detected	service:
HTTPS

01-31-2016 12-11-2016  23.4.132.190:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.130.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-11-2016  23.4.143.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-11-2016  23.4.143.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-11-2016  23.4.135.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.131.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-23-2016 12-11-2016  23.4.131.42:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-11-2016  23.4.137.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-11-2016  23.4.135.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-11-2016  23.4.128.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-11-2016  23.4.135.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.128.141:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-11-2016  23.4.142.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-11-2016  23.4.141.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-11-2016  23.4.143.126:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-11-2016  23.4.142.168:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-11-2016  23.4.131.38:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-11-2016  23.4.131.38:443 SSL
Configurations

GOOD

01-02-2016 12-11-2016  23.4.142.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-11-2016  23.4.134.86:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-11-2016  23.4.134.40:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-11-2016  23.4.134.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.143.237:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.139.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-05-2016 12-11-2016  23.4.140.223:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.130.125:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-11-2016  23.4.130.125:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 130

01-16-2016 12-11-2016  23.4.142.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.137.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-11-2016  23.4.129.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-11-2016  23.4.139.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-11-2016  23.4.136.40:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.136.40:443 SSL
Configurations

GOOD

01-05-2016 12-11-2016  23.4.131.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.142.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-10-2016 12-11-2016  23.4.130.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-11-2016  23.4.134.203:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-11-2016  23.4.134.203:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.134.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-11-2016  23.4.140.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.140.200:443 SSL
Configurations

GOOD

11-19-2016 12-11-2016  23.4.140.248:443 Open	Ports GOOD Typical	service:
HTTPS

12-11-2016 12-11-2016  23.4.131.140:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-11-2016  23.4.131.140:443 SSL
Configurations

GOOD

01-09-2016 12-11-2016  23.4.131.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-11-2016  23.4.128.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-11-2016  23.4.142.171:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-11-2016  23.4.142.171:443 SSL
Configurations

GOOD

01-06-2016 12-11-2016  23.4.132.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.141.104:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-11-2016  23.4.130.157:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-11-2016  23.4.130.157:443 SSL
Configurations

GOOD

12-11-2016 12-11-2016  23.4.139.186:443 Open	Ports GOOD Typical	service:
HTTPS

03-09-2016 12-11-2016  23.4.135.86:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 12-11-2016  23.4.135.86:443 SSL
Configurations

GOOD

11-06-2016 12-11-2016  23.4.138.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-11-2016  23.4.136.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-11-2016  23.4.131.159:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-11-2016  23.4.131.159:443 SSL
Configurations

GOOD

01-16-2016 12-11-2016  23.4.135.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-11-2016  23.4.132.55:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-11-2016  23.4.137.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-11-2016 12-11-2016  23.4.131.215:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-11-2016 12-11-2016  45.116.217.131:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-19-2015 12-11-2016  23.4.139.232:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-12-2015 12-11-2016  23.4.131.46:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2015 12-11-2016  23.4.141.192:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-02-2015 12-11-2016  23.4.131.230:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-12-2016 12-10-2016  mobileapp.apcemea.visa.com SSL
Certificates

GOOD

09-25-2016 12-10-2016  synopsys.com SSL
Certificates

GOOD

11-14-2016 12-10-2016  www.h5start.keftale.com SSL
Certificates

GOOD

11-07-2016 12-10-2016  23.4.136.73:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.136.27:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-10-2016  cinemasgaumontpathe.com SSL
Certificates

GOOD

12-10-2016 12-10-2016  www.hotels.jetairways.com SSL
Certificates

GOOD

10-13-2016 12-10-2016  api-apigee-atg.kohls.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	28

01-04-2016 12-10-2016  23.4.131.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-04-2016 12-10-2016  r10s.jp SSL
Certificates

GOOD

12-04-2016 12-10-2016  cdnpro.uat.etrade.net SSL
Certificates

GOOD

12-10-2016 12-10-2016  ideal3.dbs.com SSL
Certificates

GOOD

12-09-2016 12-10-2016  hp.qa.discover.adidas.com.ar SSL
Certificates

GOOD Large	number	of
DNS	Names:	40

03-10-2016 12-10-2016  mckinsey.com SSL
Certificates

GOOD

01-06-2016 12-10-2016  23.4.131.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-23-2016 12-10-2016  sandbox-business.secure.checkout.visa.com SSL
Certificates

GOOD

11-21-2016 12-10-2016  23.4.135.247:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-10-2016  my.dealertrack.com SSL
Certificates

GOOD

11-11-2016 12-10-2016  mediafire.com SSL
Certificates

GOOD

11-17-2016 12-10-2016  23.4.135.204:443 Open	Ports GOOD Detected	service:
HTTPS

04-06-2016 12-10-2016  23.4.135.204:443 SSL
Configurations

GOOD

01-08-2016 12-10-2016  23.4.142.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-10-2016  23.4.135.44:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-10-2016  23.4.135.44:443 SSL
Configurations

GOOD

01-12-2016 12-10-2016  23.4.130.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-10-2016  23.4.135.150:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-10-2016  23.4.135.150:443 SSL
Configurations

GOOD

01-07-2016 12-10-2016  23.4.129.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-10-2016  23.4.128.40:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-10-2016  23.4.128.40:443 SSL
Configurations

GOOD

01-03-2016 12-10-2016  23.4.134.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.129.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.129.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-10-2016  console.compute.us0.oraclecloud.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	28

12-10-2016 12-10-2016  23.4.131.33:443 SSL
Certificates

GOOD

01-04-2016 12-10-2016  23.4.131.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-27-2016 12-10-2016  23.4.134.89:443 Open	Ports GOOD Detected	service:
HTTPS

06-27-2016 12-10-2016  23.4.134.89:443 SSL
Configurations

GOOD

01-07-2016 12-10-2016  23.4.142.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-17-2016 12-10-2016  qantasepiqure.com SSL
Certificates

GOOD

12-10-2016 12-10-2016  23.4.134.110:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.132.102:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-10-2016  23.4.133.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-10-2016  23.4.136.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.140.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-10-2016  23.4.136.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.128.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-10-2016  23.4.128.58:443 SSL
Configurations

GOOD

01-21-2016 12-10-2016  23.4.133.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.143.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-10-2016  23.4.132.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.137.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-10-2016  23.4.134.72:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-10-2016  23.4.128.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-10-2016  23.4.128.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.132.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.136.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.139.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.130.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.139.111:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-10-2016  23.4.133.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-10-2016  23.4.136.134:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-10-2016  23.4.136.134:443 SSL
Configurations

GOOD

11-14-2016 12-10-2016  23.4.129.217:443 Open	Ports GOOD Detected	service:
HTTPS

11-14-2016 12-10-2016  23.4.129.217:443 SSL
Configurations

GOOD

01-07-2016 12-10-2016  23.4.139.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-23-2016 12-10-2016  23.4.140.237:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 12-10-2016  23.4.135.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-10-2016  23.4.135.57:443 Open	Ports GOOD Detected	service:
HTTPS

06-02-2016 12-10-2016  23.4.135.57:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-10-2016  23.4.136.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.139.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-10-2016  23.4.132.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.133.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-10-2016  23.4.130.215:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-10-2016  23.4.130.215:443 SSL
Configurations

GOOD

11-03-2016 12-10-2016  23.4.142.11:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 12-10-2016  23.4.129.118:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-10-2016  23.4.129.118:443 SSL
Configurations

GOOD

01-08-2016 12-10-2016  23.4.138.127:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-10-2016  23.4.138.127:443 SSL
Configurations

GOOD

12-07-2016 12-10-2016  23.4.130.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.132.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-10-2016  23.4.142.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.134.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.143.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-31-2016 12-10-2016  23.4.130.175:443 Open	Ports GOOD Detected	service:
HTTPS

07-31-2016 12-10-2016  23.4.130.175:443 SSL
Configurations

GOOD

01-22-2016 12-10-2016  23.4.132.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.132.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-10-2016  23.4.129.109:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-10-2016  23.4.142.216:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-10-2016  23.4.143.79:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-10-2016  23.4.138.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-10-2016  23.4.129.215:443 Open	Ports GOOD Detected	service:
HTTPS

11-24-2016 12-10-2016  23.4.129.215:443 SSL
Configurations

GOOD

07-23-2016 12-10-2016  23.4.140.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.137.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-10-2016  23.4.129.122:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-10-2016  23.4.129.122:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 12-10-2016  23.4.130.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.131.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 12-10-2016  23.4.133.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-10-2016  23.4.134.70:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-10-2016  23.4.139.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.143.87:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-10-2016  23.4.130.136:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-10-2016  23.4.136.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.130.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-10-2016  23.4.136.223:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 12-10-2016  23.4.132.15:443 Open	Ports GOOD Detected	service:
HTTPS

11-11-2016 12-10-2016  23.4.132.15:443 SSL
Configurations

GOOD

01-05-2016 12-10-2016  23.4.137.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.137.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-10-2016  23.4.131.248:443 Open	Ports GOOD Detected	service:
HTTPS

10-15-2016 12-10-2016  23.4.131.248:443 SSL
Configurations

GOOD

01-17-2016 12-10-2016  23.4.137.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-07-2016 12-10-2016  23.4.131.135:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-10-2016  23.4.131.135:443 SSL
Configurations

GOOD

09-28-2016 12-10-2016  23.4.142.205:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-28-2016 12-10-2016  23.4.142.205:443 SSL
Configurations

GOOD

01-10-2016 12-10-2016  23.4.138.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.134.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-10-2016  23.4.132.223:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-10-2016  23.4.139.159:443 Open	Ports GOOD Typical	service:
HTTPS

02-09-2016 12-10-2016  23.4.129.25:443 Open	Ports GOOD Detected	service:
HTTPS

02-09-2016 12-10-2016  23.4.129.25:443 SSL
Configurations

GOOD

07-10-2016 12-10-2016  23.4.139.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.128.47:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-10-2016  23.4.139.189:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 12-10-2016  23.4.139.189:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-13-2016 12-10-2016  23.4.135.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-04-2016 12-10-2016  23.4.140.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.142.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-10-2016  23.4.141.119:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-10-2016  23.4.129.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-10-2016  23.4.138.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.128.45:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.133.171:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.132.237:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 12-10-2016  23.4.130.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.133.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-15-2016 12-10-2016  23.4.136.24:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-10-2016  23.4.141.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-10-2016  23.4.142.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.133.204:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-10-2016  23.4.142.120:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-10-2016  23.4.132.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-10-2016  23.4.129.119:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.138.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-10-2016 12-10-2016  23.4.141.232:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-10-2016  23.4.131.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-10-2016  23.4.132.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-10-2016  23.4.128.139:443 Open	Ports GOOD Detected	service:
HTTPS

11-26-2016 12-10-2016  23.4.128.139:443 SSL
Configurations

GOOD

01-11-2016 12-10-2016  23.4.135.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.136.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-10-2016  23.4.139.119:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-10-2016  23.4.129.153:443 Open	Ports GOOD Typical	service:
HTTPS

01-26-2016 12-10-2016  23.4.134.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-10-2016  23.4.134.231:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-10-2016  23.4.134.231:443 SSL
Configurations

GOOD

07-19-2016 12-10-2016  23.4.136.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-16-2016 12-10-2016  23.4.140.10:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.131.110:443 Open	Ports GOOD Detected	service:
HTTPS

12-10-2016 12-10-2016  23.4.131.110:443 SSL
Configurations

GOOD

01-03-2016 12-10-2016  23.4.137.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.140.123:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-10-2016  23.4.130.24:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-10-2016  23.4.130.24:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-10-2016  23.4.134.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.132.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-02-2016 12-10-2016  23.4.143.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-10-2016  23.4.134.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-04-2016 12-10-2016  23.4.128.140:443 Open	Ports GOOD Detected	service:
HTTPS

02-04-2016 12-10-2016  23.4.128.140:443 SSL
Configurations

GOOD

10-16-2016 12-10-2016  23.4.137.42:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-10-2016  23.4.141.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-10-2016  23.4.131.72:443 Open	Ports GOOD Detected	service:
HTTPS

11-02-2016 12-10-2016  23.4.131.72:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-14-2016 12-10-2016  23.4.143.89:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.131.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.128.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.129.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.140.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.134.27:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-10-2016  23.4.134.27:443 SSL
Configurations

GOOD

01-23-2016 12-10-2016  23.4.129.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.130.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.139.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-10-2016  23.4.142.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.137.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.128.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.132.191:443 Open	Ports GOOD Typical	service:
HTTPS

11-15-2016 12-10-2016  23.4.136.72:443 Open	Ports GOOD Typical	service:
HTTPS

12-04-2016 12-10-2016  23.4.130.171:443 Open	Ports GOOD Detected	service:
HTTPS

06-04-2016 12-10-2016  23.4.130.171:443 SSL
Configurations

GOOD

12-07-2016 12-10-2016  23.4.129.221:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.133.62:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.136.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-10-2016  23.4.143.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-10-2016  23.4.139.28:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-10-2016  23.4.134.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-25-2016 12-10-2016  23.4.137.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-10-2016  23.4.142.141:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-10-2016  23.4.132.232:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-10-2016  23.4.132.232:443 SSL
Configurations

GOOD

12-07-2016 12-10-2016  23.4.130.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-10-2016  23.4.130.200:443 SSL
Configurations

GOOD

02-11-2016 12-10-2016  23.4.138.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-27-2016 12-10-2016  23.4.135.206:443 Open	Ports GOOD Detected	service:
HTTPS

07-16-2016 12-10-2016  23.4.135.206:443 SSL
Configurations

GOOD

01-04-2016 12-10-2016  23.4.130.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-10-2016  23.4.137.199:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.143.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.136.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.132.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.131.127:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-10-2016  23.4.131.127:443 SSL
Configurations

GOOD

01-09-2016 12-10-2016  23.4.142.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-10-2016  23.4.128.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.131.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.137.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.130.151:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-10-2016  23.4.130.151:443 SSL
Configurations

GOOD

11-21-2016 12-10-2016  23.4.142.188:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.130.153:443 Open	Ports GOOD Detected	service:
HTTPS

10-19-2016 12-10-2016  23.4.130.153:443 SSL
Configurations

GOOD

06-05-2016 12-10-2016  23.4.140.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.143.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-10-2016  23.4.142.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-19-2016 12-10-2016  23.4.138.234:443 SSL
Configurations

GOOD

01-02-2016 12-10-2016  23.4.138.234:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-10-2016  23.4.130.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.143.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-10-2016  23.4.143.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.130.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-10-2016  23.4.136.231:443 Open	Ports GOOD Typical	service:
HTTPS

06-16-2016 12-10-2016  23.4.140.201:443 Open	Ports GOOD Typical	service:
HTTPS

12-04-2016 12-10-2016  23.4.131.169:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-10-2016  23.4.131.169:443 SSL
Configurations

GOOD

12-05-2016 12-10-2016  23.4.132.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.140.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-10-2016  23.4.129.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.137.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.133.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-10-2016  23.4.134.126:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.137.190:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.143.121:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.133.45:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-10-2016  23.4.141.138:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-10-2016  23.4.141.138:443 SSL
Configurations

GOOD

12-07-2016 12-10-2016  23.4.136.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.141.252:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-10-2016  23.4.141.252:443 SSL
Configurations

GOOD

12-08-2016 12-10-2016  23.4.129.44:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-10-2016  23.4.136.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-10-2016  23.4.131.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-10-2016  23.4.142.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 12-10-2016  23.4.129.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-10-2016  23.4.132.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-10-2016  23.4.135.120:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-10-2016  23.4.135.120:443 SSL
Configurations

GOOD

11-09-2016 12-10-2016  23.4.138.172:443 Open	Ports GOOD Typical	service:
HTTPS

08-15-2016 12-10-2016  23.4.139.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-10-2016  23.4.129.60:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-10-2016  23.4.143.191:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.130.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-10-2016  23.4.140.108:443 Open	Ports GOOD Detected	service:
HTTPS

12-01-2016 12-10-2016  23.4.140.108:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-10-2016  23.4.133.40:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-10-2016  23.4.130.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-10-2016  23.4.130.88:443 SSL
Configurations

GOOD

01-09-2016 12-10-2016  23.4.132.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.142.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.139.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-10-2016  23.4.139.76:443 SSL
Configurations

GOOD

01-12-2016 12-10-2016  23.4.137.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.137.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.137.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 12-10-2016  23.4.135.23:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-10-2016  23.4.135.23:443 SSL
Configurations

GOOD

01-11-2016 12-10-2016  23.4.140.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-10-2016  23.4.133.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.130.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.133.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.130.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-14-2016 12-10-2016  23.4.132.38:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.132.38:443 SSL
Configurations

GOOD

11-18-2016 12-10-2016  23.4.137.252:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-14-2016 12-10-2016  23.4.139.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.136.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-10-2016  23.4.141.31:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-10-2016  23.4.143.47:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-10-2016  23.4.137.38:443 Open	Ports GOOD Typical	service:
HTTPS

01-21-2016 12-10-2016  23.4.134.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-10-2016  23.4.135.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-10-2016  23.4.135.105:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-10-2016  23.4.135.105:443 SSL
Configurations

GOOD

11-10-2016 12-10-2016  23.4.137.221:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-10-2016 12-10-2016  23.4.130.93:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.130.93:443 SSL
Configurations

GOOD

01-26-2016 12-10-2016  23.4.138.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-10-2016  23.4.139.73:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-10-2016  23.4.133.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-22-2016 12-10-2016  23.4.130.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.132.199:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-10-2016  23.4.140.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-10-2016  23.4.138.62:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-10-2016  23.4.143.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 164

01-09-2016 12-10-2016  23.4.142.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-10-2016  23.4.142.237:443 SSL
Configurations

GOOD

01-13-2016 12-10-2016  23.4.140.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.142.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.135.103:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.135.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-10-2016  23.4.130.139:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.130.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-10-2016  23.4.135.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.135.55:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 12-10-2016  23.4.130.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-10-2016  23.4.137.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-19-2016 12-10-2016  23.4.140.88:443 Open	Ports GOOD Typical	service:
HTTPS

11-20-2016 12-10-2016  23.4.138.39:443 Open	Ports GOOD Typical	service:
HTTPS

10-13-2016 12-10-2016  23.4.128.221:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-10-2016  23.4.140.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-10-2016  23.4.135.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-10-2016  23.4.142.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.141.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.136.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 12-10-2016  23.4.137.55:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-10-2016  23.4.143.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.128.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-15-2016 12-10-2016  23.4.137.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-10-2016  23.4.137.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.134.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-10-2016  23.4.140.107:443 Open	Ports GOOD Typical	service:
HTTPS

11-03-2016 12-10-2016  23.4.142.103:443 Open	Ports GOOD Typical	service:
HTTPS

08-03-2016 12-10-2016  23.4.142.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-15-2016 12-10-2016  23.4.140.23:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-10-2016  23.4.129.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.130.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.128.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-10-2016  23.4.138.247:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-10-2016  23.4.142.222:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-10-2016  23.4.137.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.132.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-15-2016 12-10-2016  23.4.140.138:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-10-2016  23.4.143.7:443 Open	Ports GOOD Typical	service:
HTTPS

09-29-2016 12-10-2016  23.4.140.111:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-10-2016  23.4.141.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-05-2016 12-10-2016  23.4.141.78:443 Open	Ports GOOD Typical	service:
HTTPS

07-02-2016 12-10-2016  23.4.128.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-10-2016  23.4.138.215:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-10-2016  23.4.143.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.129.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-10-2016  23.4.134.215:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.141.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-12-2016 12-10-2016  23.4.141.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.137.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-10-2016  23.4.134.151:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-10-2016  23.4.138.13:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-10-2016  23.4.129.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-10-2016  23.4.138.120:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-10-2016  23.4.137.23:443 Open	Ports GOOD Typical	service:
HTTPS

07-15-2016 12-10-2016  23.4.137.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-10-2016  23.4.132.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.133.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-18-2016 12-10-2016  23.4.140.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-10-2016  23.4.141.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-29-2016 12-10-2016  23.4.134.30:443 Open	Ports GOOD Typical	service:
HTTPS

12-04-2016 12-10-2016  23.4.128.106:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-10-2016  23.4.128.106:443 SSL
Configurations

GOOD

11-02-2016 12-10-2016  23.4.134.104:443 Open	Ports GOOD Typical	service:
HTTPS

10-20-2016 12-10-2016  23.4.135.168:443 SSL
Configurations

GOOD

08-04-2016 12-10-2016  23.4.135.168:443 Open	Ports GOOD Detected	service:
HTTPS

12-02-2016 12-10-2016  23.4.139.41:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-10-2016  23.4.131.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.141.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.131.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-10-2016  23.4.134.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-10-2016  23.4.135.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-10-2016  23.4.142.47:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.137.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-19-2016 12-10-2016  23.4.142.235:443 Open	Ports GOOD Detected	service:
HTTPS

09-19-2016 12-10-2016  23.4.142.235:443 SSL
Configurations

GOOD

12-05-2016 12-10-2016  23.4.132.250:443 Open	Ports GOOD Detected	service:
HTTPS

02-16-2016 12-10-2016  23.4.132.250:443 SSL
Configurations

GOOD

01-05-2016 12-10-2016  23.4.137.47:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.137.47:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-08-2016 12-10-2016  23.4.137.154:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-10-2016  23.4.128.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.137.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.141.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-10-2016  23.4.138.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-10-2016  23.4.138.42:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.132.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.143.156:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.143.156:443 SSL
Configurations

GOOD

11-11-2016 12-10-2016  23.4.132.158:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 12-10-2016  23.4.132.158:443 SSL
Configurations

GOOD

12-10-2016 12-10-2016  23.4.139.107:443 Open	Ports GOOD Detected	service:
HTTPS

12-10-2016 12-10-2016  23.4.139.107:443 SSL
Configurations

GOOD

12-09-2016 12-10-2016  23.4.133.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-10-2016  23.4.135.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-10-2016  23.4.130.8:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-10-2016  23.4.133.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-10-2016  23.4.133.136:443 SSL
Configurations

GOOD

12-06-2016 12-10-2016  23.4.130.41:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-10-2016  23.4.130.41:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-15-2016 12-10-2016  23.4.141.191:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.142.231:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-10-2016  23.4.138.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-10-2016  23.4.136.39:443 Open	Ports GOOD Typical	service:
HTTPS

09-24-2016 12-10-2016  23.4.141.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-10-2016  23.4.131.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.129.63:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-10-2016  23.4.131.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-10-2016  23.4.141.30:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.143.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-10-2016  23.4.128.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.136.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-16-2016 12-10-2016  23.4.142.46:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-10-2016  23.4.129.120:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-10-2016  23.4.129.120:443 SSL
Configurations

GOOD

01-11-2016 12-10-2016  23.4.131.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-05-2016 12-10-2016  23.4.135.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-10-2016  23.4.141.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.135.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.143.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-10-2016  23.4.128.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-10-2016  23.4.134.183:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-10-2016  23.4.139.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.133.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.135.41:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-10-2016  23.4.135.41:443 SSL
Configurations

GOOD

01-02-2016 12-10-2016  23.4.135.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.143.104:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.132.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-10-2016  23.4.139.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-10-2016  23.4.133.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.130.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-10-2016  23.4.141.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.128.104:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-10-2016  23.4.128.104:443 SSL
Configurations

GOOD

12-04-2016 12-10-2016  23.4.131.187:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-10-2016  23.4.131.187:443 SSL
Configurations

GOOD

11-23-2016 12-10-2016  23.4.129.218:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 12-10-2016  23.4.129.218:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-23-2016 12-10-2016  23.4.140.221:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-10-2016  23.4.131.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.131.45:443 SSL
Configurations

GOOD

12-09-2016 12-10-2016  23.4.128.74:443 Open	Ports GOOD Typical	service:
HTTPS

05-25-2016 12-10-2016  23.4.133.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-10-2016  23.4.139.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-10-2016  23.4.133.214:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-10-2016  23.4.143.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-03-2016 12-10-2016  23.4.140.239:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 12-10-2016  23.4.129.150:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-10-2016  23.4.129.150:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-10-2016  23.4.131.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-10-2016  23.4.135.247:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-10-2016  23.4.135.247:443 SSL
Configurations

GOOD

01-03-2016 12-10-2016  23.4.141.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-10-2016  23.4.132.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-10-2016  23.4.143.40:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-10-2016  23.4.136.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.128.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.132.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.134.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-10-2016  23.4.135.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.135.10:443 SSL
Configurations

GOOD

01-09-2016 12-10-2016  23.4.129.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-02-2016 12-10-2016  23.4.142.57:443 Open	Ports GOOD Detected	service:
HTTPS

03-02-2016 12-10-2016  23.4.142.57:443 SSL
Configurations

GOOD

01-08-2016 12-10-2016  23.4.130.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-10-2016  23.4.130.63:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-10-2016  23.4.130.63:443 SSL
Configurations

GOOD

01-03-2016 12-10-2016  23.4.139.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.131.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 12-10-2016  23.4.134.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.129.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.131.91:443 Open	Ports GOOD Typical	service:
HTTPS

11-28-2016 12-10-2016  23.4.135.62:443 Open	Ports GOOD Detected	service:
HTTPS

07-25-2016 12-10-2016  23.4.135.62:443 SSL
Configurations

GOOD

12-10-2016 12-10-2016  23.4.133.203:443 Open	Ports GOOD Typical	service:
HTTPS

03-25-2016 12-10-2016  23.4.133.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.142.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.128.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-10-2016  23.4.140.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-10-2016  23.4.132.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.128.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.128.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-10-2016  23.4.137.253:443 Open	Ports GOOD Typical	service:
HTTPS

06-27-2016 12-10-2016  23.4.140.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-10-2016  23.4.137.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-10-2016  23.4.134.10:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.128.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-10-2016  23.4.142.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-10-2016  23.4.136.135:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 12-10-2016  23.4.137.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 12-10-2016  23.4.135.8:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-10-2016  23.4.130.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-10-2016  23.4.129.247:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-10-2016  23.4.129.247:443 SSL
Configurations

GOOD

07-12-2016 12-10-2016  23.4.137.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.135.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.133.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.140.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.142.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-25-2016 12-10-2016  23.4.133.74:443 SSL
Configurations

GOOD

08-15-2016 12-10-2016  23.4.133.74:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-10-2016  23.4.138.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-18-2016 12-10-2016  23.4.130.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-18-2016 12-10-2016  23.4.129.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-10-2016  23.4.137.120:443 Open	Ports GOOD Typical	service:
HTTPS

06-15-2016 12-10-2016  23.4.140.42:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-10-2016  23.4.139.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-10-2016  23.4.129.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-10-2016  23.4.133.106:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-10-2016  23.4.133.106:443 SSL
Configurations

GOOD

01-13-2016 12-10-2016  23.4.131.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-10-2016  23.4.132.62:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-10-2016  23.4.132.62:443 SSL
Configurations

GOOD

12-10-2016 12-10-2016  23.4.130.86:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-10-2016  23.4.130.86:443 SSL
Configurations

GOOD

10-26-2016 12-10-2016  23.4.140.60:443 Open	Ports GOOD Detected	service:
HTTPS

10-26-2016 12-10-2016  23.4.140.60:443 SSL
Configurations

GOOD

01-07-2016 12-10-2016  23.4.138.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.129.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-10-2016  23.4.139.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-10-2016  23.4.130.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.136.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-10-2016  23.4.141.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-10-2016  23.4.141.76:443 SSL
Configurations

GOOD

10-06-2016 12-10-2016  23.4.143.136:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-10-2016  23.4.129.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-10-2016  23.4.130.60:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.139.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-10-2016  23.4.139.142:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-07-2016 12-10-2016  23.4.130.185:443 Open	Ports GOOD Detected	service:
HTTPS

12-07-2016 12-10-2016  23.4.130.185:443 SSL
Configurations

GOOD

11-13-2016 12-10-2016  23.4.136.236:443 Open	Ports GOOD Typical	service:
HTTPS

12-10-2016 12-10-2016  23.4.135.153:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.141.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-10-2016  23.4.142.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.136.199:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-10-2016  23.4.143.141:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-10-2016  23.4.128.154:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-10-2016  23.4.128.154:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 12-10-2016  23.4.131.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-10-2016  23.4.131.154:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-10-2016  23.4.131.154:443 SSL
Configurations

GOOD

12-04-2016 12-10-2016  23.4.131.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-10-2016  23.4.131.222:443 SSL
Configurations

GOOD

01-15-2016 12-10-2016  23.4.136.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-10-2016  23.4.128.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-10-2016  23.4.140.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-16-2016 12-10-2016  23.4.128.94:443 Open	Ports GOOD Detected	service:
HTTPS

05-16-2016 12-10-2016  23.4.128.94:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-10-2016  23.4.140.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-10-2016  23.4.128.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-10-2016  23.4.128.222:443 SSL
Configurations

GOOD

01-03-2016 12-10-2016  23.4.138.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.142.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-07-2016 12-10-2016  23.4.141.250:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.130.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.131.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.142.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-10-2016  23.4.136.183:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-18-2016 12-10-2016  23.4.136.120:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.131.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-10-2016  23.4.142.87:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-10-2016  23.4.141.207:443 Open	Ports GOOD Typical	service:
HTTPS

01-28-2016 12-10-2016  23.4.129.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.136.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-29-2016 12-10-2016  23.4.129.202:443 Open	Ports GOOD Detected	service:
HTTPS

10-29-2016 12-10-2016  23.4.129.202:443 SSL
Configurations

GOOD

01-08-2016 12-10-2016  23.4.141.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-10-2016  23.4.138.103:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-10-2016  23.4.138.103:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 12-10-2016  23.4.138.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-10-2016  23.4.136.254:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-10-2016  23.4.137.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-10-2016  23.4.142.183:443 Open	Ports GOOD Typical	service:
HTTPS

11-21-2016 12-10-2016  23.4.138.75:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-10-2016  23.4.141.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-10-2016  23.4.135.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.131.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-10-2016  23.4.130.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-10-2016  23.4.132.86:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-10-2016  23.4.139.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-10-2016  23.4.141.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-10-2016  23.4.134.45:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.133.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-10-2016 12-10-2016  23.4.143.28:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-10-2016  23.4.137.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-10-2016  23.4.133.43:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-10-2016  23.4.133.43:443 SSL
Configurations

GOOD

11-19-2016 12-10-2016  23.4.135.140:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-19-2016 12-10-2016  23.4.135.140:443 SSL
Configurations

GOOD

12-09-2016 12-10-2016  23.4.138.125:443 Open	Ports GOOD Typical	service:
HTTPS

02-06-2016 12-10-2016  23.4.131.200:443 Open	Ports GOOD Detected	service:
HTTPS

02-06-2016 12-10-2016  23.4.131.200:443 SSL
Configurations

GOOD

01-21-2016 12-10-2016  23.4.129.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-10-2016  23.4.134.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.129.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-10-2016  23.4.138.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-10-2016  23.4.143.55:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-10-2016  23.4.132.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-13-2016 12-10-2016  23.4.136.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-10-2016  23.4.134.214:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-10-2016  23.4.134.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-10-2016  23.4.129.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-10-2016  23.4.132.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-10-2016  23.4.138.207:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-10-2016  23.4.138.207:443 SSL
Configurations

GOOD

11-03-2016 12-10-2016  23.4.136.125:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-10-2016  23.4.136.71:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-10-2016  23.4.131.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-28-2016 12-10-2016  23.4.129.29:443 Open	Ports GOOD Detected	service:
HTTPS

11-28-2016 12-10-2016  23.4.129.29:443 SSL
Configurations

GOOD

11-23-2016 12-10-2016  23.4.129.218:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-16-2016 12-10-2016  23.4.139.189:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2015 12-10-2016  23.4.138.103:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-02-2016 12-09-2016  23.4.130.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-09-2016  thomsononeim.com SSL
Certificates

GOOD

01-05-2016 12-09-2016  23.4.141.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-11-2016 12-09-2016  cumberlandgroup.estorestg.emc.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	58

06-25-2016 12-09-2016  www.tomtom.com SSL
Certificates

GOOD

12-09-2016 12-09-2016  www.aia-financial.co.id SSL
Certificates

GOOD

12-09-2016 12-09-2016  23.4.130.107:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 12-09-2016  fes.rakuten-bank.co.jp SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-09-2016  23.4.139.122:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-09-2016  23.4.139.122:443 SSL
Configurations

GOOD

07-28-2016 12-09-2016  online-shop.eppendorf.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	59

01-06-2016 12-09-2016  ssl.certificate SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-09-2016 12-09-2016  23.4.137.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-09-2016  23.4.134.182:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-09-2016  media-retailme.apple.com SSL
Certificates

GOOD

12-09-2016 12-09-2016  23.4.139.183:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-09-2016  23.4.143.218:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.139.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-09-2016  23.4.134.14:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-09-2016  cdn.onlineservices.ato.gov.au SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-09-2016  23.4.135.199:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-09-2016  23.4.135.199:443 SSL
Configurations

GOOD

11-27-2016 12-09-2016  analog.com SSL
Certificates

GOOD

02-25-2016 12-09-2016  23.4.139.213:443 SSL
Certificates

GOOD

01-20-2016 12-09-2016  23.4.142.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.137.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.142.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-09-2016  23.4.130.166:443 Open	Ports GOOD Typical	service:
HTTPS

02-14-2016 12-09-2016  23.4.129.89:443 Open	Ports GOOD Detected	service:
HTTPS

02-14-2016 12-09-2016  23.4.129.89:443 SSL
Configurations

GOOD

01-24-2016 12-09-2016  23.4.131.126:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 12-09-2016  23.4.131.126:443 SSL
Configurations

GOOD

11-04-2016 12-09-2016  23.4.140.59:443 Open	Ports GOOD Detected	service:
HTTPS

11-04-2016 12-09-2016  23.4.140.59:443 SSL
Configurations

GOOD

01-05-2016 12-09-2016  23.4.138.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-09-2016  23.4.133.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-09-2016  23.4.133.58:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.132.174:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-09-2016  23.4.142.44:443 Open	Ports GOOD Typical	service:
HTTPS

08-11-2016 12-09-2016  23.4.135.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.131.47:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.131.47:443 SSL
Configurations

GOOD

01-02-2016 12-09-2016  23.4.128.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.136.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.133.8:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-09-2016  23.4.133.8:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.134.43:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-09-2016  23.4.141.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 12-09-2016  23.4.137.11:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-09-2016  23.4.139.12:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-09-2016  23.4.143.91:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.139.234:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-09-2016  23.4.143.249:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-09-2016  23.4.142.221:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-09-2016  23.4.132.134:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-09-2016  23.4.132.134:443 SSL
Configurations

GOOD

11-02-2016 12-09-2016  23.4.136.154:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.135.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-09-2016  23.4.128.103:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-09-2016  23.4.128.103:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.138.204:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.135.138:443 Open	Ports GOOD Detected	service:
HTTPS

08-09-2016 12-09-2016  23.4.135.138:443 SSL
Configurations

GOOD

01-09-2016 12-09-2016  23.4.134.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.133.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.133.184:443 SSL
Configurations

GOOD

11-08-2016 12-09-2016  23.4.141.239:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 12-09-2016  23.4.136.172:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.131.214:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-09-2016  23.4.133.219:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-09-2016  23.4.134.190:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-09-2016  23.4.139.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-09-2016  23.4.136.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.132.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.132.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-09-2016  23.4.135.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-09-2016  23.4.135.78:443 SSL
Configurations

GOOD

06-13-2016 12-09-2016  23.4.139.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.142.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-09-2016  23.4.136.137:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.136.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 12-09-2016  23.4.137.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-09-2016  23.4.137.76:443 SSL
Configurations

GOOD

12-08-2016 12-09-2016  23.4.133.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.139.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.134.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-09-2016  23.4.143.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.128.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-09-2016  23.4.140.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.133.216:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-09-2016  23.4.137.141:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-09-2016  23.4.130.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-09-2016  23.4.136.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.130.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.128.159:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-09-2016  23.4.128.159:443 SSL
Configurations

GOOD

01-05-2016 12-09-2016  23.4.139.175:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.139.175:443 SSL
Configurations

GOOD

01-13-2016 12-09-2016  23.4.130.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-09-2016  23.4.142.41:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-09-2016  23.4.141.126:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-09-2016  23.4.132.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.141.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.142.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.137.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-09-2016  23.4.142.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-09-2016  23.4.128.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.128.108:443 SSL
Configurations

GOOD

01-13-2016 12-09-2016  23.4.140.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-09-2016  23.4.143.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-09-2016  23.4.135.249:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-24-2016 12-09-2016  23.4.136.158:443 Open	Ports GOOD Typical	service:
HTTPS

01-26-2016 12-09-2016  23.4.140.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 12-09-2016  23.4.140.216:443 SSL
Configurations

GOOD

11-16-2016 12-09-2016  23.4.135.43:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 12-09-2016  23.4.135.43:443 SSL
Configurations

GOOD

12-05-2016 12-09-2016  23.4.128.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-09-2016  23.4.128.216:443 SSL
Configurations

GOOD

05-24-2016 12-09-2016  23.4.136.219:443 Open	Ports GOOD Detected	service:
HTTPS

05-24-2016 12-09-2016  23.4.136.219:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.132.27:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-09-2016  23.4.132.27:443 SSL
Configurations

GOOD

11-01-2016 12-09-2016  23.4.137.250:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-09-2016  23.4.131.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-09-2016  23.4.131.58:443 SSL
Configurations

GOOD

01-18-2016 12-09-2016  23.4.140.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.133.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.139.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-09-2016  23.4.130.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.130.10:443 SSL
Configurations

GOOD

10-31-2016 12-09-2016  23.4.141.156:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-23-2016 12-09-2016  23.4.128.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-09-2016  23.4.138.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-09-2016  23.4.137.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-09-2016  23.4.143.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-09-2016  23.4.135.137:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 12-09-2016  23.4.135.137:443 SSL
Configurations

GOOD

01-02-2016 12-09-2016  23.4.131.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-09-2016  23.4.137.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.128.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-09-2016  23.4.131.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-09-2016  23.4.128.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.130.204:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.130.204:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.132.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-09-2016  23.4.142.13:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-09-2016  23.4.141.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.130.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-16-2016 12-09-2016  23.4.129.53:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

11-06-2016 12-09-2016  23.4.130.121:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-09-2016  23.4.141.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 210

11-12-2016 12-09-2016  23.4.139.74:443 Open	Ports GOOD Typical	service:
HTTPS

10-11-2016 12-09-2016  23.4.132.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.135.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-09-2016  23.4.135.45:443 SSL
Configurations

GOOD

02-06-2016 12-09-2016  23.4.134.122:443 Open	Ports GOOD Detected	service:
HTTPS

02-06-2016 12-09-2016  23.4.134.122:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.142.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.129.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.137.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.134.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-09-2016  23.4.128.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-09-2016  23.4.136.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-09-2016  23.4.137.247:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-09-2016  23.4.133.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-09-2016  23.4.141.75:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-09-2016  23.4.134.73:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-09-2016  23.4.143.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-09-2016  23.4.138.76:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-09-2016  23.4.131.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-09-2016  23.4.140.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-23-2016 12-09-2016  23.4.137.231:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-09-2016  23.4.129.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.137.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.128.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-09-2016  23.4.141.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-09-2016  23.4.132.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-01-2016 12-09-2016  23.4.130.7:443 Open	Ports GOOD Detected	service:
HTTPS

02-01-2016 12-09-2016  23.4.130.7:443 SSL
Configurations

GOOD

02-05-2016 12-09-2016  23.4.131.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.137.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.128.150:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.128.150:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-05-2016 12-09-2016  23.4.137.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-09-2016  23.4.134.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-23-2016 12-09-2016  23.4.129.204:443 Open	Ports GOOD Detected	service:
HTTPS

10-23-2016 12-09-2016  23.4.129.204:443 SSL
Configurations

GOOD

02-03-2016 12-09-2016  23.4.141.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-18-2016 12-09-2016  23.4.135.95:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-09-2016  23.4.135.95:443 SSL
Configurations

GOOD

01-20-2016 12-09-2016  23.4.130.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-16-2016 12-09-2016  23.4.138.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-09-2016  23.4.138.250:443 SSL
Configurations

GOOD

01-22-2016 12-09-2016  23.4.138.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-09-2016  23.4.139.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-09-2016  23.4.142.90:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.133.249:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-09-2016  23.4.142.248:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-09-2016  23.4.139.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.129.9:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.134.174:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-03-2016 12-09-2016  23.4.132.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.142.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-09-2016  23.4.132.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-09-2016  23.4.138.60:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-09-2016  23.4.136.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.135.124:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-09-2016  23.4.128.205:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.129.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.135.183:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.141.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-22-2016 12-09-2016  23.4.138.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.132.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.128.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.139.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-09-2016  23.4.132.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-09-2016  23.4.136.251:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-09-2016  23.4.139.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-09-2016  23.4.142.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-24-2016 12-09-2016  23.4.139.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-09-2016  23.4.135.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-09-2016  23.4.143.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-09-2016  23.4.137.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.137.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-19-2016 12-09-2016  23.4.139.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.142.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.133.15:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.128.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.129.206:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-09-2016  23.4.138.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.143.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 12-09-2016  23.4.141.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-09-2016  23.4.135.61:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-09-2016  23.4.135.61:443 SSL
Configurations

GOOD

01-12-2016 12-09-2016  23.4.129.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 12-09-2016  23.4.133.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.133.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-09-2016  23.4.136.61:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-09-2016  23.4.137.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-09-2016  23.4.137.248:443 SSL
Configurations

GOOD

01-04-2016 12-09-2016  23.4.133.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-09-2016  23.4.137.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.128.131:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

06-20-2016 12-09-2016  23.4.136.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.137.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.130.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.133.159:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-09-2016  23.4.129.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-26-2016 12-09-2016  23.4.134.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-01-2016 12-09-2016  23.4.139.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-09-2016  23.4.139.63:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-09-2016  23.4.136.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.140.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-09-2016  23.4.132.119:443 Open	Ports GOOD Typical	service:
HTTPS

08-06-2016 12-09-2016  23.4.132.215:443 Open	Ports GOOD Detected	service:
HTTPS

08-06-2016 12-09-2016  23.4.132.215:443 SSL
Configurations

GOOD

01-19-2016 12-09-2016  23.4.140.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-09-2016  23.4.130.159:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-09-2016  23.4.130.159:443 SSL
Configurations

GOOD

11-01-2016 12-09-2016  23.4.134.93:443 Open	Ports GOOD Typical	service:
HTTPS

09-13-2016 12-09-2016  23.4.142.191:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-09-2016  23.4.142.191:443 SSL
Configurations

GOOD

01-02-2016 12-09-2016  23.4.143.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-09-2016  23.4.136.105:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-09-2016  23.4.136.105:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.137.202:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.131.120:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.131.120:443 SSL
Configurations

GOOD

01-04-2016 12-09-2016  23.4.140.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-09-2016  23.4.135.246:443 Open	Ports GOOD Detected	service:
HTTPS

11-13-2016 12-09-2016  23.4.135.246:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-09-2016  23.4.130.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-09-2016  23.4.131.153:443 Open	Ports GOOD Detected	service:
HTTPS

12-06-2016 12-09-2016  23.4.131.153:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.137.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-09-2016  23.4.137.45:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.131.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-09-2016  23.4.130.120:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-09-2016  23.4.130.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-01-2016 12-09-2016  23.4.135.157:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-09-2016  23.4.135.157:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-23-2016 12-09-2016  23.4.130.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-09-2016  23.4.130.58:443 SSL
Configurations

GOOD

12-05-2016 12-09-2016  23.4.141.173:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.133.11:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-09-2016  23.4.143.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.143.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.134.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-09-2016  23.4.138.92:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-09-2016  23.4.141.95:443 Open	Ports GOOD Typical	service:
HTTPS

06-17-2016 12-09-2016  23.4.129.24:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-17-2016 12-09-2016  23.4.129.24:443 SSL
Configurations

GOOD

11-06-2016 12-09-2016  23.4.134.139:443 Open	Ports GOOD Detected	service:
HTTPS

11-06-2016 12-09-2016  23.4.134.139:443 SSL
Configurations

GOOD

01-11-2016 12-09-2016  23.4.141.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.134.239:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-09-2016  23.4.134.239:443 SSL
Configurations

GOOD

01-16-2016 12-09-2016  23.4.133.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-09-2016  23.4.134.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-09-2016  23.4.134.153:443 SSL
Configurations

GOOD

11-09-2016 12-09-2016  23.4.134.8:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-09-2016  23.4.134.175:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-09-2016  23.4.134.175:443 SSL
Configurations

GOOD

10-20-2016 12-09-2016  23.4.142.126:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-09-2016  23.4.136.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.142.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.136.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-09-2016  23.4.143.8:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.128.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-09-2016  23.4.141.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-09-2016  23.4.141.135:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-09-2016  23.4.132.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.131.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-09-2016  23.4.135.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-09-2016  23.4.131.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.142.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-09-2016  23.4.135.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-09-2016  23.4.135.167:443 SSL
Configurations

GOOD

01-06-2016 12-09-2016  23.4.137.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-09-2016  23.4.141.26:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-09-2016  23.4.131.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-15-2016 12-09-2016  23.4.138.157:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.142.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-09-2016  23.4.143.30:443 Open	Ports GOOD Typical	service:
HTTPS

02-17-2016 12-09-2016  23.4.135.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-09-2016  23.4.134.140:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-09-2016  23.4.131.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.136.76:443 Open	Ports GOOD Typical	service:
HTTPS

07-01-2016 12-09-2016  23.4.140.232:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-09-2016  23.4.142.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-09-2016  23.4.142.189:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-09-2016  23.4.138.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.137.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.130.187:443 Open	Ports GOOD Typical	service:
HTTPS

11-12-2016 12-09-2016  23.4.134.198:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-09-2016  23.4.137.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-09-2016  23.4.132.111:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-09-2016  23.4.135.76:443 SSL
Configurations

GOOD

06-27-2016 12-09-2016  23.4.135.76:443 Open	Ports GOOD Detected	service:
HTTPS

09-01-2016 12-09-2016  23.4.135.38:443 Open	Ports GOOD Detected	service:
HTTPS

09-01-2016 12-09-2016  23.4.135.38:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 12-09-2016  23.4.132.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.135.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 12-09-2016  23.4.129.135:443 Open	Ports GOOD Detected	service:
HTTPS

11-29-2016 12-09-2016  23.4.129.135:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-08-2016 12-09-2016  23.4.131.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-09-2016  23.4.131.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-09-2016  23.4.133.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.128.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.129.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.135.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.134.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-09-2016  23.4.143.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-09-2016  23.4.143.42:443 SSL
Configurations

GOOD

01-02-2016 12-09-2016  23.4.131.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.128.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-26-2016 12-09-2016  23.4.138.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.134.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-09-2016  23.4.141.108:443 Open	Ports GOOD Typical	service:
HTTPS

07-05-2016 12-09-2016  23.4.140.171:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.137.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-09-2016  23.4.133.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.133.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-09-2016  23.4.134.218:443 Open	Ports GOOD Typical	service:
HTTPS

09-25-2016 12-09-2016  23.4.136.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.130.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.128.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.133.134:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.130.221:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-09-2016  23.4.130.221:443 SSL
Configurations

GOOD

12-02-2016 12-09-2016  23.4.134.191:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-09-2016  23.4.140.251:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.137.234:443 Open	Ports GOOD Typical	service:
HTTPS

07-17-2016 12-09-2016  23.4.135.31:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-09-2016  23.4.135.31:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.136.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.142.152:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-09-2016  23.4.142.152:443 SSL
Configurations

GOOD

06-02-2016 12-09-2016  23.4.140.151:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-09-2016  23.4.134.186:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-09-2016  23.4.140.94:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-25-2016 12-09-2016  23.4.140.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-09-2016  23.4.137.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.142.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 12-09-2016  23.4.132.92:443 Open	Ports GOOD Detected	service:
HTTPS

01-27-2016 12-09-2016  23.4.132.92:443 SSL
Configurations

GOOD

01-06-2016 12-09-2016  23.4.142.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.139.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-26-2016 12-09-2016  23.4.134.95:443 Open	Ports GOOD Detected	service:
HTTPS

02-26-2016 12-09-2016  23.4.134.95:443 SSL
Configurations

GOOD

01-29-2016 12-09-2016  23.4.135.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-28-2016 12-09-2016  23.4.129.171:443 Open	Ports GOOD Detected	service:
HTTPS

05-15-2016 12-09-2016  23.4.129.171:443 SSL
Configurations

GOOD

01-02-2016 12-09-2016  23.4.128.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-09-2016  23.4.137.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-09-2016  23.4.142.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.135.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.134.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.140.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-09-2016  23.4.136.62:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.129.138:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-09-2016  23.4.133.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.131.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.129.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.137.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.131.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-09-2016  23.4.137.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.135.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.142.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.132.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.133.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 12-09-2016  23.4.128.61:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-09-2016  23.4.134.168:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-09-2016  23.4.128.188:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-09-2016  23.4.136.91:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.131.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-09-2016  23.4.131.108:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.135.207:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.135.207:443 SSL
Configurations

GOOD

10-30-2016 12-09-2016  23.4.138.173:443 Open	Ports GOOD Typical	service:
HTTPS

12-09-2016 12-09-2016  23.4.132.45:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-09-2016 12-09-2016  23.4.133.139:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-09-2016  23.4.138.7:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-09-2016  23.4.135.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-09-2016  23.4.135.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.128.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-09-2016  23.4.138.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.134.7:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-09-2016  23.4.135.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-22-2016 12-09-2016  23.4.133.137:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-09-2016  23.4.134.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-09-2016  23.4.139.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-09-2016  23.4.137.135:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-09-2016  23.4.135.238:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-09-2016  23.4.130.23:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.130.23:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.134.39:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-09-2016  23.4.130.15:443 Open	Ports GOOD Detected	service:
HTTPS

11-26-2016 12-09-2016  23.4.130.15:443 SSL
Configurations

GOOD

01-14-2016 12-09-2016  23.4.138.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.130.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 12-09-2016  23.4.142.72:443 Open	Ports GOOD Detected	service:
HTTPS

02-04-2016 12-09-2016  23.4.142.72:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.131.233:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-09-2016  23.4.131.233:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.130.73:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.130.73:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-05-2016 12-09-2016  23.4.130.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-09-2016  23.4.130.235:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-09-2016  23.4.130.235:443 SSL
Configurations

GOOD

10-31-2016 12-09-2016  23.4.133.92:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-09-2016  23.4.135.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-09-2016  23.4.143.46:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-09-2016  23.4.131.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-09-2016  23.4.143.222:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-09-2016  23.4.130.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-09-2016  23.4.140.186:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-09-2016  23.4.143.139:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.132.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.136.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-09-2016  23.4.136.250:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 12-09-2016  23.4.136.56:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.128.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.135.186:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-09-2016  23.4.135.186:443 SSL
Configurations

GOOD

01-16-2016 12-09-2016  23.4.141.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.135.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-09-2016  23.4.133.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-27-2016 12-09-2016  23.4.128.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.130.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-09-2016  23.4.129.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 12-09-2016  23.4.130.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-09-2016  23.4.137.60:443 Open	Ports GOOD Typical	service:
HTTPS

06-24-2016 12-09-2016  23.4.142.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-09-2016  23.4.137.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.130.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-21-2016 12-09-2016  23.4.129.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-09-2016  23.4.130.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-09-2016  23.4.134.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.139.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.134.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-01-2016 12-09-2016  23.4.136.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-09-2016  23.4.132.59:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-09-2016  23.4.132.59:443 SSL
Configurations

GOOD

01-18-2016 12-09-2016  23.4.143.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-09-2016  23.4.130.55:443 Open	Ports GOOD Detected	service:
HTTPS

10-13-2016 12-09-2016  23.4.130.55:443 SSL
Configurations

GOOD

11-15-2016 12-09-2016  23.4.137.78:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-09-2016  23.4.131.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.131.88:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.141.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 12-09-2016  23.4.141.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.136.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.139.110:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-09-2016  23.4.141.92:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-09-2016  23.4.129.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-09-2016  23.4.137.251:443 Open	Ports GOOD Typical	service:
HTTPS

12-02-2016 12-09-2016  23.4.134.94:443 Open	Ports GOOD Typical	service:
HTTPS

05-14-2016 12-09-2016  23.4.136.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.131.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-10-2016 12-09-2016  23.4.140.45:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 12-09-2016  23.4.134.13:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.143.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-09-2016  23.4.137.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-09-2016  23.4.140.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.132.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.143.135:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-09-2016  23.4.143.135:443 SSL
Configurations

GOOD

11-13-2016 12-09-2016  23.4.137.232:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-09-2016  23.4.142.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.129.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-26-2016 12-09-2016  23.4.137.183:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-09-2016  23.4.141.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-09-2016  23.4.143.232:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-09-2016  23.4.143.232:443 SSL
Configurations

GOOD

12-09-2016 12-09-2016  23.4.128.142:443 Open	Ports GOOD Detected	service:
HTTPS

12-09-2016 12-09-2016  23.4.128.142:443 SSL
Configurations

GOOD

01-19-2016 12-09-2016  23.4.140.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-09-2016  23.4.132.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 12-09-2016  23.4.142.254:443 Open	Ports GOOD Typical	service:
HTTPS

01-24-2016 12-09-2016  23.4.136.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-09-2016  23.4.131.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-11-2016 12-09-2016  23.4.131.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.128.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.138.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-09-2016  23.4.139.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-09-2016  23.4.138.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.137.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-09-2016  23.4.141.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-09-2016  23.4.129.124:443 SSL
Configurations

GOOD

01-03-2016 12-09-2016  23.4.129.124:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-09-2016  23.4.131.204:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-09-2016  23.4.131.204:443 SSL
Configurations

GOOD

01-19-2016 12-09-2016  23.4.140.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-09-2016  23.4.142.204:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-09-2016  23.4.136.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-09-2016  23.4.129.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.133.123:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-09-2016  23.4.133.123:443 SSL
Configurations

GOOD

11-10-2016 12-09-2016  23.4.135.73:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-09-2016  23.4.135.73:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-09-2016  23.4.142.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-09-2016  23.4.133.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-09-2016  23.4.140.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-09-2016  23.4.140.136:443 SSL
Configurations

GOOD

11-19-2016 12-09-2016  23.4.135.94:443 Open	Ports GOOD Detected	service:
HTTPS

05-03-2016 12-09-2016  23.4.135.94:443 SSL
Configurations

GOOD

01-08-2016 12-09-2016  23.4.137.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.133.158:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-09-2016  23.4.137.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-09-2016  23.4.132.246:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-21-2016 12-09-2016  23.4.132.246:443 SSL
Configurations

GOOD

01-09-2016 12-09-2016  23.4.141.221:443 SSL
Configurations

GOOD

01-05-2016 12-09-2016  23.4.141.221:443 Open	Ports GOOD Detected	service:
HTTPS

11-12-2016 12-09-2016  23.4.134.135:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-09-2016  23.4.135.63:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-09-2016  23.4.135.63:443 SSL
Configurations

GOOD

11-04-2016 12-09-2016  23.4.143.231:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-09-2016  23.4.136.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.132.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-09-2016  23.4.137.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-09-2016  23.4.142.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-09-2016  23.4.141.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-09-2016  23.4.138.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-09-2016  23.4.131.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-09-2016 12-09-2016  23.4.130.73:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-12-2015 12-09-2016  23.4.139.196:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-10-2015 12-09-2016  23.4.129.82:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-03-2015 12-09-2016  23.4.141.243:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-08-2016 12-08-2016  storesqa.factory.jcrew.com SSL
Certificates

GOOD

12-08-2016 12-08-2016  ols.nab.com.au SSL
Certificates

GOOD

11-28-2016 12-08-2016  images.sonypicturesstore.com SSL
Certificates

GOOD

10-18-2016 12-08-2016  www.intersil.com SSL
Certificates

GOOD

09-30-2016 12-08-2016  www.britishcouncilschool.es SSL
Certificates

GOOD Large	number	of
DNS	Names:	38

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-08-2016  dev-www2.donaldson.com SSL
Certificates

GOOD

10-14-2016 12-08-2016  24.6.128.44:23 Open	Ports BAD Detected	service:
Telnet

11-14-2016 12-08-2016  23.4.139.15:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-08-2016  23.4.128.126:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-08-2016  23.4.128.126:443 SSL
Configurations

GOOD

01-02-2016 12-08-2016  23.4.132.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-29-2016 12-08-2016  secure-poc.abcam.cn SSL
Certificates

GOOD

11-14-2016 12-08-2016  netalliance.akamai.com SSL
Certificates

GOOD

08-19-2016 12-08-2016  mobile-api.toptable.co.uk SSL
Certificates

GOOD Large	number	of
DNS	Names:	43

12-08-2016 12-08-2016  23.4.130.232:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-06-2016 12-08-2016  23.4.130.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.134.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-20-2016 12-08-2016  23.4.139.154:443 Open	Ports GOOD Detected	service:
HTTPS

07-20-2016 12-08-2016  23.4.139.154:443 SSL
Configurations

GOOD

01-18-2016 12-08-2016  23.4.134.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-30-2016 12-08-2016  23.4.133.25:443 SSL
Certificates

GOOD

01-04-2016 12-08-2016  23.4.132.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-08-2016  rss.bankline.itau.com.br SSL
Certificates

GOOD

01-23-2016 12-08-2016  23.4.140.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-08-2016  23.4.141.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-08-2016  23.4.143.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-08-2016  23.4.143.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.128.60:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-09-2016 12-08-2016  23.4.128.60:443 SSL
Configurations

GOOD

01-18-2016 12-08-2016  23.4.133.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-08-2016  23.4.131.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-08-2016 12-08-2016  23.4.140.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-04-2016 12-08-2016  23.4.139.231:443 Open	Ports GOOD Detected	service:
HTTPS

05-31-2016 12-08-2016  23.4.139.231:443 SSL
Configurations

GOOD

02-08-2016 12-08-2016  23.4.139.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-08-2016  23.4.140.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.142.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.136.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-08-2016  23.4.136.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.132.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-08-2016  23.4.141.24:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-08-2016  23.4.131.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-08-2016  23.4.138.167:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 12-08-2016  23.4.138.167:443 SSL
Configurations

GOOD

11-13-2016 12-08-2016  23.4.134.74:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-08-2016  23.4.134.154:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-08-2016  23.4.134.154:443 SSL
Configurations

GOOD

10-03-2016 12-08-2016  23.4.136.198:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-08-2016  23.4.128.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.132.183:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.137.230:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-08-2016  23.4.129.92:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-08-2016  23.4.129.92:443 SSL
Configurations

GOOD

01-10-2016 12-08-2016  23.4.132.12:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-08-2016  23.4.132.12:443 SSL
Configurations

GOOD

01-14-2016 12-08-2016  23.4.133.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.132.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-08-2016  23.4.130.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-12-2016 12-08-2016  23.4.134.167:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.137.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-08-2016  23.4.129.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.134.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-02-2016 12-08-2016  23.4.142.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-08-2016  23.4.134.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.140.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.137.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.140.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-08-2016  23.4.138.111:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-11-2016 12-08-2016  23.4.134.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.140.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-08-2016  23.4.136.127:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.222:443 Open	Ports GOOD Typical	service:
HTTPS

11-22-2016 12-08-2016  23.4.142.55:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-08-2016  23.4.130.72:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-08-2016  23.4.131.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 12-08-2016  23.4.128.174:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-08-2016  23.4.128.174:443 SSL
Configurations

GOOD

01-12-2016 12-08-2016  23.4.143.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-28-2016 12-08-2016  23.4.135.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-08-2016  23.4.134.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-08-2016  23.4.136.11:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-08-2016  23.4.132.167:443 SSL
Configurations

GOOD

01-04-2016 12-08-2016  23.4.129.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.132.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.141.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.141.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-08-2016  23.4.130.174:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-26-2016 12-08-2016  23.4.130.174:443 SSL
Configurations

GOOD

01-03-2016 12-08-2016  23.4.133.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.133.155:443 SSL
Configurations

GOOD

07-02-2016 12-08-2016  23.4.140.75:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.131.134:443 Open	Ports GOOD Detected	service:
HTTPS

06-05-2016 12-08-2016  23.4.131.134:443 SSL
Configurations

GOOD

11-09-2016 12-08-2016  23.4.143.29:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-08-2016  23.4.129.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-08-2016  23.4.129.28:443 SSL
Configurations

GOOD

01-08-2016 12-08-2016  23.4.133.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-08-2016  23.4.133.189:443 Open	Ports GOOD Detected	service:
HTTPS

06-23-2016 12-08-2016  23.4.133.189:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.132.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-29-2016 12-08-2016  23.4.130.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.135.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-08-2016  23.4.138.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-08-2016  23.4.128.72:443 Open	Ports GOOD Detected	service:
HTTPS

12-03-2016 12-08-2016  23.4.128.72:443 SSL
Configurations

GOOD

01-11-2016 12-08-2016  23.4.131.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-19-2016 12-08-2016  23.4.130.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-08-2016  23.4.133.14:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-08-2016  23.4.134.24:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-08-2016  23.4.140.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.143.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-08-2016  23.4.143.189:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-03-2016 12-08-2016  23.4.143.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.143.155:443 SSL
Configurations

GOOD

05-27-2016 12-08-2016  23.4.141.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.134.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-08-2016  23.4.138.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-10-2016 12-08-2016  23.4.128.167:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-08-2016  23.4.142.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.130.247:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-08-2016  23.4.130.247:443 SSL
Configurations

GOOD

01-03-2016 12-08-2016  23.4.133.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.135.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 12-08-2016  23.4.130.9:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-08-2016  23.4.130.9:443 SSL
Configurations

GOOD

12-05-2016 12-08-2016  23.4.132.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-08-2016  23.4.129.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-08-2016  23.4.128.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-08-2016  23.4.136.139:443 Open	Ports GOOD Typical	service:
HTTPS

08-12-2016 12-08-2016  23.4.141.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.132.143:443 Open	Ports GOOD Typical	service:
HTTPS

07-29-2016 12-08-2016  23.4.128.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-08-2016  23.4.137.6:443 Open	Ports GOOD Typical	service:
HTTPS

08-05-2016 12-08-2016  23.4.141.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-08-2016  23.4.131.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-12-2016 12-08-2016  23.4.140.183:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-08-2016  23.4.133.190:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-08-2016  23.4.133.190:443 SSL
Configurations

GOOD

01-12-2016 12-08-2016  23.4.129.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.132.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.128.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 12-08-2016  23.4.138.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-08-2016  23.4.143.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.143.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-08-2016  23.4.134.23:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-08-2016  23.4.143.93:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-08-2016  23.4.141.56:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-08-2016  23.4.133.118:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-08-2016  23.4.131.30:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-08-2016  23.4.131.30:443 SSL
Configurations

GOOD

11-19-2016 12-08-2016  23.4.128.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.132.247:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-08-2016  23.4.132.247:443 SSL
Configurations

GOOD

11-07-2016 12-08-2016  23.4.136.46:443 Open	Ports GOOD Typical	service:
HTTPS

02-08-2016 12-08-2016  23.4.137.103:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-08-2016  23.4.137.103:443 SSL
Configurations

GOOD

02-07-2016 12-08-2016  23.4.138.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-08-2016  23.4.132.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.136.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-06-2016 12-08-2016  23.4.135.233:443 Open	Ports GOOD Detected	service:
HTTPS

07-06-2016 12-08-2016  23.4.135.233:443 SSL
Configurations

GOOD

07-12-2016 12-08-2016  23.4.135.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-02-2016 12-08-2016  23.4.142.157:443 Open	Ports GOOD Typical	service:
HTTPS

11-15-2016 12-08-2016  23.4.137.43:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-08-2016  23.4.129.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.130.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-08-2016  23.4.137.125:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 12-08-2016  23.4.131.11:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-08-2016  23.4.131.11:443 SSL
Configurations

GOOD

01-29-2016 12-08-2016  23.4.131.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-08-2016  23.4.135.223:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-08-2016  23.4.135.223:443 SSL
Configurations

GOOD

01-07-2016 12-08-2016  23.4.136.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.132.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.133.220:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-08-2016  23.4.142.89:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-08-2016  23.4.131.238:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-08-2016  23.4.131.238:443 SSL
Configurations

GOOD

01-08-2016 12-08-2016  23.4.139.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.136.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-08-2016  23.4.131.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-08-2016  23.4.131.111:443 SSL
Configurations

GOOD

12-08-2016 12-08-2016  23.4.132.234:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-08-2016  23.4.130.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-08-2016  23.4.133.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.133.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.130.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-08-2016  23.4.139.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.133.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.137.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-08-2016  23.4.142.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-08-2016  23.4.138.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.142.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-08-2016  23.4.136.88:443 Open	Ports GOOD Typical	service:
HTTPS

08-10-2016 12-08-2016  23.4.130.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.133.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.142.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 12-08-2016  23.4.139.126:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-08-2016  23.4.139.126:443 SSL
Configurations

GOOD

10-21-2016 12-08-2016  23.4.129.154:443 Open	Ports GOOD Detected	service:
HTTPS

10-21-2016 12-08-2016  23.4.129.154:443 SSL
Configurations

GOOD

12-01-2016 12-08-2016  23.4.134.185:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-08-2016  23.4.137.12:443 Open	Ports GOOD Typical	service:
HTTPS

03-28-2016 12-08-2016  23.4.131.79:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-08-2016  23.4.131.79:443 SSL
Configurations

GOOD

12-08-2016 12-08-2016  23.4.135.79:443 Open	Ports GOOD Detected	service:
HTTPS

08-28-2016 12-08-2016  23.4.135.79:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-08-2016  23.4.134.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-08-2016  23.4.136.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-08-2016  23.4.135.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-08-2016  23.4.135.156:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.135.156:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.133.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.134.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 12-08-2016  23.4.140.90:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.129.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.139.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-08-2016  23.4.138.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-08-2016  23.4.135.152:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-08-2016  23.4.135.152:443 SSL
Configurations

GOOD

06-21-2016 12-08-2016  23.4.140.173:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-08-2016  23.4.129.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.137.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.128.93:443 Open	Ports GOOD Typical	service:
HTTPS

11-25-2016 12-08-2016  23.4.142.15:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-08-2016  23.4.134.171:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-08-2016  23.4.129.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 12-08-2016  23.4.132.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.129.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.128.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-08-2016  23.4.131.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.136.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-08-2016  23.4.141.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-16-2016 12-08-2016  23.4.135.234:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-08-2016  23.4.135.234:443 SSL
Configurations

GOOD

01-08-2016 12-08-2016  23.4.142.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-14-2016 12-08-2016  23.4.132.71:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-14-2016 12-08-2016  23.4.132.71:443 SSL
Configurations

GOOD

10-31-2016 12-08-2016  23.4.139.207:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-08-2016  23.4.142.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.141.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-08-2016  23.4.129.77:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-08-2016  23.4.130.105:443 Open	Ports GOOD Typical	service:
HTTPS

08-24-2016 12-08-2016  23.4.133.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.128.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-08-2016  23.4.142.140:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-08-2016  23.4.139.106:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 12-08-2016  23.4.139.8:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.129.159:443 Open	Ports GOOD Detected	service:
HTTPS

12-08-2016 12-08-2016  23.4.129.159:443 SSL
Configurations

GOOD

11-15-2016 12-08-2016  23.4.140.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-08-2016  23.4.142.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.135.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.142.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-08-2016  23.4.141.190:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.74:443 Open	Ports GOOD Detected	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.74:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-08-2016  23.4.140.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-08-2016  23.4.132.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.140.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-08-2016  23.4.130.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-08-2016  23.4.130.42:443 SSL
Configurations

GOOD

01-12-2016 12-08-2016  23.4.141.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-08-2016  23.4.141.63:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-08-2016  23.4.133.140:443 Open	Ports GOOD Detected	service:
HTTPS

11-14-2016 12-08-2016  23.4.133.140:443 SSL
Configurations

GOOD

12-08-2016 12-08-2016  23.4.130.170:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-17-2016 12-08-2016  23.4.130.170:443 SSL
Configurations

GOOD

11-07-2016 12-08-2016  23.4.131.62:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-08-2016  23.4.140.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-08-2016  23.4.139.25:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.168:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.131.40:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-08-2016  23.4.141.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-08-2016  23.4.135.170:443 Open	Ports GOOD Detected	service:
HTTPS

06-05-2016 12-08-2016  23.4.135.170:443 SSL
Configurations

GOOD

08-03-2016 12-08-2016  23.4.141.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-08-2016 12-08-2016  23.4.135.13:443 SSL
Configurations

GOOD

01-04-2016 12-08-2016  23.4.135.13:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 12-08-2016  23.4.140.137:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 12-08-2016  23.4.140.137:443 SSL
Configurations

GOOD

02-24-2016 12-08-2016  23.4.135.71:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-08-2016  23.4.135.71:443 SSL
Configurations

GOOD

12-08-2016 12-08-2016  23.4.134.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-08-2016  23.4.132.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-13-2016 12-08-2016  23.4.134.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-08-2016 12-08-2016  23.4.130.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-05-2016 12-08-2016  23.4.134.63:443 Open	Ports GOOD Typical	service:
HTTPS

07-25-2016 12-08-2016  23.4.135.171:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-08-2016  23.4.135.171:443 SSL
Configurations

GOOD

01-17-2016 12-08-2016  23.4.137.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-08-2016  23.4.137.136:443 SSL
Configurations

GOOD

11-18-2016 12-08-2016  23.4.134.62:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-08-2016  23.4.139.95:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-08-2016  23.4.130.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-08-2016  23.4.130.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.128.73:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-14-2016 12-08-2016  23.4.139.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-08-2016  23.4.133.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-08-2016  23.4.136.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-08-2016  23.4.134.136:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-08-2016  23.4.143.110:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-08-2016  23.4.130.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-08-2016  23.4.136.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-08-2016  23.4.142.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.136.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-08-2016  23.4.131.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-08-2016  23.4.133.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-08-2016  23.4.131.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-08-2016  23.4.136.55:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-08-2016  23.4.128.130:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-10-2016 12-08-2016  23.4.142.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-08-2016  23.4.131.158:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-08-2016  23.4.131.158:443 SSL
Configurations

GOOD

12-03-2016 12-08-2016  23.4.129.102:443 Open	Ports GOOD Detected	service:
HTTPS

11-04-2016 12-08-2016  23.4.129.102:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.130.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 12-08-2016  23.4.137.166:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-08-2016  23.4.139.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-08-2016  23.4.140.139:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-08-2016  23.4.131.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.142.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-08-2016  23.4.129.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-08-2016  23.4.128.201:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-08-2016  23.4.128.201:443 SSL
Configurations

GOOD

01-04-2016 12-08-2016  23.4.143.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.139.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-08-2016  23.4.134.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-08-2016  23.4.129.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-02-2016 12-08-2016  23.4.143.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-08-2016  23.4.130.29:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.130.29:443 SSL
Configurations

GOOD

12-05-2016 12-08-2016  23.4.130.246:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-08-2016  23.4.130.246:443 SSL
Configurations

GOOD

11-18-2016 12-08-2016  23.4.142.73:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-08-2016  23.4.137.91:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-08-2016  23.4.137.158:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-08-2016  23.4.141.154:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.132.63:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.142.200:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-08-2016  23.4.131.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.131.216:443 SSL
Configurations

GOOD

01-07-2016 12-08-2016  23.4.138.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.132.118:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-08-2016  23.4.141.15:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-08-2016  23.4.131.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.143.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-08-2016  23.4.138.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-08-2016  23.4.130.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-08-2016  23.4.141.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-08-2016  23.4.141.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.134.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.140.172:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-08-2016  23.4.140.172:443 SSL
Configurations

GOOD

01-14-2016 12-08-2016  23.4.134.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-08-2016  23.4.128.88:443 Open	Ports GOOD Detected	service:
HTTPS

07-17-2016 12-08-2016  23.4.128.88:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-27-2016 12-08-2016  23.4.139.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.130.201:443 Open	Ports GOOD Typical	service:
HTTPS

03-18-2016 12-08-2016  23.4.133.70:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-08-2016  23.4.133.70:443 SSL
Configurations

GOOD

01-08-2016 12-08-2016  23.4.135.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 12-08-2016  23.4.138.253:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-08-2016  23.4.138.253:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.143.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 12-08-2016  23.4.138.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-08-2016  23.4.139.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-30-2016 12-08-2016  23.4.129.141:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.129.141:443 SSL
Configurations

GOOD

01-08-2016 12-08-2016  23.4.142.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-08-2016  23.4.143.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-08-2016  23.4.141.158:443 Open	Ports GOOD Typical	service:
HTTPS

10-11-2016 12-08-2016  23.4.136.74:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-08-2016  23.4.140.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-08-2016  45.116.216.219:443 Open	Ports GOOD Detected	service:
HTTPS

11-30-2016 12-08-2016  45.116.216.219:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv2

11-30-2016 12-08-2016  45.116.216.219:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

01-08-2016 12-08-2016  23.4.135.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab
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11-07-2016 12-08-2016  23.4.139.173:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-08-2016  23.4.132.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.139.72:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.143.223:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-08-2016  23.4.136.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.130.232:443 Open	Ports GOOD Detected	service:
HTTPS

12-08-2016 12-08-2016  23.4.130.232:443 SSL
Configurations

WARN Certificate	with
non-standard	root

07-05-2016 12-08-2016  23.4.140.215:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-08-2016  23.4.132.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.128.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-08-2016  23.4.141.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.137.14:443 Open	Ports GOOD Typical	service:
HTTPS

05-27-2016 12-08-2016  23.4.133.25:443 Open	Ports GOOD Detected	service:
HTTPS

05-27-2016 12-08-2016  23.4.133.25:443 SSL
Configurations

GOOD

01-07-2016 12-08-2016  23.4.134.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.131.61:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-08-2016  23.4.131.61:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.136.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-08-2016  23.4.129.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-08-2016  23.4.131.54:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 12-08-2016  23.4.131.54:443 SSL
Configurations

GOOD

01-03-2016 12-08-2016  23.4.131.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-08-2016  23.4.131.167:443 SSL
Configurations

GOOD

01-04-2016 12-08-2016  23.4.136.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-08-2016  23.4.136.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-08-2016  23.4.137.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-08-2016  23.4.142.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-08-2016  23.4.128.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-08-2016  23.4.128.155:443 SSL
Configurations

GOOD

12-08-2016 12-08-2016  23.4.129.186:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-08-2016  23.4.135.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-08-2016  23.4.128.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-08-2016  23.4.138.45:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-08-2016  23.4.134.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-08-2016  23.4.142.233:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-08-2016  23.4.137.186:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 12-08-2016  23.4.130.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-08-2016  23.4.128.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-08-2016  23.4.132.173:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-08-2016  23.4.134.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-08-2016  23.4.135.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-08-2016  23.4.131.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.135.236:443 Open	Ports GOOD Detected	service:
HTTPS

12-08-2016 12-08-2016  23.4.135.236:443 SSL
Configurations

GOOD

01-06-2016 12-08-2016  23.4.138.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-08-2016 12-08-2016  23.4.133.187:443 Open	Ports GOOD Typical	service:
HTTPS

12-08-2016 12-08-2016  23.4.131.218:443 Open	Ports GOOD Detected	service:
HTTPS

01-28-2016 12-08-2016  23.4.131.218:443 SSL
Configurations

GOOD

01-11-2016 12-08-2016  23.4.140.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-19-2016 12-08-2016  23.4.128.236:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-08-2016  23.4.143.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-08-2016  23.4.128.31:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 12-08-2016  23.4.128.31:443 SSL
Configurations

GOOD

11-07-2016 12-08-2016  23.4.136.152:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-08-2016  23.4.134.216:443 Open	Ports GOOD Typical	service:
HTTPS

10-16-2016 12-08-2016  23.4.132.105:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-05-2016 12-08-2016  23.4.132.105:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-08-2016  23.4.139.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-08-2016  23.4.133.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-07-2016 12-08-2016  23.4.140.44:443 Open	Ports GOOD Typical	service:
HTTPS

11-30-2016 12-08-2016  45.116.216.219:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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11-30-2016 12-08-2016  45.116.216.219:443 Patching
Cadence

– CVE-2016-0800
(DROWN)

01-05-2016 12-08-2016  23.4.143.189:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-16-2015 12-08-2016  23.4.135.165:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 12-07-2016  www.crackle.com.ar SSL
Certificates

GOOD

01-20-2016 12-07-2016  23.4.131.241:443 SSL
Certificates

GOOD

01-12-2016 12-07-2016  23.4.135.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-02-2016 12-07-2016  cdnpro.uat.etrade.net SSL
Certificates

GOOD

11-14-2016 12-07-2016  sfes.rakuten-bank.co.jp SSL
Certificates

GOOD

10-22-2016 12-07-2016  23.4.129.248:443 SSL
Certificates

GOOD

12-07-2016 12-07-2016  23.4.143.250:443 Open	Ports GOOD Typical	service:
HTTPS

10-12-2016 12-07-2016  beta-buyflow.exclusively.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	81

01-03-2016 12-07-2016  23.4.140.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-08-2016 12-07-2016  test1-role.austin.hp.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-07-2016  23.4.140.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.134.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-18-2016 12-07-2016  etoro.com.cn SSL
Certificates

GOOD

11-02-2016 12-07-2016  recruitmentplatform.com SSL
Certificates

GOOD

12-05-2016 12-07-2016  www.festo.com SSL
Certificates

GOOD

12-07-2016 12-07-2016  23.4.129.30:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-07-2016  23.4.135.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-07-2016  23.4.141.89:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 12-07-2016  23.4.129.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-07-2016  23.4.129.216:443 SSL
Configurations

GOOD

01-18-2016 12-07-2016  23.4.130.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.128.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-07-2016  23.4.132.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.130.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.140.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-07-2016  23.4.130.75:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-07-2016  23.4.134.134:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-07-2016  23.4.133.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-07-2016  23.4.142.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-07-2016  23.4.131.8:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-07-2016  23.4.139.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.141.236:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-07-2016  23.4.141.236:443 SSL
Configurations

GOOD

01-12-2016 12-07-2016  23.4.134.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-07-2016  23.4.140.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.132.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.139.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-21-2016 12-07-2016  23.4.129.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.137.29:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-07-2016  23.4.142.187:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-07-2016  23.4.137.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-07-2016  23.4.137.28:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 299

01-06-2016 12-07-2016  23.4.140.91:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-07-2016  23.4.140.91:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.133.232:443 Open	Ports GOOD Typical	service:
HTTPS

06-23-2016 12-07-2016  23.4.128.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-07-2016  23.4.142.201:443 Open	Ports GOOD Typical	service:
HTTPS

11-20-2016 12-07-2016  23.4.142.155:443 Open	Ports GOOD Typical	service:
HTTPS

08-04-2016 12-07-2016  23.4.134.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.131.185:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.131.185:443 SSL
Configurations

GOOD

01-02-2016 12-07-2016  23.4.137.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-02-2016 12-07-2016  23.4.134.58:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-07-2016  23.4.141.73:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-07-2016  23.4.140.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-23-2016 12-07-2016  23.4.136.221:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-07-2016  23.4.136.221:443 SSL
Configurations

GOOD

01-18-2016 12-07-2016  23.4.132.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-07-2016  23.4.132.28:443 SSL
Configurations

GOOD

11-03-2016 12-07-2016  23.4.129.156:443 Open	Ports GOOD Detected	service:
HTTPS

11-03-2016 12-07-2016  23.4.129.156:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.139.139:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-12-2016 12-07-2016  23.4.138.159:443 Open	Ports GOOD Detected	service:
HTTPS

02-12-2016 12-07-2016  23.4.138.159:443 SSL
Configurations

GOOD

01-06-2016 12-07-2016  23.4.130.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-07-2016  23.4.129.104:443 Open	Ports GOOD Detected	service:
HTTPS

11-15-2016 12-07-2016  23.4.129.104:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.130.219:443 Open	Ports GOOD Typical	service:
HTTPS

09-08-2016 12-07-2016  23.4.131.198:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.131.198:443 SSL
Configurations

GOOD

11-01-2016 12-07-2016  23.4.129.41:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-07-2016  23.4.133.46:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-07-2016  23.4.133.46:443 SSL
Configurations

GOOD

01-10-2016 12-07-2016  23.4.129.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.130.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-22-2016 12-07-2016  23.4.140.234:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-07-2016  23.4.133.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.137.223:443 Open	Ports GOOD Typical	service:
HTTPS

11-21-2016 12-07-2016  23.4.135.203:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-07-2016  23.4.135.203:443 SSL
Configurations

GOOD

03-07-2016 12-07-2016  23.4.141.120:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-07-2016  23.4.141.120:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-07-2016  23.4.128.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-07-2016  23.4.139.190:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-07-2016  23.4.139.190:443 SSL
Configurations

GOOD

11-30-2016 12-07-2016  23.4.143.75:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-07-2016  23.4.138.186:443 Open	Ports GOOD Typical	service:
HTTPS

11-20-2016 12-07-2016  23.4.139.135:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-07-2016  23.4.140.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-07-2016  23.4.141.14:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.128.207:443 Open	Ports GOOD Detected	service:
HTTPS

05-28-2016 12-07-2016  23.4.128.207:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 12-07-2016  23.4.141.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.138.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.137.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-30-2016 12-07-2016  23.4.141.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.143.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-26-2016 12-07-2016  23.4.140.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.142:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-07-2016  23.4.130.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.131.141:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-07-2016  23.4.131.141:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 305

01-06-2016 12-07-2016  23.4.136.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-15-2016 12-07-2016  23.4.135.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-07-2016  23.4.135.108:443 SSL
Configurations

GOOD

11-16-2016 12-07-2016  23.4.142.142:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.129.106:443 Open	Ports GOOD Typical	service:
HTTPS

02-29-2016 12-07-2016  23.4.128.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-07-2016  23.4.134.170:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-07-2016  23.4.139.14:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-07-2016  23.4.136.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.143.124:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-07-2016  23.4.143.124:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.131.105:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-07-2016  23.4.131.105:443 SSL
Configurations

GOOD

02-10-2016 12-07-2016  23.4.132.231:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-07-2016  23.4.132.231:443 SSL
Configurations

GOOD

01-10-2016 12-07-2016  23.4.139.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.137.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-01-2016 12-07-2016  23.4.138.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-07-2016  23.4.135.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.135.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-08-2016 12-07-2016  23.4.130.38:443 Open	Ports GOOD Detected	service:
HTTPS

11-08-2016 12-07-2016  23.4.130.38:443 SSL
Configurations

GOOD

11-10-2016 12-07-2016  23.4.136.220:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-07-2016  23.4.136.189:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.128.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.130.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-07-2016  23.4.143.170:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.139.171:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-07-2016  23.4.139.171:443 SSL
Configurations

GOOD

01-26-2016 12-07-2016  23.4.139.222:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-26-2016 12-07-2016  23.4.139.222:443 SSL
Configurations

GOOD

11-27-2016 12-07-2016  23.4.138.31:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-07-2016  23.4.138.174:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-07-2016  23.4.129.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-07-2016  23.4.134.223:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-07-2016  23.4.134.223:443 SSL
Configurations

GOOD

11-08-2016 12-07-2016  23.4.142.151:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.128.90:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-07-2016  23.4.128.90:443 SSL
Configurations

GOOD

12-01-2016 12-07-2016  23.4.128.125:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-01-2016 12-07-2016  23.4.128.125:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-02-2016 12-07-2016  23.4.133.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 12-07-2016  23.4.138.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-07-2016  23.4.134.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-07-2016  23.4.136.14:443 Open	Ports GOOD Typical	service:
HTTPS

01-24-2016 12-07-2016  23.4.136.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.130.207:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-07-2016  23.4.130.207:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.130.202:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-07-2016  23.4.130.202:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 12-07-2016  23.4.128.170:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-07-2016  23.4.135.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.135.200:443 SSL
Configurations

GOOD

06-16-2016 12-07-2016  23.4.140.231:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-07-2016  23.4.142.170:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.136.47:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-07-2016  23.4.140.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-07-2016  23.4.143.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-07-2016  23.4.142.43:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.130.150:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-09-2016 12-07-2016  23.4.130.150:443 SSL
Configurations

GOOD

07-25-2016 12-07-2016  23.4.143.72:443 Open	Ports GOOD Detected	service:
HTTPS

07-25-2016 12-07-2016  23.4.143.72:443 SSL
Configurations

GOOD

01-14-2016 12-07-2016  23.4.133.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-07-2016  23.4.133.108:443 SSL
Configurations

GOOD

01-09-2016 12-07-2016  23.4.140.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.30:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.133.124:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-07-2016  23.4.130.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-07-2016  23.4.138.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-07-2016 12-07-2016  23.4.132.73:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.130.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.141.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-07-2016  23.4.130.249:443 Open	Ports GOOD Detected	service:
HTTPS

02-06-2016 12-07-2016  23.4.130.249:443 SSL
Configurations

GOOD

01-04-2016 12-07-2016  23.4.134.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.129.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-07-2016  23.4.139.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.105:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 12-07-2016  23.4.135.127:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-07-2016  23.4.135.127:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.132.138:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-07-2016  23.4.132.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.132.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-07-2016  23.4.135.169:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-07-2016  23.4.135.169:443 SSL
Configurations

GOOD

01-14-2016 12-07-2016  23.4.140.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-18-2016 12-07-2016  23.4.133.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-07-2016  23.4.141.186:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 12-07-2016  23.4.134.108:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.138.27:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-07-2016  23.4.132.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-22-2016 12-07-2016  23.4.140.12:443 Open	Ports GOOD Typical	service:
HTTPS

02-17-2016 12-07-2016  23.4.128.137:443 Open	Ports GOOD Detected	service:
HTTPS

02-17-2016 12-07-2016  23.4.128.137:443 SSL
Configurations

GOOD

01-03-2016 12-07-2016  23.4.129.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-07-2016  23.4.133.150:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-07-2016  23.4.135.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-07-2016  23.4.135.88:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-07-2016  23.4.141.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.131.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.136.92:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.132.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-07-2016  23.4.140.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.128.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.128.168:443 SSL
Configurations

GOOD

01-05-2016 12-07-2016  23.4.142.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-07-2016  23.4.134.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.128.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-07-2016  23.4.143.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.60:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-07-2016  23.4.138.26:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-07-2016  23.4.138.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-07-2016  23.4.132.170:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-07-2016  23.4.138.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.139.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.141.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-07-2016  23.4.140.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.132.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-07-2016  23.4.141.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 12-07-2016  23.4.134.150:443 Open	Ports GOOD Detected	service:
HTTPS

01-29-2016 12-07-2016  23.4.134.150:443 SSL
Configurations

GOOD

08-17-2016 12-07-2016  23.4.142.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 12-07-2016  23.4.136.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-07-2016  23.4.135.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-26-2016 12-07-2016  23.4.139.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.136.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-07-2016  23.4.142.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-07-2016  23.4.134.238:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-17-2016 12-07-2016  23.4.140.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-07-2016  23.4.141.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-07-2016  23.4.141.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-07-2016  23.4.128.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-18-2016 12-07-2016  23.4.140.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-07-2016  23.4.139.90:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-07-2016  23.4.139.90:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.133.215:443 Open	Ports GOOD Typical	service:
HTTPS

07-24-2016 12-07-2016  23.4.131.174:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 12-07-2016  23.4.131.174:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-19-2016 12-07-2016  23.4.134.119:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-07-2016  23.4.129.126:443 Open	Ports GOOD Detected	service:
HTTPS

06-06-2016 12-07-2016  23.4.129.126:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.133.39:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.139.137:443 Open	Ports GOOD Detected	service:
HTTPS

12-07-2016 12-07-2016  23.4.139.137:443 SSL
Configurations

GOOD

01-13-2016 12-07-2016  23.4.131.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-07-2016  23.4.133.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 12-07-2016  23.4.128.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-07-2016  23.4.138.43:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-07-2016  23.4.138.43:443 SSL
Configurations

GOOD

01-07-2016 12-07-2016  23.4.142.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.134.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.143.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-10-2016 12-07-2016  23.4.140.104:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-07-2016  23.4.136.54:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 12-07-2016  23.4.136.54:443 SSL
Configurations

GOOD

01-03-2016 12-07-2016  23.4.136.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-07-2016  23.4.134.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 12-07-2016  23.4.135.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-07-2016  23.4.140.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-01-2016 12-07-2016  23.4.134.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-07-2016  23.4.133.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-07-2016  23.4.139.30:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.129.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.135.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 12-07-2016  23.4.141.136:443 Open	Ports GOOD Detected	service:
HTTPS

06-06-2016 12-07-2016  23.4.141.136:443 SSL
Configurations

GOOD

11-06-2016 12-07-2016  23.4.134.137:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-07-2016  23.4.141.55:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-27-2016 12-07-2016  23.4.134.120:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-07-2016  23.4.137.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-07-2016  23.4.137.71:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-07-2016  23.4.135.187:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-07-2016  23.4.130.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.143.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.128.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.135.215:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-07-2016  23.4.135.215:443 SSL
Configurations

GOOD

11-01-2016 12-07-2016  23.4.138.14:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-01-2016 12-07-2016  23.4.129.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-07-2016  23.4.142.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-07-2016  23.4.132.201:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-07-2016  23.4.140.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.133.175:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-07-2016  23.4.133.175:443 SSL
Configurations

GOOD

01-11-2016 12-07-2016  23.4.139.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-07-2016  23.4.132.141:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 12-07-2016  23.4.132.141:443 SSL
Configurations

GOOD

07-16-2016 12-07-2016  23.4.141.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-07-2016  23.4.140.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.138.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.138.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-07-2016  23.4.131.217:443 Open	Ports GOOD Detected	service:
HTTPS

11-26-2016 12-07-2016  23.4.131.217:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.139.56:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-07-2016  23.4.138.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 12-07-2016  23.4.135.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.139.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-07-2016  23.4.140.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-07-2016  23.4.138.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-07-2016  23.4.133.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-07-2016  23.4.138.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-07-2016  23.4.138.28:443 SSL
Configurations

GOOD

12-05-2016 12-07-2016  23.4.130.173:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-07-2016  23.4.130.173:443 SSL
Configurations

GOOD

01-08-2016 12-07-2016  23.4.141.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-07-2016  23.4.142.29:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 12-07-2016  23.4.129.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.134.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-02-2016 12-07-2016  23.4.128.86:443 Open	Ports GOOD Detected	service:
HTTPS

12-02-2016 12-07-2016  23.4.128.86:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

11-05-2016 12-07-2016  23.4.138.38:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-07-2016  23.4.143.73:443 Open	Ports GOOD Typical	service:
HTTPS

07-10-2016 12-07-2016  23.4.140.79:443 Open	Ports GOOD Typical	service:
HTTPS

08-03-2016 12-07-2016  23.4.137.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-07-2016  23.4.139.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-07-2016  23.4.138.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.139.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-13-2016 12-07-2016  23.4.139.174:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-07-2016  23.4.139.174:443 SSL
Configurations

GOOD

07-30-2016 12-07-2016  23.4.142.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-07-2016  23.4.135.9:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-07-2016  23.4.135.9:443 SSL
Configurations

GOOD

07-20-2016 12-07-2016  23.4.143.127:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.143.127:443 SSL
Configurations

GOOD

07-29-2016 12-07-2016  23.4.130.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.140.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 12-07-2016  23.4.129.248:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-07-2016  23.4.129.248:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-07-2016  23.4.132.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-07-2016  23.4.143.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-07-2016  23.4.134.9:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-07-2016  23.4.139.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-07-2016 12-07-2016  23.4.131.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.131.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.136.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 12-07-2016  23.4.140.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-07-2016  23.4.139.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.134.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-07-2016  23.4.131.95:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.131.95:443 SSL
Configurations

GOOD

11-30-2016 12-07-2016  23.4.140.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-07-2016  23.4.135.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.128.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.132.140:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.129.139:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.131.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-07-2016  23.4.135.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.138.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-02-2016 12-07-2016  23.4.130.76:443 Open	Ports GOOD Detected	service:
HTTPS

07-16-2016 12-07-2016  23.4.130.76:443 SSL
Configurations

GOOD

01-04-2016 12-07-2016  23.4.136.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.138.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-05-2016 12-07-2016  23.4.140.119:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-07-2016  23.4.136.121:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-07-2016  23.4.138.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-04-2016 12-07-2016  23.4.140.158:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-07-2016  23.4.142.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.133.172:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 12-07-2016  23.4.128.158:443 Open	Ports GOOD Detected	service:
HTTPS

11-09-2016 12-07-2016  23.4.128.158:443 SSL
Configurations

GOOD

11-23-2016 12-07-2016  23.4.138.40:443 Open	Ports GOOD Typical	service:
HTTPS

12-07-2016 12-07-2016  23.4.132.205:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-07-2016  23.4.132.205:443 SSL
Configurations

GOOD

01-14-2016 12-07-2016  23.4.129.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.132.72:443 Open	Ports GOOD Typical	service:
HTTPS

06-05-2016 12-07-2016  23.4.140.29:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.139.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-07-2016  23.4.137.171:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-01-2016 12-07-2016  23.4.134.118:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-07-2016  23.4.133.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-07-2016  23.4.142.25:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-07-2016  23.4.133.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-07-2016  23.4.141.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-07-2016  23.4.139.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-07-2016  23.4.134.103:443 Open	Ports GOOD Typical	service:
HTTPS

11-19-2016 12-07-2016  23.4.136.246:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-07-2016  23.4.140.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-05-2016 12-07-2016  23.4.140.175:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-07-2016  23.4.130.172:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-07-2016  23.4.143.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.130.135:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-07-2016  23.4.130.135:443 SSL
Configurations

GOOD

11-10-2016 12-07-2016  23.4.138.251:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-07-2016  23.4.133.127:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-07-2016  23.4.133.127:443 SSL
Configurations

GOOD

12-07-2016 12-07-2016  23.4.131.199:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-07-2016  23.4.131.199:443 SSL
Configurations

GOOD

11-24-2016 12-07-2016  23.4.137.140:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-07-2016  23.4.143.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-07-2016  23.4.137.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-07-2016  23.4.139.221:443 Open	Ports GOOD Typical	service:
HTTPS

07-05-2016 12-07-2016  23.4.128.59:443 Open	Ports GOOD Detected	service:
HTTPS

07-05-2016 12-07-2016  23.4.128.59:443 SSL
Configurations

GOOD

01-06-2016 12-07-2016  23.4.139.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 12-07-2016  23.4.134.26:443 Open	Ports GOOD Typical	service:
HTTPS

11-29-2016 12-07-2016  23.4.134.188:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-07-2016  23.4.134.187:443 Open	Ports GOOD Typical	service:
HTTPS

11-28-2016 12-07-2016  23.4.128.220:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-07-2016  23.4.128.220:443 SSL
Configurations

GOOD

11-29-2016 12-07-2016  23.4.136.103:443 Open	Ports GOOD Detected	service:
HTTPS

11-29-2016 12-07-2016  23.4.136.103:443 SSL
Configurations

GOOD

01-16-2016 12-07-2016  23.4.134.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.133.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.132.159:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-07-2016  23.4.130.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-07-2016 12-07-2016  23.4.135.123:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-07-2016  23.4.132.87:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-07-2016  23.4.132.87:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-28-2016 12-07-2016  23.4.141.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-07-2016  23.4.134.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-07-2016  23.4.130.140:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-07-2016  23.4.138.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.132.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-07-2016  23.4.139.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.137.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-07-2016  23.4.137.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-07-2016  23.4.134.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-07-2016  23.4.142.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-22-2015 12-07-2016  23.4.138.162:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-02-2016 12-06-2016  23.4.128.27:443 SSL
Certificates

GOOD

01-08-2016 12-06-2016  23.4.142.139:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-06-2016  23.4.142.139:443 SSL
Configurations

GOOD

11-07-2016 12-06-2016  23.4.142.172:443 Open	Ports GOOD Typical	service:
HTTPS

12-01-2016 12-06-2016  volvocarspreowned.autotrader.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	50

11-26-2016 12-06-2016  23.4.129.167:443 SSL
Certificates

GOOD

08-26-2016 12-06-2016  testissuer1.digitalcardservice.com SSL
Certificates

GOOD

08-22-2016 12-06-2016  punchouttogodev.corpenttech.com SSL
Certificates

GOOD

11-07-2016 12-06-2016  23.4.138.121:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.129.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.128.27:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-06-2016  23.4.128.27:443 SSL
Configurations

GOOD

01-02-2016 12-06-2016  23.4.136.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.133.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-06-2016  23.4.142.8:443 Open	Ports GOOD Typical	service:
HTTPS

09-27-2016 12-06-2016  www.online-banking.standardchartered.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

11-08-2016 12-06-2016  globalcompanions.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	41

01-02-2016 12-06-2016  23.4.143.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-24-2016 12-06-2016  23.4.135.70:443 Open	Ports GOOD Detected	service:
HTTPS

02-05-2016 12-06-2016  23.4.135.70:443 SSL
Configurations

GOOD

11-13-2016 12-06-2016  23.4.142.154:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-06-2016  23.4.129.54:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-27-2016 12-06-2016  23.4.129.54:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-05-2016 12-06-2016  23.4.134.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-06-2016  23.4.134.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-06-2016  23.4.140.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-06-2016  23.4.132.135:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-06-2016  23.4.132.135:443 SSL
Configurations

GOOD

01-03-2016 12-06-2016  23.4.128.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.136.174:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-06-2016  23.4.129.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-06-2016  23.4.138.77:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-06-2016  23.4.130.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 12-06-2016  23.4.136.235:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-06-2016  23.4.133.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.130.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-21-2016 12-06-2016  23.4.135.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-06-2016  23.4.134.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-06-2016  23.4.134.204:443 Open	Ports GOOD Typical	service:
HTTPS

10-22-2016 12-06-2016  23.4.128.138:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-06-2016  23.4.143.12:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-06-2016  23.4.143.12:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-19-2016 12-06-2016  23.4.132.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-06-2016  23.4.138.88:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.130.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-06-2016  23.4.130.167:443 SSL
Configurations

GOOD

01-07-2016 12-06-2016  23.4.135.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-06-2016  23.4.135.125:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-06-2016  23.4.135.125:443 SSL
Configurations

GOOD

01-02-2016 12-06-2016  23.4.132.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-06-2016  23.4.128.233:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 12-06-2016  23.4.128.233:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.137.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-06-2016  23.4.130.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-26-2016 12-06-2016  23.4.143.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-29-2016 12-06-2016  23.4.129.201:443 Open	Ports GOOD Detected	service:
HTTPS

01-29-2016 12-06-2016  23.4.129.201:443 SSL
Configurations

GOOD

01-21-2016 12-06-2016  23.4.131.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.137.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.142.251:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.131.150:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-06-2016  23.4.131.150:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.133.230:443 Open	Ports GOOD Typical	service:
HTTPS

10-17-2016 12-06-2016  23.4.129.55:443 Open	Ports GOOD Detected	service:
HTTPS

10-17-2016 12-06-2016  23.4.129.55:443 SSL
Configurations

GOOD

01-12-2016 12-06-2016  23.4.139.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.135.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-06-2016  23.4.135.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-01-2016 12-06-2016  23.4.133.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-06-2016  23.4.133.42:443 SSL
Configurations

GOOD

01-22-2016 12-06-2016  23.4.136.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-06-2016  23.4.137.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-05-2016 12-06-2016  23.4.130.154:443 Open	Ports GOOD Detected	service:
HTTPS

05-05-2016 12-06-2016  23.4.130.154:443 SSL
Configurations

GOOD

01-12-2016 12-06-2016  23.4.136.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-06-2016  23.4.136.237:443 SSL
Configurations

GOOD

01-23-2016 12-06-2016  23.4.133.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-06-2016  23.4.137.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-06-2016  23.4.129.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-06-2016  23.4.140.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-06-2016  23.4.140.143:443 SSL
Configurations

GOOD

11-15-2016 12-06-2016  23.4.137.73:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-01-2016 12-06-2016  23.4.140.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 12-06-2016  23.4.140.190:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-06-2016  23.4.143.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-06-2016  23.4.142.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-06-2016  23.4.141.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-06-2016  23.4.137.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-06-2016  23.4.142.137:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-06-2016  23.4.134.141:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-06-2016  23.4.132.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.133.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-06-2016  23.4.140.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.132.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.130.94:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-06-2016  23.4.130.94:443 SSL
Configurations

GOOD

01-05-2016 12-06-2016  23.4.130.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.143.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-18-2016 12-06-2016  23.4.128.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-11-2016 12-06-2016  23.4.140.167:443 Open	Ports GOOD Typical	service:
HTTPS

06-26-2016 12-06-2016  23.4.135.75:443 Open	Ports GOOD Detected	service:
HTTPS

06-26-2016 12-06-2016  23.4.135.75:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-17-2016 12-06-2016  23.4.131.191:443 Open	Ports GOOD Detected	service:
HTTPS

03-31-2016 12-06-2016  23.4.131.191:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.137.170:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.140.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.138.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.135.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-06-2016  23.4.138.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-06-2016  23.4.138.237:443 SSL
Configurations

GOOD

01-12-2016 12-06-2016  23.4.138.11:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-06-2016  23.4.138.11:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-03-2016 12-06-2016  23.4.134.41:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-06-2016  23.4.137.189:443 Open	Ports GOOD Typical	service:
HTTPS

02-08-2016 12-06-2016  23.4.135.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-06-2016  23.4.135.182:443 SSL
Configurations

GOOD

09-29-2016 12-06-2016  23.4.137.24:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-06-2016  23.4.130.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-06-2016  23.4.130.46:443 SSL
Configurations

GOOD

01-13-2016 12-06-2016  23.4.128.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.130.220:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-06-2016  23.4.130.220:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-29-2016 12-06-2016  23.4.132.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-06-2016  23.4.135.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.138.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-06-2016  23.4.138.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-06-2016  23.4.137.182:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-06-2016  23.4.143.41:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.132.13:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-06-2016  23.4.141.94:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-06-2016  23.4.142.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-06-2016  23.4.142.122:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-13-2016 12-06-2016  23.4.139.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 12-06-2016  23.4.139.200:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.132.90:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.133.56:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.132.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-06-2016  23.4.129.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-06-2016  23.4.131.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.142.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-06-2016  23.4.130.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-11-2016 12-06-2016  23.4.134.158:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-06-2016  23.4.134.158:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.143.90:443 Open	Ports GOOD Typical	service:
HTTPS

07-13-2016 12-06-2016  23.4.141.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.128.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.139.156:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-06-2016  23.4.139.156:443 SSL
Configurations

GOOD

02-06-2016 12-06-2016  23.4.137.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-06-2016  23.4.137.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-06-2016  23.4.130.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.136.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 12-06-2016  23.4.138.254:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-06-2016  23.4.143.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-06-2016  23.4.139.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-02-2016 12-06-2016  23.4.135.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-06-2016  23.4.135.58:443 SSL
Configurations

GOOD

01-02-2016 12-06-2016  23.4.134.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-06-2016  23.4.138.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-06-2016  23.4.138.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-25-2016 12-06-2016  23.4.132.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-06-2016  23.4.130.222:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 353

01-25-2016 12-06-2016  23.4.130.222:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.133.91:443 Open	Ports GOOD Typical	service:
HTTPS

10-07-2016 12-06-2016  23.4.143.140:443 Open	Ports GOOD Typical	service:
HTTPS

01-29-2016 12-06-2016  23.4.137.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.129.12:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.135.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.128.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-06-2016  23.4.137.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.133.247:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.133.122:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 12-06-2016  23.4.142.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.143.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.135.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.136.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.142.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-15-2016 12-06-2016  23.4.132.203:443 Open	Ports GOOD Detected	service:
HTTPS

10-15-2016 12-06-2016  23.4.132.203:443 SSL
Configurations

GOOD

11-27-2016 12-06-2016  23.4.128.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-06-2016  23.4.128.28:443 SSL
Configurations

GOOD

01-06-2016 12-06-2016  23.4.130.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.133.104:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.139.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-06-2016  23.4.135.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.130.169:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-06-2016  23.4.130.169:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.131.56:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-06-2016  23.4.131.56:443 SSL
Configurations

GOOD

01-11-2016 12-06-2016  23.4.135.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-06-2016  23.4.138.171:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.143.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-24-2016 12-06-2016  23.4.137.187:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 12-06-2016  23.4.137.187:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-06-2016  23.4.130.199:443 Open	Ports GOOD Detected	service:
HTTPS

02-14-2016 12-06-2016  23.4.130.199:443 SSL
Configurations

GOOD

11-13-2016 12-06-2016  23.4.143.158:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.128.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-06-2016  23.4.129.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.141.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-02-2016 12-06-2016  23.4.128.202:443 Open	Ports GOOD Detected	service:
HTTPS

08-02-2016 12-06-2016  23.4.128.202:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-06-2016  23.4.135.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.129.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-06-2016  23.4.132.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.132.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-06-2016  23.4.136.166:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-06-2016  23.4.131.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-06-2016  23.4.134.138:443 Open	Ports GOOD Typical	service:
HTTPS

09-26-2016 12-06-2016  23.4.142.238:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-06-2016  23.4.142.238:443 SSL
Configurations

GOOD

01-05-2016 12-06-2016  23.4.134.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-15-2016 12-06-2016  23.4.130.223:443 Open	Ports GOOD Detected	service:
HTTPS

10-15-2016 12-06-2016  23.4.130.223:443 SSL
Configurations

GOOD

12-04-2016 12-06-2016  23.4.131.175:443 Open	Ports GOOD Detected	service:
HTTPS

04-27-2016 12-06-2016  23.4.131.175:443 SSL
Configurations

GOOD

11-12-2016 12-06-2016  23.4.132.60:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-06-2016  23.4.132.60:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.134.79:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-06-2016  23.4.133.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.140.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.140.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-06-2016  23.4.136.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-06-2016  23.4.130.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.142.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-06-2016  23.4.140.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-06-2016  23.4.136.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-02-2016 12-06-2016  23.4.140.168:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.140.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.142.61:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-06-2016  23.4.142.61:443 SSL
Configurations

GOOD

01-17-2016 12-06-2016  23.4.131.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.130.231:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-06-2016  23.4.130.231:443 SSL
Configurations

GOOD

01-10-2016 12-06-2016  23.4.134.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.143.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.135.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-06-2016  23.4.138.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.128.166:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-06-2016  23.4.128.166:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.133.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-06-2016  23.4.132.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-06-2016  23.4.142.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.138.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.134.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-12-2016 12-06-2016  23.4.129.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-06-2016  23.4.129.182:443 SSL
Configurations

GOOD

10-04-2016 12-06-2016  23.4.138.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.141.121:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-06-2016  23.4.141.121:443 SSL
Configurations

GOOD

01-20-2016 12-06-2016  23.4.135.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.143.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-06-2016  23.4.139.123:443 Open	Ports GOOD Typical	service:
HTTPS

06-10-2016 12-06-2016  23.4.136.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.130.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-06-2016  23.4.130.89:443 SSL
Configurations

GOOD

01-03-2016 12-06-2016  23.4.142.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.136.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 12-06-2016  23.4.136.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-06-2016  23.4.132.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-06-2016  23.4.130.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-09-2016 12-06-2016  23.4.136.142:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-09-2016 12-06-2016  23.4.136.142:443 SSL
Configurations

GOOD

11-03-2016 12-06-2016  23.4.142.207:443 Open	Ports GOOD Typical	service:
HTTPS

05-19-2016 12-06-2016  23.4.129.127:443 Open	Ports GOOD Detected	service:
HTTPS

05-19-2016 12-06-2016  23.4.129.127:443 SSL
Configurations

GOOD

01-11-2016 12-06-2016  23.4.132.70:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-06-2016  23.4.132.70:443 SSL
Configurations

GOOD

07-04-2016 12-06-2016  23.4.143.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-15-2016 12-06-2016  23.4.132.31:443 Open	Ports GOOD Detected	service:
HTTPS

10-15-2016 12-06-2016  23.4.132.31:443 SSL
Configurations

GOOD

01-05-2016 12-06-2016  23.4.136.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.136.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.139.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.140.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-06-2016  23.4.133.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.138.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-06-2016  23.4.138.168:443 SSL
Configurations

GOOD

11-10-2016 12-06-2016  23.4.128.136:443 Open	Ports GOOD Detected	service:
HTTPS

11-10-2016 12-06-2016  23.4.128.136:443 SSL
Configurations

GOOD

01-06-2016 12-06-2016  23.4.133.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.130.123:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-06-2016  23.4.143.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.129.108:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-06-2016  23.4.134.221:443 Open	Ports GOOD Typical	service:
HTTPS

06-21-2016 12-06-2016  23.4.140.217:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.129.23:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-06-2016  23.4.134.42:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-06-2016  23.4.129.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-06-2016  23.4.129.167:443 SSL
Configurations

GOOD

01-02-2016 12-06-2016  23.4.128.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 12-06-2016  23.4.129.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-06-2016  23.4.140.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-06-2016  23.4.135.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-06-2016  23.4.129.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-06-2016  23.4.138.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-06-2016  23.4.130.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.131.7:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-06-2016  23.4.131.7:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.129.47:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-06-2016  23.4.139.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.137.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-06-2016  23.4.139.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.132.9:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-06-2016  23.4.134.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 12-06-2016  23.4.137.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-06-2016  23.4.142.253:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-06-2016  23.4.141.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-06-2016  23.4.140.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-06-2016  23.4.132.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.134.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-06-2016  23.4.142.153:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-06-2016  23.4.131.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-06-2016  23.4.129.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.137.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-06-2016  23.4.131.75:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-06-2016  23.4.131.75:443 SSL
Configurations

GOOD

01-18-2016 12-06-2016  23.4.137.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-06-2016  23.4.137.237:443 SSL
Configurations

GOOD

11-12-2016 12-06-2016  23.4.136.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.143.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-06-2016  23.4.138.58:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-23-2016 12-06-2016  23.4.129.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.129.187:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-06-2016  23.4.142.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-06-2016  23.4.132.184:443 Open	Ports GOOD Detected	service:
HTTPS

03-09-2016 12-06-2016  23.4.132.184:443 SSL
Configurations

GOOD

01-05-2016 12-06-2016  23.4.138.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-06-2016  23.4.139.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-06-2016  23.4.142.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-06-2016  23.4.130.138:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-06-2016  23.4.138.235:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-26-2016 12-06-2016  23.4.128.102:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-06-2016  23.4.128.102:443 SSL
Configurations

GOOD

01-05-2016 12-06-2016  23.4.136.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-06-2016  23.4.137.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-06-2016  23.4.139.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-06-2016 12-06-2016  23.4.138.158:443 Open	Ports GOOD Typical	service:
HTTPS

11-22-2016 12-06-2016  23.4.142.111:443 Open	Ports GOOD Typical	service:
HTTPS

07-22-2016 12-06-2016  23.4.131.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-06-2016  23.4.131.172:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-06-2016  23.4.130.188:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-10-2016 12-06-2016  23.4.139.94:443 Open	Ports GOOD Typical	service:
HTTPS

06-29-2016 12-06-2016  23.4.140.204:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-06-2016  23.4.132.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-06-2016  23.4.143.143:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.135.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-06-2016  23.4.130.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-06-2016  23.4.143.171:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-06-2016  23.4.128.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-01-2016 12-06-2016  23.4.134.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-06-2016  23.4.143.39:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-06-2016  23.4.135.221:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-06-2016  23.4.135.221:443 SSL
Configurations

GOOD

01-12-2016 12-06-2016  23.4.137.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-06-2016  23.4.137.108:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.133.237:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-06-2016  23.4.134.246:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-06-2016  23.4.134.246:443 SSL
Configurations

GOOD

11-30-2016 12-06-2016  23.4.128.41:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 12-06-2016  23.4.128.41:443 SSL
Configurations

GOOD

01-11-2016 12-06-2016  23.4.143.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-02-2016 12-06-2016  23.4.139.141:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-06-2016  23.4.139.141:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.131.92:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-06-2016  23.4.139.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-06-2016  23.4.132.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-06-2016  23.4.141.218:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-06-2016  23.4.134.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-06-2016  23.4.134.76:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-06-2016  23.4.143.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-06-2016  23.4.128.76:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-06-2016 12-06-2016  23.4.128.46:443 Open	Ports GOOD Typical	service:
HTTPS

12-06-2016 12-06-2016  23.4.133.151:443 Open	Ports GOOD Detected	service:
HTTPS

01-30-2016 12-06-2016  23.4.133.151:443 SSL
Configurations

GOOD

11-11-2016 12-06-2016  23.4.141.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-06-2016  23.4.129.59:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 12-06-2016  23.4.129.59:443 SSL
Configurations

GOOD

12-06-2016 12-06-2016  23.4.132.169:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-06-2016  23.4.128.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 12-06-2016  23.4.129.54:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-06-2016 12-06-2016  23.4.137.187:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.131.41:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-05-2016  23.4.131.41:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-02-2016 12-05-2016  23.4.140.62:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-05-2016  23.4.140.62:443 SSL
Configurations

GOOD

11-05-2016 12-05-2016  digital.bankofsingapore.com SSL
Certificates

GOOD

06-13-2016 12-05-2016  23.4.136.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-05-2016  richfx.com SSL
Certificates

GOOD

01-02-2016 12-05-2016  23.4.140.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-26-2016 12-05-2016  consumers.encompassinsurance.com SSL
Certificates

GOOD

08-02-2016 12-05-2016  qantaspoints.com.au SSL
Certificates

GOOD

01-03-2016 12-05-2016  23.4.142.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-01-2016 12-05-2016  www.apl.com SSL
Certificates

GOOD

01-04-2016 12-05-2016  23.4.140.24:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 376

01-04-2016 12-05-2016  23.4.140.24:443 SSL
Configurations

GOOD

11-02-2016 12-05-2016  23.4.138.201:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-05-2016  23.4.135.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-05-2016  i2.answers.microsoft.com SSL
Certificates

GOOD

12-05-2016 12-05-2016  23.4.132.11:443 Open	Ports GOOD Detected	service:
HTTPS

10-24-2016 12-05-2016  23.4.132.11:443 SSL
Configurations

GOOD

11-23-2016 12-05-2016  imvu.com SSL
Certificates

GOOD

09-15-2016 12-05-2016  mormonchannel.org SSL
Certificates

GOOD

07-15-2016 12-05-2016  23.4.140.55:443 Open	Ports GOOD Detected	service:
HTTPS

07-15-2016 12-05-2016  23.4.140.55:443 SSL
Configurations

GOOD

06-12-2016 12-05-2016  23.4.130.90:443 Open	Ports GOOD Detected	service:
HTTPS

06-12-2016 12-05-2016  23.4.130.90:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-05-2016  23.4.141.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-05-2016  23.4.133.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.130.77:443 Open	Ports GOOD Typical	service:
HTTPS

07-11-2016 12-05-2016  23.4.128.77:443 Open	Ports GOOD Detected	service:
HTTPS

07-11-2016 12-05-2016  23.4.128.77:443 SSL
Configurations

GOOD

11-13-2016 12-05-2016  23.4.128.172:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-05-2016  biapps-fusioncrm.oracle.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	34

01-07-2016 12-05-2016  23.4.131.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.136.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-05-2016  23.4.130.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-07-2016 12-05-2016  23.4.134.60:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-07-2016 12-05-2016  23.4.134.60:443 SSL
Configurations

GOOD

11-27-2016 12-05-2016  23.4.143.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-05-2016  23.4.143.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-05-2016  23.4.141.47:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-05-2016  23.4.136.207:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-05-2016  23.4.143.78:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-05-2016  23.4.136.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.138.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-14-2016 12-05-2016  23.4.140.187:443 Open	Ports GOOD Detected	service:
HTTPS

07-14-2016 12-05-2016  23.4.140.187:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-29-2016 12-05-2016  23.4.135.14:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-05-2016  23.4.135.14:443 SSL
Configurations

GOOD

10-22-2016 12-05-2016  23.4.129.143:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-05-2016  23.4.129.143:443 SSL
Configurations

GOOD

01-03-2016 12-05-2016  23.4.143.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-05-2016  23.4.138.12:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 12-05-2016  23.4.128.127:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-05-2016  23.4.128.127:443 SSL
Configurations

GOOD

01-06-2016 12-05-2016  23.4.134.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-05-2016  23.4.137.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.131.186:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-05-2016  23.4.137.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.133.89:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-05-2016  23.4.128.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-05-2016  23.4.135.239:443 Open	Ports GOOD Detected	service:
HTTPS

07-30-2016 12-05-2016  23.4.135.239:443 SSL
Configurations

GOOD

11-02-2016 12-05-2016  23.4.139.138:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-05-2016  23.4.128.206:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-05-2016  23.4.128.206:443 SSL
Configurations

GOOD

02-03-2016 12-05-2016  23.4.130.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.137.122:443 Open	Ports GOOD Typical	service:
HTTPS

07-19-2016 12-05-2016  23.4.133.94:443 Open	Ports GOOD Detected	service:
HTTPS

07-19-2016 12-05-2016  23.4.133.94:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-18-2016 12-05-2016  23.4.135.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.143.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.129.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-05-2016  23.4.136.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-02-2016 12-05-2016  23.4.140.26:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-05-2016  23.4.139.158:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-05-2016  23.4.139.158:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-15-2016 12-05-2016  23.4.132.41:443 Open	Ports GOOD Detected	service:
HTTPS

07-15-2016 12-05-2016  23.4.132.41:443 SSL
Configurations

GOOD

01-07-2016 12-05-2016  23.4.134.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-05-2016  23.4.134.200:443 SSL
Configurations

GOOD

01-03-2016 12-05-2016  23.4.139.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-05-2016  23.4.139.167:443 SSL
Configurations

GOOD

01-11-2016 12-05-2016  23.4.136.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.138.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-05-2016  23.4.143.202:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.136.60:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-29-2016 12-05-2016  23.4.131.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.134.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.128.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-05-2016  23.4.139.43:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-05-2016  23.4.136.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-05-2016  23.4.141.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-05-2016  23.4.132.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-05-2016  23.4.136.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-05-2016  23.4.136.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-05-2016  23.4.142.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-17-2016 12-05-2016  23.4.135.218:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-05-2016  23.4.135.218:443 SSL
Configurations

GOOD

01-05-2016 12-05-2016  23.4.139.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.141.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-05-2016  23.4.136.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.135.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-05-2016  23.4.137.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-05-2016  23.4.143.120:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-05-2016  23.4.143.120:443 SSL
Configurations

GOOD

07-08-2016 12-05-2016  23.4.139.13:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.131.63:443 Open	Ports GOOD Detected	service:
HTTPS

07-25-2016 12-05-2016  23.4.131.63:443 SSL
Configurations

GOOD

01-13-2016 12-05-2016  23.4.135.205:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-05-2016  23.4.135.205:443 SSL
Configurations

GOOD

10-29-2016 12-05-2016  23.4.142.135:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-05-2016  23.4.135.141:443 Open	Ports GOOD Detected	service:
HTTPS

11-27-2016 12-05-2016  23.4.135.141:443 SSL
Configurations

GOOD

01-10-2016 12-05-2016  23.4.141.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.138.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-05-2016  23.4.138.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-01-2016 12-05-2016  23.4.137.173:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-05-2016  23.4.137.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-05-2016  23.4.142.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.142.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-05-2016  23.4.137.87:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-05-2016  23.4.133.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-05-2016  23.4.131.129:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

12-05-2016 12-05-2016  23.4.133.218:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-05-2016  23.4.143.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-05-2016  23.4.130.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-12-2016 12-05-2016  23.4.140.189:443 Open	Ports GOOD Detected	service:
HTTPS

11-12-2016 12-05-2016  23.4.140.189:443 SSL
Configurations

GOOD

11-14-2016 12-05-2016  23.4.138.203:443 Open	Ports GOOD Typical	service:
HTTPS

11-03-2016 12-05-2016  23.4.141.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-05-2016  23.4.130.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.132.221:443 Open	Ports GOOD Typical	service:
HTTPS

07-02-2016 12-05-2016  23.4.130.205:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-05-2016  23.4.133.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-05-2016  23.4.134.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-19-2016 12-05-2016  23.4.129.103:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-19-2016 12-05-2016  23.4.129.103:443 SSL
Configurations

GOOD

10-31-2016 12-05-2016  23.4.137.107:443 Open	Ports GOOD Typical	service:
HTTPS

07-31-2016 12-05-2016  23.4.134.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-05-2016  23.4.141.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-05-2016  23.4.132.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-05-2016  23.4.136.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.135.202:443 Open	Ports GOOD Typical	service:
HTTPS

11-20-2016 12-05-2016  23.4.142.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-05-2016  23.4.134.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-05-2016  23.4.136.222:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-17-2016 12-05-2016  23.4.128.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-05-2016  23.4.139.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.131.221:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.131.221:443 SSL
Configurations

GOOD

11-04-2016 12-05-2016  23.4.138.29:443 Open	Ports GOOD Typical	service:
HTTPS

01-24-2016 12-05-2016  23.4.143.239:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-05-2016  23.4.143.239:443 SSL
Configurations

GOOD

01-05-2016 12-05-2016  23.4.138.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-05-2016  23.4.131.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-05-2016  23.4.138.249:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-05-2016  23.4.133.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.129.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-05-2016  23.4.140.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-05-2016  23.4.139.191:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-05-2016  23.4.139.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.139.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-05-2016  23.4.133.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-05-2016  23.4.142.234:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-05-2016  23.4.135.109:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-05-2016  23.4.135.109:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-05-2016  23.4.143.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-05-2016  23.4.139.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-05-2016  23.4.143.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-05-2016  23.4.134.107:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.134.107:443 SSL
Configurations

GOOD

01-02-2016 12-05-2016  23.4.142.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.130.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-03-2016 12-05-2016  23.4.129.56:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-05-2016  23.4.140.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-05-2016  23.4.136.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 12-05-2016  23.4.139.155:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-05-2016  23.4.139.155:443 SSL
Configurations

GOOD

11-01-2016 12-05-2016  23.4.141.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-05-2016  23.4.134.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-05-2016  23.4.143.220:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-05-2016  23.4.130.218:443 Open	Ports GOOD Detected	service:
HTTPS

11-05-2016 12-05-2016  23.4.130.218:443 SSL
Configurations

GOOD

12-05-2016 12-05-2016  23.4.131.207:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-05-2016  23.4.131.207:443 SSL
Configurations

GOOD

01-07-2016 12-05-2016  23.4.137.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-14-2016 12-05-2016  23.4.137.13:443 Open	Ports GOOD Detected	service:
HTTPS

09-14-2016 12-05-2016  23.4.137.13:443 SSL
Configurations

GOOD

10-31-2016 12-05-2016  23.4.136.104:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.133.23:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-05-2016  23.4.137.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.133.59:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-05-2016  23.4.133.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-05-2016  23.4.140.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.132.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-17-2016 12-05-2016  23.4.135.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-05-2016  23.4.136.13:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.129.110:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-05-2016  23.4.142.169:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.130.79:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.130.79:443 SSL
Configurations

GOOD

01-02-2016 12-05-2016  23.4.129.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-05-2016  23.4.137.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-05-2016  23.4.137.89:443 SSL
Configurations

GOOD

01-04-2016 12-05-2016  23.4.139.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-05-2016  23.4.137.63:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-25-2016 12-05-2016  23.4.129.205:443 Open	Ports GOOD Detected	service:
HTTPS

04-02-2016 12-05-2016  23.4.129.205:443 SSL
Configurations

GOOD

12-05-2016 12-05-2016  23.4.133.223:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-05-2016  23.4.141.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-05-2016  23.4.134.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-05-2016  23.4.132.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.133.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-05-2016  23.4.143.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-05-2016  23.4.143.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.133.198:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-18-2016 12-05-2016  23.4.134.75:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-05-2016  23.4.140.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-05-2016  23.4.137.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.135.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-24-2016 12-05-2016  23.4.130.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-05-2016  23.4.128.217:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.128.217:443 SSL
Configurations

GOOD

05-15-2016 12-05-2016  23.4.140.135:443 Open	Ports GOOD Detected	service:
HTTPS

05-15-2016 12-05-2016  23.4.140.135:443 SSL
Configurations

GOOD

01-03-2016 12-05-2016  23.4.143.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-30-2016 12-05-2016  23.4.136.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-05-2016  23.4.130.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.139.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.133.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-05-2016  23.4.131.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-05-2016  23.4.139.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 12-05-2016  23.4.139.153:443 SSL
Configurations

GOOD

12-02-2016 12-05-2016  23.4.128.123:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-05-2016  23.4.128.123:443 SSL
Configurations

GOOD

01-11-2016 12-05-2016  23.4.135.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-05-2016  23.4.136.191:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-05-2016  23.4.128.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.141.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-05-2016  23.4.143.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-05-2016  23.4.131.118:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-05-2016  23.4.131.118:443 SSL
Configurations

GOOD

01-07-2016 12-05-2016  23.4.129.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-05-2016  23.4.138.95:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-05-2016  23.4.140.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-05-2016  23.4.132.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.135.216:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-05-2016  23.4.135.216:443 SSL
Configurations

GOOD

11-09-2016 12-05-2016  23.4.129.72:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-05-2016  23.4.129.72:443 SSL
Configurations

GOOD

01-05-2016 12-05-2016  23.4.143.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-05-2016  23.4.143.153:443 SSL
Configurations

GOOD

11-14-2016 12-05-2016  23.4.143.62:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-05-2016  23.4.138.199:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.129.214:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-05-2016  23.4.129.214:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-05-2016  23.4.143.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-05-2016  23.4.138.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.129.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-26-2016 12-05-2016  23.4.131.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-05-2016  23.4.139.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-05-2016  23.4.139.136:443 SSL
Configurations

GOOD

11-13-2016 12-05-2016  23.4.138.24:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-05-2016  23.4.143.24:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-05-2016  23.4.136.90:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-05-2016  23.4.129.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-05-2016  23.4.138.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-05-2016  23.4.132.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-05-2016  23.4.137.58:443 Open	Ports GOOD Typical	service:
HTTPS

07-17-2016 12-05-2016  23.4.140.188:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-05-2016  23.4.134.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.141.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 12-05-2016  23.4.135.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.131.60:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.131.60:443 SSL
Configurations

GOOD

12-05-2016 12-05-2016  23.4.130.126:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-05-2016 12-05-2016  23.4.130.126:443 SSL
Configurations

GOOD

01-10-2016 12-05-2016  23.4.135.190:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-05-2016  23.4.135.190:443 SSL
Configurations

GOOD

12-05-2016 12-05-2016  23.4.134.111:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.130.152:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-05-2016  23.4.130.152:443 SSL
Configurations

GOOD

01-01-2016 12-05-2016  23.4.138.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.128.152:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.131.39:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-05-2016  23.4.134.222:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-05-2016  23.4.130.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 12-05-2016  23.4.133.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-05-2016  23.4.130.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-05-2016  23.4.135.119:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 12-05-2016  23.4.135.119:443 SSL
Configurations

GOOD

11-07-2016 12-05-2016  23.4.137.157:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-05-2016  23.4.129.237:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-05-2016  23.4.129.237:443 SSL
Configurations

GOOD

01-08-2016 12-05-2016  23.4.128.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-05-2016  23.4.136.157:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 404

01-04-2016 12-05-2016  23.4.138.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-05-2016  23.4.134.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-05-2016  23.4.134.44:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-05-2016  23.4.141.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.130.127:443 Open	Ports GOOD Detected	service:
HTTPS

12-05-2016 12-05-2016  23.4.130.127:443 SSL
Configurations

GOOD

11-08-2016 12-05-2016  23.4.142.45:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-05-2016  23.4.130.158:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-05-2016  23.4.130.158:443 SSL
Configurations

GOOD

01-04-2016 12-05-2016  23.4.129.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-05-2016  23.4.131.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-05-2016  23.4.141.185:443 Open	Ports GOOD Typical	service:
HTTPS

02-05-2016 12-05-2016  23.4.135.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.129.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-05-2016  23.4.137.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-05-2016  23.4.129.13:443 SSL
Configurations

GOOD

12-05-2016 12-05-2016  23.4.131.220:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-05-2016  23.4.131.220:443 SSL
Configurations

GOOD

06-02-2016 12-05-2016  23.4.128.47:443 SSL
Configurations

GOOD

01-19-2016 12-05-2016  23.4.136.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-05-2016  23.4.130.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-05-2016  23.4.139.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-05-2016  23.4.135.198:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

12-05-2016 12-05-2016  23.4.131.171:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-05-2016  23.4.131.171:443 SSL
Configurations

GOOD

01-02-2016 12-05-2016  23.4.133.122:443 SSL
Configurations

GOOD

12-02-2016 12-05-2016  23.4.137.175:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-05-2016  23.4.141.42:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-05-2016  23.4.138.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-25-2016 12-05-2016  23.4.135.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-23-2016 12-05-2016  23.4.138.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-05-2016  23.4.138.153:443 SSL
Configurations

GOOD

01-03-2016 12-05-2016  23.4.129.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 12-05-2016  23.4.129.238:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-05-2016  23.4.129.238:443 SSL
Configurations

GOOD

11-25-2016 12-05-2016  23.4.129.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-05-2016  23.4.129.168:443 SSL
Configurations

GOOD

11-04-2016 12-05-2016  23.4.142.215:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-05-2016  23.4.131.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-05-2016  23.4.133.107:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-05-2016  23.4.141.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.128.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-05-2016  23.4.128.78:443 SSL
Configurations

GOOD

10-31-2016 12-05-2016  23.4.137.139:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-05-2016  23.4.139.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-05-2016  23.4.133.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-05-2016  23.4.136.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-05-2016  23.4.136.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-05-2016  23.4.137.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2016 12-05-2016  23.4.128.92:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-26-2016 12-05-2016  23.4.128.92:443 SSL
Configurations

GOOD

07-28-2016 12-05-2016  23.4.136.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-05-2016  23.4.134.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-18-2016 12-05-2016  23.4.135.12:443 Open	Ports GOOD Detected	service:
HTTPS

08-18-2016 12-05-2016  23.4.135.12:443 SSL
Configurations

GOOD

01-13-2016 12-05-2016  23.4.140.185:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 12-05-2016  23.4.140.185:443 SSL
Configurations

GOOD

01-02-2016 12-05-2016  23.4.136.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-05-2016  23.4.137.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-21-2016 12-05-2016  23.4.137.190:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-12-2016 12-05-2016  23.4.132.109:443 SSL
Configurations

GOOD

11-17-2016 12-05-2016  23.4.141.174:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 12-05-2016  23.4.141.13:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-05-2016  23.4.141.13:443 SSL
Configurations

GOOD

01-10-2016 12-05-2016  23.4.136.75:443 SSL
Configurations

GOOD

01-07-2016 12-05-2016  23.4.133.235:443 SSL
Configurations

GOOD

11-02-2016 12-05-2016  23.4.141.188:443 Open	Ports GOOD Typical	service:
HTTPS

12-05-2016 12-05-2016  23.4.130.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-05-2016  23.4.130.250:443 SSL
Configurations

GOOD

01-08-2016 12-05-2016  23.4.135.153:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-05-2016  23.4.132.9:443 SSL
Configurations

GOOD

11-17-2016 12-05-2016  23.4.139.45:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-05-2016  23.4.135.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-05-2016  23.4.143.109:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-05-2016  23.4.143.109:443 SSL
Configurations

GOOD

11-15-2016 12-05-2016  23.4.143.44:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-05-2016  23.4.138.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-05-2016  23.4.128.188:443 SSL
Configurations

GOOD

08-02-2016 12-05-2016  23.4.135.243:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2015 12-05-2016  23.4.133.94:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-04-2016  23.4.133.156:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-08-2016 12-04-2016  23.4.140.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-20-2016 12-04-2016  www.reaxys.com SSL
Certificates

GOOD

04-30-2016 12-04-2016  qa.etoolsmedia.wdpro.disney.com SSL
Certificates

GOOD

11-29-2016 12-04-2016  mercariapp.com SSL
Certificates

GOOD

01-09-2016 12-04-2016  23.4.143.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-04-2016  lemde.fr SSL
Certificates

GOOD

10-06-2016 12-04-2016  sec.eqbank.ca SSL
Certificates

GOOD

12-01-2016 12-04-2016  secure.stubhub-ua.com.ua SSL
Certificates

GOOD Large	number	of
DNS	Names:	67

12-04-2016 12-04-2016  23.4.130.234:443 Open	Ports GOOD Detected	service:
HTTPS

05-07-2016 12-04-2016  23.4.130.234:443 SSL
Configurations

GOOD

01-04-2016 12-04-2016  23.4.134.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-09-2016 12-04-2016  www.voicesactioncenter.org SSL
Certificates

GOOD

11-18-2016 12-04-2016  support-vendor.apple.com SSL
Certificates

GOOD

01-03-2016 12-04-2016  23.4.134.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 12-04-2016  23.4.132.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-02-2016 12-04-2016  23.4.139.157:443 Open	Ports GOOD Detected	service:
HTTPS

09-02-2016 12-04-2016  23.4.139.157:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  employeerecognitioncenter.libertymutual.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	100

07-29-2016 12-04-2016  23.4.139.103:443 SSL
Configurations

GOOD

09-18-2016 12-04-2016  secure2.preprod.au.raboplus.com SSL
Certificates

GOOD

11-08-2016 12-04-2016  23.4.138.63:443 Open	Ports GOOD Typical	service:
HTTPS

11-30-2016 12-04-2016  23.4.128.109:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.128.109:443 SSL
Configurations

GOOD

02-05-2016 12-04-2016  23.4.129.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-19-2016 12-04-2016  23.4.138.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-19-2016 12-04-2016  downloads.bbci.co.uk SSL
Certificates

GOOD Large	number	of
DNS	Names:	42

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-04-2016  23.4.142.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.129.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.139.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-04-2016  23.4.138.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-04-2016  23.4.132.43:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

11-05-2016 12-04-2016  23.4.132.43:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-04-2016  23.4.128.156:443 Open	Ports GOOD Detected	service:
HTTPS

03-04-2016 12-04-2016  23.4.128.156:443 SSL
Configurations

GOOD

01-15-2016 12-04-2016  23.4.129.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.131.74:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-04-2016  23.4.131.74:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.131.231:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-04-2016  23.4.131.231:443 SSL
Configurations

GOOD

11-02-2016 12-04-2016  23.4.142.95:443 Open	Ports GOOD Typical	service:
HTTPS

07-23-2016 12-04-2016  23.4.136.215:443 Open	Ports GOOD Detected	service:
HTTPS

07-23-2016 12-04-2016  23.4.136.215:443 SSL
Configurations

GOOD

11-05-2016 12-04-2016  23.4.141.189:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-04-2016  23.4.143.157:443 Open	Ports GOOD Typical	service:
HTTPS

01-24-2016 12-04-2016  23.4.143.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-04-2016  23.4.142.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-04-2016  23.4.129.60:443 SSL
Configurations

GOOD

01-03-2016 12-04-2016  23.4.131.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-04-2016  23.4.129.152:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.142.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-19-2016 12-04-2016  23.4.140.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.131.139:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-04-2016  23.4.131.139:443 SSL
Configurations

GOOD

11-22-2016 12-04-2016  23.4.132.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-04-2016  23.4.133.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.137.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-04-2016  23.4.137.118:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.137.118:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.143.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.128.185:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.128.185:443 SSL
Configurations

GOOD

01-03-2016 12-04-2016  23.4.132.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-04-2016  23.4.135.72:443 Open	Ports GOOD Detected	service:
HTTPS

08-07-2016 12-04-2016  23.4.135.72:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.132.151:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.132.151:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-13-2016 12-04-2016  23.4.136.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-04-2016  23.4.132.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-04-2016  23.4.142.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-04-2016  23.4.133.173:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-04-2016  23.4.133.173:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.129.62:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-04-2016  23.4.129.62:443 SSL
Configurations

GOOD

11-23-2016 12-04-2016  23.4.139.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-04-2016  23.4.130.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-06-2016 12-04-2016  23.4.136.230:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-04-2016  23.4.136.230:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.129.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-04-2016  23.4.133.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-04-2016  23.4.137.204:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-04-2016  23.4.137.204:443 SSL
Configurations

GOOD

01-18-2016 12-04-2016  23.4.138.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.128.30:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.128.30:443 SSL
Configurations

GOOD

01-16-2016 12-04-2016  23.4.128.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.136.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-17-2016 12-04-2016  23.4.129.9:443 SSL
Configurations

GOOD

11-13-2016 12-04-2016  23.4.134.15:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-04-2016  23.4.134.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.129.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-04-2016  23.4.141.187:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-04-2016  23.4.141.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-04-2016  23.4.136.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-04-2016  23.4.139.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-16-2016 12-04-2016  23.4.134.90:443 Open	Ports GOOD Detected	service:
HTTPS

10-16-2016 12-04-2016  23.4.134.90:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-11-2016 12-04-2016  23.4.143.200:443 Open	Ports GOOD Detected	service:
HTTPS

03-11-2016 12-04-2016  23.4.143.200:443 SSL
Configurations

GOOD

10-31-2016 12-04-2016  23.4.137.151:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 12-04-2016  23.4.133.121:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.133.121:443 SSL
Configurations

GOOD

11-14-2016 12-04-2016  23.4.132.22:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-04-2016  23.4.132.22:443 SSL
Configurations

GOOD

11-21-2016 12-04-2016  45.116.216.169:8081 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-04-2016  23.4.141.151:443 Open	Ports GOOD Typical	service:
HTTPS

10-20-2016 12-04-2016  23.4.141.167:443 Open	Ports GOOD Typical	service:
HTTPS

11-15-2016 12-04-2016  23.4.139.10:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 12-04-2016  23.4.129.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.131.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-04-2016  23.4.139.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-04-2016  23.4.141.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.135.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.131.31:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-04-2016  23.4.131.31:443 SSL
Configurations

GOOD

12-03-2016 12-04-2016  23.4.129.7:443 Open	Ports GOOD Detected	service:
HTTPS

12-03-2016 12-04-2016  23.4.129.7:443 SSL
Configurations

GOOD

01-10-2016 12-04-2016  23.4.129.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-03-2016 12-04-2016  23.4.141.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-04-2016  23.4.140.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-04-2016  23.4.143.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.128.79:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-04-2016  23.4.128.79:443 SSL
Configurations

GOOD

01-04-2016 12-04-2016  23.4.132.118:443 SSL
Configurations

GOOD

10-31-2016 12-04-2016  23.4.137.56:443 Open	Ports GOOD Typical	service:
HTTPS

11-12-2016 12-04-2016  23.4.132.40:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-04-2016  23.4.132.40:443 SSL
Configurations

GOOD

11-05-2016 12-04-2016  23.4.139.215:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-07-2016 12-04-2016  23.4.133.169:443 Open	Ports GOOD Detected	service:
HTTPS

09-07-2016 12-04-2016  23.4.133.169:443 SSL
Configurations

GOOD

01-03-2016 12-04-2016  23.4.128.119:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.128.119:443 SSL
Configurations

GOOD

01-07-2016 12-04-2016  23.4.129.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-18-2016 12-04-2016  23.4.143.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-04-2016  23.4.136.239:443 Open	Ports GOOD Detected	service:
HTTPS

11-15-2016 12-04-2016  23.4.136.239:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.140.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-04-2016  23.4.136.175:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-04-2016  23.4.136.42:443 SSL
Configurations

GOOD

01-09-2016 12-04-2016  23.4.135.232:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-04-2016  23.4.135.232:443 SSL
Configurations

GOOD

01-03-2016 12-04-2016  23.4.139.187:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.139.187:443 SSL
Configurations

GOOD

01-13-2016 12-04-2016  23.4.133.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.131.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.141.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 12-04-2016  23.4.137.215:443 Open	Ports GOOD Detected	service:
HTTPS

11-29-2016 12-04-2016  23.4.137.215:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-04-2016  23.4.129.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-04-2016  23.4.136.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.142.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.135.185:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.135.185:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.132.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-05-2016 12-04-2016  23.4.131.107:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.131.107:443 SSL
Configurations

GOOD

11-15-2016 12-04-2016  23.4.134.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-04-2016  23.4.142.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-04-2016  23.4.135.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-04-2016  23.4.143.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-04-2016  23.4.143.168:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-04-2016  23.4.134.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.133.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-04-2016  23.4.128.173:443 Open	Ports GOOD Detected	service:
HTTPS

11-30-2016 12-04-2016  23.4.128.173:443 SSL
Configurations

GOOD

01-28-2016 12-04-2016  23.4.130.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-04-2016  23.4.133.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.137.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-04-2016  23.4.128.187:443 Open	Ports GOOD Detected	service:
HTTPS

03-02-2016 12-04-2016  23.4.128.187:443 SSL
Configurations

GOOD

02-13-2016 12-04-2016  23.4.135.47:443 Open	Ports GOOD Detected	service:
HTTPS

02-13-2016 12-04-2016  23.4.135.47:443 SSL
Configurations

GOOD

01-18-2016 12-04-2016  23.4.132.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-04-2016  23.4.132.46:443 SSL
Configurations

GOOD

01-23-2016 12-04-2016  23.4.129.221:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.135.102:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-04-2016  23.4.135.102:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.131.93:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-04-2016  23.4.131.93:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.137.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-04-2016  23.4.133.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.133.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-04-2016  23.4.130.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-04-2016  23.4.130.248:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.130.123:443 SSL
Configurations

GOOD

06-13-2016 12-04-2016  23.4.140.220:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-04-2016  23.4.142.10:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-04-2016  23.4.142.26:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-04-2016  23.4.136.43:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-04-2016  23.4.136.43:443 SSL
Configurations

GOOD

07-15-2016 12-04-2016  23.4.135.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-12-2016 12-04-2016  23.4.139.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 12-04-2016  23.4.142.175:443 Open	Ports GOOD Typical	service:
HTTPS

12-04-2016 12-04-2016  23.4.131.12:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-04-2016  23.4.131.12:443 SSL
Configurations

GOOD

01-15-2016 12-04-2016  23.4.136.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-04-2016  23.4.136.78:443 SSL
Configurations

GOOD

11-07-2016 12-04-2016  23.4.138.15:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-04-2016  23.4.138.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-04-2016  23.4.133.59:443 SSL
Configurations

GOOD

11-03-2016 12-04-2016  23.4.141.106:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 12-04-2016  23.4.143.207:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-04-2016  23.4.132.93:443 SSL
Configurations

GOOD

01-04-2016 12-04-2016  23.4.129.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.132.102:443 SSL
Configurations

GOOD

07-24-2016 12-04-2016  23.4.129.142:443 SSL
Configurations

GOOD

01-11-2016 12-04-2016  23.4.129.142:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-04-2016  23.4.137.169:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-04-2016  23.4.129.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-04-2016  23.4.138.108:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-04-2016  23.4.137.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-04-2016  23.4.141.43:443 Open	Ports GOOD Typical	service:
HTTPS

11-21-2016 12-04-2016  23.4.142.30:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-04-2016  23.4.135.183:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.138.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-04-2016  23.4.133.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.143.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.130.189:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-04-2016  23.4.130.189:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.129.61:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-04-2016  23.4.134.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-04-2016  23.4.134.184:443 SSL
Configurations

GOOD

01-06-2016 12-04-2016  23.4.135.54:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-04-2016  23.4.135.54:443 SSL
Configurations

GOOD

01-09-2016 12-04-2016  23.4.137.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-04-2016  23.4.134.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-04-2016  23.4.143.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-04-2016  23.4.129.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-25-2016 12-04-2016  23.4.135.201:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-04-2016  23.4.135.201:443 SSL
Configurations

GOOD

06-21-2016 12-04-2016  23.4.140.47:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-04-2016  23.4.129.222:443 Open	Ports GOOD Detected	service:
HTTPS

05-21-2016 12-04-2016  23.4.129.222:443 SSL
Configurations

GOOD

07-10-2016 12-04-2016  23.4.138.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.131.236:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-04-2016  23.4.131.236:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-03-2016 12-04-2016  23.4.140.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-04-2016  23.4.129.188:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-04-2016  23.4.130.39:443 Open	Ports GOOD Detected	service:
HTTPS

12-04-2016 12-04-2016  23.4.130.39:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.132.218:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-04-2016  23.4.132.218:443 SSL
Configurations

GOOD

01-06-2016 12-04-2016  23.4.130.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-04-2016  23.4.136.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-04-2016  23.4.143.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-04-2016  23.4.132.30:443 Open	Ports GOOD Detected	service:
HTTPS

11-03-2016 12-04-2016  23.4.132.30:443 SSL
Configurations

GOOD

01-18-2016 12-04-2016  23.4.132.140:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-04-2016  23.4.141.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.131.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-04-2016  23.4.138.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.138.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-04-2016  23.4.138.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-16-2016 12-04-2016  23.4.140.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-04-2016  23.4.137.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-04-2016  23.4.132.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-04-2016  23.4.132.216:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.136.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 12-04-2016  23.4.132.108:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-04-2016  23.4.132.108:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.141.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-21-2016 12-04-2016  23.4.132.111:443 SSL
Configurations

GOOD

01-15-2016 12-04-2016  23.4.143.26:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-04-2016  23.4.143.26:443 SSL
Configurations

GOOD

01-04-2016 12-04-2016  23.4.135.92:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-04-2016  23.4.135.92:443 SSL
Configurations

GOOD

11-06-2016 12-04-2016  23.4.141.201:443 Open	Ports GOOD Typical	service:
HTTPS

11-30-2016 12-04-2016  23.4.130.70:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-23-2016 12-04-2016  23.4.130.70:443 SSL
Configurations

GOOD

05-14-2016 12-04-2016  23.4.131.232:443 Open	Ports GOOD Detected	service:
HTTPS

05-14-2016 12-04-2016  23.4.131.232:443 SSL
Configurations

GOOD

01-11-2016 12-04-2016  23.4.132.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.133.26:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-04-2016  23.4.133.26:443 SSL
Configurations

GOOD

11-18-2016 12-04-2016  23.4.143.199:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-04-2016  23.4.143.142:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 12-04-2016  23.4.137.222:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-04-2016  23.4.141.8:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-05-2016 12-04-2016  23.4.134.88:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-04-2016  23.4.129.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-04-2016  23.4.131.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.136.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-04-2016  23.4.136.218:443 Open	Ports GOOD Typical	service:
HTTPS

08-05-2016 12-04-2016  23.4.132.124:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-04-2016  23.4.132.124:443 SSL
Configurations

GOOD

08-01-2016 12-04-2016  23.4.142.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-04-2016  23.4.137.214:443 Open	Ports GOOD Typical	service:
HTTPS

12-04-2016 12-04-2016  23.4.130.214:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-04-2016  23.4.130.214:443 SSL
Configurations

GOOD

01-14-2016 12-04-2016  23.4.130.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.136.9:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-04-2016  23.4.136.9:443 SSL
Configurations

GOOD

01-08-2016 12-04-2016  23.4.138.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-04-2016  23.4.143.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-04-2016  23.4.137.29:443 SSL
Configurations

GOOD

01-14-2016 12-04-2016  23.4.129.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-03-2016 12-04-2016  23.4.140.31:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 12-04-2016  23.4.137.155:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-03-2016 12-04-2016  23.4.135.191:443 Open	Ports GOOD Detected	service:
HTTPS

12-03-2016 12-04-2016  23.4.135.191:443 SSL
Configurations

GOOD

01-07-2016 12-04-2016  23.4.143.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-04-2016  23.4.130.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-04-2016  23.4.130.25:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.131.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 12-04-2016  23.4.130.11:443 Open	Ports GOOD Detected	service:
HTTPS

06-29-2016 12-04-2016  23.4.130.11:443 SSL
Configurations

GOOD

01-28-2016 12-04-2016  23.4.133.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-04-2016  23.4.138.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-04-2016  23.4.134.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-04-2016  23.4.137.124:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-04-2016  23.4.137.124:443 SSL
Configurations

GOOD

11-15-2016 12-04-2016  23.4.143.13:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-04-2016  23.4.133.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-04-2016  23.4.136.254:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-25-2016 12-04-2016  23.4.129.200:443 Open	Ports GOOD Detected	service:
HTTPS

10-25-2016 12-04-2016  23.4.129.200:443 SSL
Configurations

GOOD

01-24-2016 12-04-2016  23.4.138.125:443 SSL
Configurations

GOOD

01-04-2016 12-04-2016  23.4.142.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-25-2016 12-04-2016  23.4.133.87:443 Open	Ports GOOD Detected	service:
HTTPS

06-25-2016 12-04-2016  23.4.133.87:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.133.124:443 SSL
Configurations

GOOD

01-06-2016 12-04-2016  23.4.141.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-04-2016  23.4.141.111:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.132.152:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-04-2016  23.4.132.152:443 SSL
Configurations

GOOD

01-18-2016 12-04-2016  23.4.129.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-19-2016 12-04-2016  23.4.131.91:443 SSL
Configurations

GOOD

01-07-2016 12-04-2016  23.4.136.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-07-2016 12-04-2016  23.4.142.104:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-04-2016  23.4.137.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-25-2016 12-04-2016  23.4.140.61:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 12-04-2016  23.4.143.173:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-04-2016  23.4.138.6:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-04-2016  23.4.130.106:443 SSL
Configurations

GOOD

01-02-2016 12-04-2016  23.4.133.234:443 SSL
Configurations

GOOD

12-04-2016 12-04-2016  23.4.130.134:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 12-04-2016  23.4.130.134:443 SSL
Configurations

GOOD

07-16-2016 12-04-2016  23.4.140.74:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-04-2016  23.4.128.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-04-2016  23.4.128.230:443 SSL
Configurations

GOOD

06-04-2016 12-04-2016  23.4.140.155:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-04-2016  23.4.133.220:443 SSL
Configurations

GOOD

07-13-2016 12-04-2016  23.4.140.153:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-04-2016  23.4.141.171:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-04-2016  23.4.143.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-14-2016 12-04-2016  23.4.137.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-04-2016  23.4.137.25:443 SSL
Configurations

GOOD

01-15-2016 12-04-2016  23.4.131.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-28-2016 12-04-2016  23.4.131.77:443 Open	Ports GOOD Detected	service:
HTTPS

05-28-2016 12-04-2016  23.4.131.77:443 SSL
Configurations

GOOD

01-07-2016 12-04-2016  23.4.135.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-04-2016 12-04-2016  23.4.131.235:443 Open	Ports GOOD Detected	service:
HTTPS

02-01-2016 12-04-2016  23.4.131.235:443 SSL
Configurations

GOOD

09-03-2016 12-04-2016  23.4.133.174:443 Open	Ports GOOD Detected	service:
HTTPS

07-30-2016 12-04-2016  23.4.133.174:443 SSL
Configurations

GOOD

01-07-2016 12-04-2016  23.4.135.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-04-2016  23.4.141.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-17-2016 12-04-2016  23.4.133.156:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Certificate	with
non-standard	root

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-04-2016  23.4.133.156:443 Open	Ports GOOD Detected	service:
HTTPS

11-05-2016 12-04-2016  23.4.138.221:443 Open	Ports GOOD Typical	service:
HTTPS

10-29-2016 12-04-2016  23.4.139.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-04-2016  23.4.135.249:443 SSL
Configurations

GOOD

08-27-2016 12-04-2016  23.4.143.172:443 Open	Ports GOOD Detected	service:
HTTPS

08-27-2016 12-04-2016  23.4.143.172:443 SSL
Configurations

GOOD

04-15-2016 12-04-2016  23.4.135.106:443 Open	Ports GOOD Detected	service:
HTTPS

04-15-2016 12-04-2016  23.4.135.106:443 SSL
Configurations

GOOD

01-10-2016 12-04-2016  23.4.128.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-11-2016 12-04-2016  23.4.136.28:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-11-2016 12-04-2016  23.4.136.28:443 SSL
Configurations

GOOD

10-25-2016 12-04-2016  23.4.129.93:443 Open	Ports GOOD Detected	service:
HTTPS

10-25-2016 12-04-2016  23.4.129.93:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.142.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 12-04-2016  23.4.140.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-16-2016 12-04-2016  23.4.134.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 12-04-2016  23.4.137.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-04-2016  23.4.139.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-04-2016  23.4.141.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-04-2016  23.4.143.121:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 449

01-03-2016 12-04-2016  23.4.134.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-04-2016  23.4.130.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.134.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-04-2016  23.4.136.169:443 Open	Ports GOOD Detected	service:
HTTPS

11-17-2016 12-04-2016  23.4.136.169:443 SSL
Configurations

GOOD

12-01-2016 12-04-2016  23.4.130.40:443 Open	Ports GOOD Detected	service:
HTTPS

06-23-2016 12-04-2016  23.4.130.40:443 SSL
Configurations

GOOD

01-05-2016 12-04-2016  23.4.137.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-04-2016  23.4.138.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-04-2016  23.4.133.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-04-2016 12-04-2016  23.4.131.236:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-20-2016 12-04-2016  23.4.132.43:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-14-2016 12-04-2016  23.4.135.49:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-17-2016 12-04-2016  23.4.133.156:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-27-2015 12-04-2016  23.4.136.115:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-03-2016 12-03-2016  securefirmsites50.findlaw.com SSL
Certificates

GOOD

10-22-2016 12-03-2016  www.latest.disneyworld.disney.go.com SSL
Certificates

GOOD

09-25-2016 12-03-2016  www.advancedsearchcorp.com SSL
Certificates

GOOD

12-03-2016 12-03-2016  23.4.130.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-03-2016  23.4.130.28:443 SSL
Configurations

GOOD

07-03-2016 12-03-2016  dcv.akamai.com SSL
Certificates

GOOD

12-01-2016 12-03-2016  g-station.ne.jp SSL
Certificates

GOOD

11-23-2016 12-03-2016  model.online.westcongroup.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-27-2016 12-03-2016  23.4.135.219:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-03-2016  23.4.135.219:443 SSL
Configurations

GOOD

01-12-2016 12-03-2016  23.4.140.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-03-2016  23.4.143.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-03-2016  23.4.128.45:443 SSL
Configurations

GOOD

07-17-2016 12-03-2016  tire.bridgestone.co.jp SSL
Certificates

GOOD

11-21-2016 12-03-2016  nrsi.com SSL
Certificates

GOOD

11-03-2016 12-03-2016  23.4.143.74:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-03-2016  securefirmsites91.findlaw.com SSL
Certificates

GOOD

09-02-2016 12-03-2016  build.me SSL
Certificates

GOOD

01-02-2016 12-03-2016  23.4.141.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-03-2016  redblue.flashtalking.com SSL
Certificates

GOOD

11-04-2016 12-03-2016  23.4.138.72:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-23-2016 12-03-2016  23.4.137.36:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-20-2016 12-03-2016  23.4.139.219:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-03-2016  23.4.139.219:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.135.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-02-2016 12-03-2016  23.4.131.214:443 SSL
Certificates

GOOD

10-18-2016 12-03-2016  23.4.133.246:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-03-2016  23.4.133.246:443 SSL
Configurations

GOOD

11-11-2016 12-03-2016  www.expediafortd.com SSL
Certificates

GOOD

01-14-2016 12-03-2016  23.4.133.62:443 SSL
Configurations

GOOD

04-29-2016 12-03-2016  static.linde-healthcare-elementar.de SSL
Certificates

GOOD Large	number	of
DNS	Names:	69

11-01-2016 12-03-2016  23.4.138.73:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-03-2016  23.4.137.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-03-2016  23.4.137.104:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-03-2016  23.4.137.104:443 SSL
Configurations

GOOD

10-22-2016 12-03-2016  23.4.129.235:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-03-2016  23.4.129.235:443 SSL
Configurations

GOOD

12-03-2016 12-03-2016  secureshop.dunkindonuts.com SSL
Certificates

GOOD

11-20-2016 12-03-2016  23.4.133.206:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.133.206:443 SSL
Configurations

GOOD

01-06-2016 12-03-2016  23.4.133.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-03-2016  23.4.137.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.128.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-03-2016 12-03-2016  23.4.128.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-03-2016  23.4.131.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-03-2016  23.4.135.188:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 12-03-2016  23.4.135.188:443 SSL
Configurations

GOOD

01-02-2016 12-03-2016  23.4.130.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.129.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-03-2016  23.4.129.76:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.142.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-03-2016  23.4.142.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-03-2016  23.4.128.199:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-03-2016  23.4.128.199:443 SSL
Configurations

GOOD

11-03-2016 12-03-2016  23.4.142.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-03-2016  23.4.136.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 12-03-2016  23.4.130.12:443 Open	Ports GOOD Detected	service:
HTTPS

11-30-2016 12-03-2016  23.4.130.12:443 SSL
Configurations

GOOD

01-10-2016 12-03-2016  23.4.136.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-03-2016  23.4.136.182:443 SSL
Configurations

GOOD

11-21-2016 12-03-2016  23.4.133.236:443 Open	Ports GOOD Detected	service:
HTTPS

04-14-2016 12-03-2016  23.4.133.236:443 SSL
Configurations

GOOD

11-19-2016 12-03-2016  23.4.137.44:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-07-2016 12-03-2016  23.4.135.74:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-03-2016  23.4.135.74:443 SSL
Configurations

GOOD

01-03-2016 12-03-2016  23.4.141.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.128.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-03-2016  23.4.134.159:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-03-2016  23.4.134.159:443 SSL
Configurations

GOOD

01-16-2016 12-03-2016  23.4.136.252:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.133.22:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-03-2016  23.4.133.22:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-26-2016 12-03-2016  23.4.133.231:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-03-2016  23.4.131.43:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-03-2016  23.4.131.43:443 SSL
Configurations

GOOD

12-03-2016 12-03-2016  23.4.128.38:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-03-2016  23.4.128.38:443 SSL
Configurations

GOOD

01-05-2016 12-03-2016  23.4.136.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 12-03-2016  23.4.137.22:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-03-2016  23.4.143.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-03-2016  23.4.132.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.132.76:443 SSL
Configurations

GOOD

01-09-2016 12-03-2016  23.4.129.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-03-2016  23.4.135.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-03-2016  23.4.132.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-03-2016  23.4.132.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.133.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-03-2016  23.4.129.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-09-2016 12-03-2016  23.4.138.169:443 Open	Ports GOOD Detected	service:
HTTPS

06-09-2016 12-03-2016  23.4.138.169:443 SSL
Configurations

GOOD

01-13-2016 12-03-2016  23.4.135.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.135.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-03-2016  23.4.141.44:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-15-2016 12-03-2016  23.4.134.59:443 Open	Ports GOOD Detected	service:
HTTPS

10-15-2016 12-03-2016  23.4.134.59:443 SSL
Configurations

GOOD

01-08-2016 12-03-2016  23.4.136.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.129.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-03-2016  23.4.132.175:443 Open	Ports GOOD Detected	service:
HTTPS

08-09-2016 12-03-2016  23.4.132.175:443 SSL
Configurations

GOOD

11-14-2016 12-03-2016  23.4.140.199:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-03-2016  23.4.133.203:443 SSL
Configurations

GOOD

01-02-2016 12-03-2016  23.4.138.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-03-2016  23.4.132.73:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-31-2016 12-03-2016  23.4.130.103:443 Open	Ports GOOD Detected	service:
HTTPS

05-31-2016 12-03-2016  23.4.130.103:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.140.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-03-2016  23.4.140.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.140.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-16-2016 12-03-2016  23.4.140.110:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-03-2016  23.4.129.91:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 12-03-2016  23.4.129.91:443 SSL
Configurations

GOOD

11-26-2016 12-03-2016  23.4.133.207:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.133.207:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-03-2016  23.4.132.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-15-2016 12-03-2016  23.4.137.57:443 SSL
Configurations

GOOD

01-05-2016 12-03-2016  23.4.135.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.135.46:443 SSL
Configurations

GOOD

01-21-2016 12-03-2016  23.4.134.111:443 SSL
Configurations

GOOD

01-03-2016 12-03-2016  23.4.132.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-25-2016 12-03-2016  23.4.142.167:443 Open	Ports GOOD Detected	service:
HTTPS

09-25-2016 12-03-2016  23.4.142.167:443 SSL
Configurations

GOOD

11-27-2016 12-03-2016  23.4.136.95:443 Open	Ports GOOD Typical	service:
HTTPS

02-03-2016 12-03-2016  23.4.138.206:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-03-2016 12-03-2016  23.4.138.206:443 SSL
Configurations

GOOD

01-13-2016 12-03-2016  23.4.130.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-03-2016  23.4.132.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-03-2016  23.4.132.153:443 SSL
Configurations

GOOD

12-03-2016 12-03-2016  23.4.139.61:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-03-2016  23.4.136.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-03-2016  23.4.131.103:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-03-2016  23.4.141.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-03-2016  23.4.141.46:443 SSL
Configurations

GOOD

01-15-2016 12-03-2016  23.4.135.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-22-2016 12-03-2016  23.4.142.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.129.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-05-2016 12-03-2016  23.4.140.140:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-03-2016  23.4.135.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-09-2016 12-03-2016  23.4.133.218:443 SSL
Configurations

GOOD

01-15-2016 12-03-2016  23.4.128.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-03-2016  23.4.135.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-03-2016  23.4.134.126:443 SSL
Configurations

GOOD

08-23-2016 12-03-2016  23.4.133.7:443 Open	Ports GOOD Detected	service:
HTTPS

02-01-2016 12-03-2016  23.4.133.7:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-03-2016 12-03-2016  23.4.138.189:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 12-03-2016  23.4.131.250:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 12-03-2016  23.4.129.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-03-2016  23.4.132.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.136.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.132.166:443 SSL
Configurations

GOOD

11-09-2016 12-03-2016  23.4.137.150:443 Open	Ports GOOD Typical	service:
HTTPS

09-01-2016 12-03-2016  23.4.131.13:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.131.13:443 SSL
Configurations

GOOD

11-07-2016 12-03-2016  23.4.139.233:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-13-2016 12-03-2016  23.4.141.141:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 12-03-2016  23.4.134.142:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-03-2016  23.4.135.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-03-2016  23.4.143.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-03-2016  23.4.130.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.143.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-03-2016  23.4.139.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-03-2016  23.4.129.186:443 SSL
Configurations

GOOD

01-02-2016 12-03-2016  23.4.134.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-03-2016  23.4.135.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-03-2016  23.4.134.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-03-2016  23.4.130.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.139.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-13-2016 12-03-2016  23.4.142.217:443 Open	Ports GOOD Detected	service:
HTTPS

10-13-2016 12-03-2016  23.4.142.217:443 SSL
Configurations

GOOD

11-11-2016 12-03-2016  23.4.133.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-03-2016  23.4.133.55:443 SSL
Configurations

GOOD

01-08-2016 12-03-2016  23.4.139.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-03-2016  23.4.129.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 12-03-2016  23.4.130.72:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 467

02-03-2016 12-03-2016  23.4.138.10:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-03-2016  23.4.138.10:443 SSL
Configurations

GOOD

05-24-2016 12-03-2016  23.4.138.110:443 Open	Ports GOOD Detected	service:
HTTPS

05-24-2016 12-03-2016  23.4.138.110:443 SSL
Configurations

GOOD

01-14-2016 12-03-2016  23.4.136.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-24-2016 12-03-2016  23.4.138.30:443 Open	Ports GOOD Detected	service:
HTTPS

10-24-2016 12-03-2016  23.4.138.30:443 SSL
Configurations

GOOD

01-05-2016 12-03-2016  23.4.141.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-21-2016 12-03-2016  23.4.137.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-03-2016  23.4.137.46:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-07-2016 12-03-2016  23.4.133.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.134.121:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-03-2016  23.4.134.121:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.140.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-17-2016 12-03-2016  23.4.139.71:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-03-2016  23.4.143.14:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 12-03-2016  23.4.138.106:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 12-03-2016  23.4.129.39:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-03-2016  23.4.134.169:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-03-2016  23.4.134.169:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-07-2016 12-03-2016  23.4.140.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-03-2016  23.4.133.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-03-2016  23.4.130.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-03-2016  23.4.141.124:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-03-2016  23.4.141.124:443 SSL
Configurations

GOOD

01-05-2016 12-03-2016  23.4.142.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-03-2016  23.4.128.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-03-2016  23.4.141.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-03-2016  23.4.141.222:443 SSL
Configurations

GOOD

01-11-2016 12-03-2016  23.4.134.219:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 12-03-2016  23.4.132.171:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-03-2016  23.4.132.171:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.130.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-05-2016 12-03-2016  23.4.133.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-03-2016  23.4.129.44:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

02-03-2016 12-03-2016  23.4.129.22:443 SSL
Configurations

GOOD

01-26-2016 12-03-2016  23.4.129.22:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 12-03-2016  23.4.138.183:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-03-2016  23.4.131.142:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-03-2016  23.4.129.190:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-07-2016 12-03-2016  23.4.135.26:443 Open	Ports GOOD Detected	service:
HTTPS

02-07-2016 12-03-2016  23.4.135.26:443 SSL
Configurations

GOOD

09-04-2016 12-03-2016  23.4.135.121:443 Open	Ports GOOD Detected	service:
HTTPS

02-08-2016 12-03-2016  23.4.135.121:443 SSL
Configurations

GOOD

07-08-2016 12-03-2016  23.4.140.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-03-2016  23.4.129.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-03-2016  23.4.139.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-03-2016  23.4.133.79:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-03-2016  23.4.133.79:443 SSL
Configurations

GOOD

11-13-2016 12-03-2016  23.4.131.190:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-17-2016 12-03-2016  23.4.132.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.130.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.133.45:443 SSL
Configurations

GOOD

01-19-2016 12-03-2016  23.4.136.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-03-2016  23.4.138.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.131.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-03-2016  23.4.136.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 12-03-2016  23.4.130.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-03-2016  23.4.130.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-03-2016  23.4.133.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-03-2016  23.4.129.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.139.220:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-03-2016  23.4.139.220:443 SSL
Configurations

GOOD

06-04-2016 12-03-2016  23.4.130.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-03-2016  23.4.139.26:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-03-2016  23.4.138.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-03-2016  23.4.128.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-03-2016  23.4.134.105:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-03-2016  23.4.129.134:443 Open	Ports GOOD Detected	service:
HTTPS

11-10-2016 12-03-2016  23.4.129.134:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-03-2016 12-03-2016  23.4.143.88:443 Open	Ports GOOD Detected	service:
HTTPS

08-03-2016 12-03-2016  23.4.143.88:443 SSL
Configurations

GOOD

06-20-2016 12-03-2016  23.4.140.43:443 Open	Ports GOOD Typical	service:
HTTPS

12-03-2016 12-03-2016  23.4.136.248:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 12-03-2016  23.4.130.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-03-2016  23.4.131.119:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-03-2016  23.4.131.119:443 SSL
Configurations

GOOD

01-13-2016 12-03-2016  23.4.135.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-03-2016  23.4.130.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-14-2016 12-03-2016  23.4.140.71:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 12-03-2016  23.4.143.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-03-2016  23.4.133.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-01-2016 12-03-2016  23.4.133.198:443 SSL
Configurations

GOOD

06-15-2016 12-03-2016  23.4.133.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 12-03-2016  23.4.133.89:443 SSL
Configurations

GOOD

12-03-2016 12-03-2016  23.4.129.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 12-03-2016  23.4.129.45:443 SSL
Configurations

GOOD

11-25-2016 12-03-2016  23.4.130.59:443 Open	Ports GOOD Detected	service:
HTTPS

11-25-2016 12-03-2016  23.4.130.59:443 SSL
Configurations

GOOD

11-19-2016 12-03-2016  23.4.137.61:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-03-2016  23.4.133.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-03-2016  23.4.131.92:443 SSL
Configurations

GOOD

11-08-2016 12-03-2016  23.4.134.29:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-03-2016  23.4.133.105:443 SSL
Configurations

GOOD

11-10-2016 12-03-2016  23.4.139.7:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 12-03-2016  23.4.136.205:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 12-03-2016  23.4.136.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-03-2016  23.4.128.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-03-2016  23.4.128.182:443 SSL
Configurations

GOOD

01-07-2016 12-03-2016  23.4.135.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-03-2016  23.4.132.220:443 SSL
Configurations

GOOD

01-09-2016 12-03-2016  23.4.131.202:443 SSL
Configurations

GOOD

01-07-2016 12-03-2016  23.4.140.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-03-2016  23.4.132.107:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-03-2016  23.4.132.107:443 SSL
Configurations

GOOD

07-24-2016 12-03-2016  23.4.139.223:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 12-03-2016  23.4.139.223:443 SSL
Configurations

GOOD

01-16-2016 12-03-2016  23.4.131.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-23-2016 12-03-2016  23.4.137.36:443 SSL
Configurations

WARN Certificate	with
non-standard	root

10-02-2016 12-03-2016  23.4.131.102:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-02-2016 12-03-2016  23.4.131.102:443 SSL
Configurations

GOOD

01-04-2016 12-03-2016  23.4.139.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 12-03-2016  23.4.139.58:443 SSL
Configurations

GOOD

12-01-2016 12-03-2016  23.4.130.22:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-03-2016  23.4.130.22:443 SSL
Configurations

GOOD

01-28-2016 12-03-2016  23.4.136.156:443 SSL
Configurations

GOOD

05-08-2016 12-03-2016  23.4.133.56:443 SSL
Configurations

GOOD

01-22-2016 12-03-2016  23.4.133.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-22-2016 12-03-2016  23.4.136.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-03-2016  23.4.136.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-17-2016 12-03-2016  23.4.132.183:443 SSL
Configurations

GOOD

11-15-2016 12-03-2016  23.4.138.135:443 Open	Ports GOOD Typical	service:
HTTPS

01-31-2016 12-03-2016  23.4.131.173:443 Open	Ports GOOD Detected	service:
HTTPS

01-31-2016 12-03-2016  23.4.131.173:443 SSL
Configurations

GOOD

06-27-2016 12-03-2016  23.4.140.121:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 12-03-2016  23.4.141.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-03-2016  23.4.140.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-03-2016  23.4.140.169:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 12-03-2016  23.4.140.169:443 SSL
Configurations

GOOD

01-03-2016 12-03-2016  23.4.139.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-03-2016 12-03-2016  23.4.137.168:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-03-2016  23.4.131.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 12-03-2016  23.4.140.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-13-2016 12-03-2016  23.4.140.159:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 12-03-2016  23.4.137.200:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-03-2016  23.4.140.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-06-2016 12-03-2016  23.4.141.233:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-03-2016  23.4.141.233:443 SSL
Configurations

GOOD

01-15-2016 12-03-2016  23.4.142.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-03-2016  23.4.139.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-03-2016  23.4.131.214:443 SSL
Configurations

GOOD

11-25-2016 12-03-2016  23.4.129.44:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-30-2016 12-03-2016  23.4.134.146:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-04-2016 12-03-2016  23.4.142.150:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-07-2015 12-03-2016  23.4.133.22:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-03-2015 12-03-2016  23.4.143.194:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-28-2016 12-02-2016  www.oscardelarenta.com SSL
Certificates

GOOD

12-02-2016 12-02-2016  secure.pmi.com SSL
Certificates

GOOD

01-07-2016 12-02-2016  23.4.134.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-15-2016 12-02-2016  stable.hastens.com SSL
Certificates

GOOD

07-15-2016 12-02-2016  static1.fairchildsemi.com.cn SSL
Certificates

GOOD

01-02-2016 12-02-2016  23.4.130.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 12-02-2016  23.4.129.138:443 SSL
Configurations

GOOD

11-14-2016 12-02-2016  23.4.141.183:443 Open	Ports GOOD Typical	service:
HTTPS

12-02-2016 12-02-2016  23.4.128.190:443 Open	Ports GOOD Detected	service:
HTTPS

12-02-2016 12-02-2016  23.4.128.190:443 SSL
Configurations

GOOD

01-13-2016 12-02-2016  23.4.141.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-02-2016  23.4.139.151:443 Open	Ports GOOD Detected	service:
HTTPS

11-06-2016 12-02-2016  23.4.139.151:443 SSL
Configurations

GOOD

01-07-2016 12-02-2016  23.4.131.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-02-2016  23.4.129.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-05-2016 12-02-2016  23.4.138.104:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-30-2016 12-02-2016  23.4.138.104:443 Open	Ports GOOD Detected	service:
HTTPS

11-01-2016 12-02-2016  23.4.136.8:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 12-02-2016  23.4.141.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 12-02-2016  23.4.141.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-02-2016  23.4.138.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-02-2016  23.4.132.234:443 SSL
Configurations

GOOD

01-07-2016 12-02-2016  23.4.137.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-02-2016  23.4.131.40:443 SSL
Configurations

GOOD

01-14-2016 12-02-2016  23.4.134.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-02-2016  23.4.134.248:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 12-02-2016  23.4.141.215:443 Open	Ports GOOD Typical	service:
HTTPS

11-12-2016 12-02-2016  23.4.133.141:443 Open	Ports GOOD Detected	service:
HTTPS

11-12-2016 12-02-2016  23.4.133.141:443 SSL
Configurations

GOOD

11-01-2016 12-02-2016  23.4.138.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-02-2016  23.4.143.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-02-2016  23.4.132.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-02-2016  23.4.132.189:443 SSL
Configurations

GOOD

01-22-2016 12-02-2016  23.4.129.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-02-2016  23.4.128.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-07-2016 12-02-2016  23.4.140.219:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 12-02-2016  23.4.132.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-07-2016 12-02-2016  23.4.132.103:443 Open	Ports GOOD Detected	service:
HTTPS

08-07-2016 12-02-2016  23.4.132.103:443 SSL
Configurations

GOOD

11-12-2016 12-02-2016  23.4.133.126:443 Open	Ports GOOD Detected	service:
HTTPS

02-01-2016 12-02-2016  23.4.133.126:443 SSL
Configurations

GOOD

01-02-2016 12-02-2016  23.4.131.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-02-2016  23.4.132.7:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-02-2016  23.4.132.7:443 SSL
Configurations

GOOD

01-07-2016 12-02-2016  23.4.141.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-02-2016  23.4.138.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-03-2016 12-02-2016  23.4.142.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 12-02-2016  23.4.136.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-02-2016  23.4.134.206:443 Open	Ports GOOD Typical	service:
HTTPS

12-02-2016 12-02-2016  23.4.133.217:443 Open	Ports GOOD Detected	service:
HTTPS

12-02-2016 12-02-2016  23.4.133.217:443 SSL
Configurations

GOOD

01-06-2016 12-02-2016  23.4.132.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-02-2016  23.4.129.169:443 Open	Ports GOOD Detected	service:
HTTPS

11-05-2016 12-02-2016  23.4.129.169:443 SSL
Configurations

GOOD

01-09-2016 12-02-2016  23.4.136.118:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-02-2016  23.4.136.118:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 12-02-2016  23.4.129.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 12-02-2016  23.4.137.201:443 Open	Ports GOOD Typical	service:
HTTPS

08-09-2016 12-02-2016  23.4.140.11:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-02-2016  23.4.136.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-02-2016  23.4.136.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-02-2016  23.4.131.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-02-2016  23.4.135.59:443 Open	Ports GOOD Detected	service:
HTTPS

05-18-2016 12-02-2016  23.4.135.59:443 SSL
Configurations

GOOD

01-02-2016 12-02-2016  23.4.140.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-02-2016  23.4.129.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-02-2016  23.4.140.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-02-2016  23.4.137.88:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-02-2016  23.4.131.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-10-2016 12-02-2016  23.4.140.207:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-02-2016  23.4.130.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-02-2016  23.4.130.111:443 SSL
Configurations

GOOD

11-01-2016 12-02-2016  23.4.136.44:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-02-2016  23.4.141.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 12-02-2016  23.4.136.102:443 Open	Ports GOOD Detected	service:
HTTPS

11-20-2016 12-02-2016  23.4.136.102:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-02-2016  23.4.141.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-02-2016  23.4.138.200:443 Open	Ports GOOD Typical	service:
HTTPS

08-06-2016 12-02-2016  23.4.143.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-02-2016  23.4.139.125:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-02-2016  23.4.133.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-02-2016  23.4.140.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-02-2016  23.4.139.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-02-2016  23.4.136.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-02-2016  23.4.132.169:443 SSL
Configurations

GOOD

01-06-2016 12-02-2016  23.4.134.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-22-2016 12-02-2016  23.4.132.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-19-2016 12-02-2016  23.4.133.73:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-02-2016  23.4.133.73:443 SSL
Configurations

GOOD

10-14-2016 12-02-2016  23.4.141.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-30-2016 12-02-2016  23.4.137.205:443 Open	Ports GOOD Detected	service:
HTTPS

01-30-2016 12-02-2016  23.4.137.205:443 SSL
Configurations

GOOD

01-03-2016 12-02-2016  23.4.130.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-02-2016  23.4.133.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-02-2016  23.4.135.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-02-2016  23.4.135.189:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 12-02-2016  23.4.136.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-02-2016  23.4.131.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-02-2016  23.4.136.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-02-2016  23.4.128.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-02-2016  23.4.141.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-02-2016  23.4.137.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-02-2016  23.4.129.204:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-02-2016  23.4.130.137:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 12-02-2016  23.4.136.203:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-02-2016  23.4.132.110:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-02-2016  23.4.132.110:443 SSL
Configurations

GOOD

01-02-2016 12-02-2016  23.4.138.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-02-2016  23.4.138.89:443 SSL
Configurations

GOOD

11-01-2016 12-02-2016  23.4.137.62:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-02-2016  23.4.139.23:443 Open	Ports GOOD Typical	service:
HTTPS

06-23-2016 12-02-2016  23.4.140.92:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 12-02-2016  23.4.128.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 12-02-2016  23.4.138.55:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-02-2016  23.4.134.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-02-2016  23.4.143.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-02-2016  23.4.131.122:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-02-2016  23.4.139.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 12-02-2016  23.4.130.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-02-2016  23.4.129.27:443 SSL
Configurations

GOOD

11-04-2016 12-02-2016  23.4.128.56:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-02-2016  23.4.128.46:443 SSL
Configurations

GOOD

12-02-2016 12-02-2016  23.4.130.71:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-02-2016  23.4.130.71:443 SSL
Configurations

GOOD

01-23-2016 12-02-2016  23.4.131.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-08-2016 12-02-2016  23.4.141.249:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-15-2016 12-02-2016  23.4.132.29:443 Open	Ports GOOD Detected	service:
HTTPS

07-25-2016 12-02-2016  23.4.132.29:443 SSL
Configurations

GOOD

11-29-2016 12-02-2016  23.4.132.188:443 Open	Ports GOOD Detected	service:
HTTPS

03-07-2016 12-02-2016  23.4.132.188:443 SSL
Configurations

GOOD

01-23-2016 12-02-2016  23.4.129.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-02-2016  23.4.132.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-02-2016  23.4.138.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-29-2016 12-02-2016  23.4.129.174:443 Open	Ports GOOD Detected	service:
HTTPS

10-29-2016 12-02-2016  23.4.129.174:443 SSL
Configurations

GOOD

01-07-2016 12-02-2016  23.4.138.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-12-2016 12-02-2016  23.4.133.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-02-2016  23.4.133.78:443 SSL
Configurations

GOOD

01-31-2016 12-02-2016  23.4.135.93:443 Open	Ports GOOD Detected	service:
HTTPS

01-31-2016 12-02-2016  23.4.135.93:443 SSL
Configurations

GOOD

01-02-2016 12-02-2016  23.4.128.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 12-02-2016  23.4.142.14:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-02-2016  23.4.137.223:443 SSL
Configurations

GOOD

11-13-2016 12-02-2016  23.4.136.186:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 12-02-2016  23.4.140.57:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-02-2016  23.4.140.57:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-02-2016  23.4.132.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-06-2016 12-02-2016  23.4.140.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-02-2016  23.4.138.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-02-2016  23.4.139.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-23-2016 12-02-2016  23.4.140.46:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-02-2016  23.4.131.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-02-2016  23.4.129.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-02-2016  23.4.129.10:443 SSL
Configurations

GOOD

10-31-2016 12-02-2016  23.4.138.9:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-02-2016  23.4.141.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-02-2016  23.4.129.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-02-2016  23.4.136.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 12-02-2016  23.4.132.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-02-2016  23.4.138.90:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 12-02-2016  23.4.138.90:443 SSL
Configurations

GOOD

08-08-2016 12-02-2016  23.4.132.125:443 SSL
Configurations

GOOD

01-07-2016 12-02-2016  23.4.135.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-02-2016  23.4.139.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 12-02-2016  23.4.137.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-02-2016  23.4.132.72:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-17-2016 12-02-2016  23.4.141.28:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-02-2016  23.4.128.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-19-2016 12-02-2016  23.4.128.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-02-2016  23.4.142.79:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-02-2016  23.4.142.79:443 SSL
Configurations

GOOD

01-06-2016 12-02-2016  23.4.142.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-02-2016  23.4.134.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-02-2016  23.4.143.43:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-02-2016  23.4.135.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 12-02-2016  23.4.135.248:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 12-02-2016  23.4.142.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-02-2016  23.4.130.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 12-02-2016  23.4.138.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-02-2016  23.4.131.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-02-2016  23.4.139.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-02-2016  23.4.136.108:443 Open	Ports GOOD Typical	service:
HTTPS

11-30-2016 12-02-2016  23.4.132.155:443 Open	Ports GOOD Detected	service:
HTTPS

11-30-2016 12-02-2016  23.4.132.155:443 SSL
Configurations

GOOD

12-02-2016 12-02-2016  23.4.129.191:443 Open	Ports GOOD Typical	service:
HTTPS

12-02-2016 12-02-2016  23.4.132.182:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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12-02-2016 12-02-2016  23.4.132.182:443 SSL
Configurations

GOOD

01-05-2016 12-02-2016  23.4.140.142:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-02-2016  23.4.140.142:443 SSL
Configurations

GOOD

01-04-2016 12-02-2016  23.4.128.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 12-02-2016  23.4.133.222:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-02-2016  23.4.133.222:443 SSL
Configurations

GOOD

02-05-2016 12-02-2016  23.4.133.14:443 SSL
Configurations

GOOD

01-02-2016 12-02-2016  23.4.130.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 12-02-2016  23.4.135.118:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-02-2016  23.4.139.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-16-2016 12-02-2016  23.4.128.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 12-02-2016  23.4.134.102:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-02-2016  23.4.142.221:443 SSL
Configurations

GOOD

02-05-2016 12-02-2016  23.4.135.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-02-2016  23.4.136.77:443 Open	Ports GOOD Typical	service:
HTTPS

02-07-2016 12-02-2016  23.4.141.254:443 Open	Ports GOOD Detected	service:
HTTPS

02-07-2016 12-02-2016  23.4.141.254:443 SSL
Configurations

GOOD

01-03-2016 12-02-2016  23.4.141.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 12-02-2016  23.4.136.173:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-02-2016  23.4.136.173:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 12-02-2016  23.4.137.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-02-2016  23.4.138.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

12-02-2016 12-02-2016  23.4.128.57:443 Open	Ports GOOD Detected	service:
HTTPS

02-07-2016 12-02-2016  23.4.128.57:443 SSL
Configurations

GOOD

12-02-2016 12-02-2016  23.4.139.42:443 Open	Ports GOOD Typical	service:
HTTPS

12-02-2016 12-02-2016  23.4.129.68:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-16-2016 12-02-2016  23.4.135.112:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

12-01-2016 12-01-2016  www.allposters.co.jp SSL
Certificates

GOOD

11-01-2016 12-01-2016  23.4.132.26:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

05-08-2016 12-01-2016  23.4.129.239:443 SSL
Certificates

GOOD

11-18-2016 12-01-2016  preproduccionherramientas.avianca.com SSL
Certificates

GOOD

11-23-2016 12-01-2016  tommybahama.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-03-2016 12-01-2016  www.merckvaccines.com SSL
Certificates

GOOD

01-02-2016 12-01-2016  23.4.137.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 12-01-2016  www.aeoncredit.co.jp SSL
Certificates

GOOD

10-20-2016 12-01-2016  cartoesdecredito.flytap.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	38

04-05-2016 12-01-2016  content.ao.com SSL
Certificates

GOOD

11-05-2016 12-01-2016  23.4.131.71:443 Open	Ports GOOD Detected	service:
HTTPS

02-03-2016 12-01-2016  23.4.131.71:443 SSL
Configurations

GOOD

11-08-2016 12-01-2016  23.4.138.79:443 Open	Ports GOOD Typical	service:
HTTPS

07-03-2016 12-01-2016  possolutionsfinder.cdw.com SSL
Certificates

GOOD

11-07-2016 12-01-2016  23.4.134.38:443 Open	Ports GOOD Typical	service:
HTTPS

10-02-2016 12-01-2016  23.4.139.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-01-2016  23.4.132.45:443 SSL
Configurations

GOOD

01-04-2016 12-01-2016  23.4.137.202:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-01-2016  23.4.128.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-01-2016  23.4.137.206:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 12-01-2016  23.4.132.206:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-01-2016  23.4.132.206:443 SSL
Configurations

GOOD

12-01-2016 12-01-2016  23.4.129.94:443 Open	Ports GOOD Typical	service:
HTTPS

01-27-2016 12-01-2016  23.4.143.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 12-01-2016  23.4.132.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-01-2016  23.4.142.158:443 Open	Ports GOOD Typical	service:
HTTPS

02-12-2016 12-01-2016  23.4.143.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-01-2016  23.4.128.175:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 12-01-2016  23.4.128.175:443 SSL
Configurations

GOOD

06-15-2016 12-01-2016  23.4.143.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-01-2016  23.4.129.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.143.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-01-2016  23.4.133.9:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 12-01-2016  23.4.133.9:443 SSL
Configurations

GOOD

01-11-2016 12-01-2016  23.4.132.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 12-01-2016  23.4.141.253:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 12-01-2016  23.4.142.9:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-01-2016  23.4.132.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 12-01-2016  23.4.130.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-01-2016  23.4.128.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-01-2016  23.4.137.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-01-2016  23.4.136.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-01-2016  23.4.134.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-01-2016  23.4.142.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 12-01-2016  23.4.139.40:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 12-01-2016  23.4.142.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 12-01-2016  23.4.129.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-01-2016  23.4.137.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-07-2016 12-01-2016  23.4.133.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 12-01-2016  23.4.142.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.139.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-01-2016  23.4.132.63:443 SSL
Configurations

GOOD

12-01-2016 12-01-2016  23.4.131.155:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 12-01-2016  23.4.137.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 12-01-2016  23.4.132.24:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 12-01-2016  23.4.132.24:443 SSL
Configurations

GOOD

11-15-2016 12-01-2016  23.4.136.30:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-01-2016  23.4.141.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 12-01-2016  23.4.133.150:443 SSL
Configurations

GOOD

01-10-2016 12-01-2016  23.4.137.172:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 12-01-2016  23.4.137.172:443 SSL
Configurations

GOOD

01-03-2016 12-01-2016  23.4.131.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-06-2016 12-01-2016  23.4.132.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 12-01-2016  23.4.131.15:443 Open	Ports GOOD Typical	service:
HTTPS

11-22-2016 12-01-2016  23.4.133.157:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-01-2016  23.4.133.157:443 SSL
Configurations

GOOD

01-13-2016 12-01-2016  23.4.131.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 12-01-2016  23.4.143.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-07-2016 12-01-2016  23.4.131.136:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 12-01-2016  23.4.128.232:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 12-01-2016  23.4.129.172:443 SSL
Configurations

GOOD

11-10-2016 12-01-2016  23.4.131.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 12-01-2016  23.4.139.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-01-2016  23.4.130.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-01-2016  23.4.138.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 12-01-2016  23.4.143.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 12-01-2016  23.4.138.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-29-2016 12-01-2016  23.4.132.123:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-29-2016 12-01-2016  23.4.132.123:443 SSL
Configurations

GOOD

11-05-2016 12-01-2016  23.4.141.59:443 Open	Ports GOOD Typical	service:
HTTPS

11-19-2016 12-01-2016  23.4.139.62:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 12-01-2016  23.4.133.221:443 Open	Ports GOOD Detected	service:
HTTPS

01-18-2016 12-01-2016  23.4.133.221:443 SSL
Configurations

GOOD

11-03-2016 12-01-2016  23.4.143.203:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-01-2016  23.4.143.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 12-01-2016  23.4.143.111:443 SSL
Configurations

GOOD

02-11-2016 12-01-2016  23.4.139.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.138.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 12-01-2016  23.4.134.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-01-2016  23.4.133.230:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 12-01-2016  23.4.136.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 12-01-2016  23.4.136.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 12-01-2016  23.4.139.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 12-01-2016  23.4.142.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-13-2016 12-01-2016  23.4.132.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 12-01-2016  23.4.135.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 12-01-2016  23.4.128.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 12-01-2016  23.4.133.204:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-28-2016 12-01-2016  23.4.142.252:443 Open	Ports GOOD Detected	service:
HTTPS

01-28-2016 12-01-2016  23.4.142.252:443 SSL
Configurations

GOOD

01-09-2016 12-01-2016  23.4.129.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-01-2016  23.4.131.206:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 12-01-2016  23.4.131.206:443 SSL
Configurations

GOOD

01-12-2016 12-01-2016  23.4.133.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 12-01-2016  23.4.133.143:443 SSL
Configurations

GOOD

01-05-2016 12-01-2016  23.4.128.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-01-2016  23.4.128.237:443 SSL
Configurations

GOOD

01-02-2016 12-01-2016  23.4.132.238:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 12-01-2016  23.4.143.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 12-01-2016  23.4.142.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 12-01-2016  23.4.133.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-01-2016  23.4.133.88:443 SSL
Configurations

GOOD

01-11-2016 12-01-2016  23.4.128.205:443 SSL
Configurations

GOOD

01-29-2016 12-01-2016  23.4.137.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-01-2016  23.4.139.121:443 Open	Ports GOOD Typical	service:
HTTPS

02-04-2016 12-01-2016  23.4.136.7:443 Open	Ports GOOD Detected	service:
HTTPS

02-04-2016 12-01-2016  23.4.136.7:443 SSL
Configurations

GOOD

07-12-2016 12-01-2016  23.4.132.170:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-17-2016 12-01-2016  23.4.135.202:443 SSL
Configurations

GOOD

01-03-2016 12-01-2016  23.4.137.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.129.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.140.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-12-2016 12-01-2016  23.4.142.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 12-01-2016  23.4.131.183:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 12-01-2016  23.4.134.234:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-01-2016  23.4.134.234:443 SSL
Configurations

GOOD

10-25-2016 12-01-2016  23.4.136.70:443 Open	Ports GOOD Typical	service:
HTTPS

11-03-2016 12-01-2016  23.4.136.214:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-11-2016 12-01-2016  23.4.142.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 12-01-2016  23.4.141.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 12-01-2016  23.4.131.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.139.111:443 SSL
Configurations

GOOD

01-17-2016 12-01-2016  23.4.131.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-23-2016 12-01-2016  23.4.140.76:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 12-01-2016  23.4.132.173:443 SSL
Configurations

GOOD

01-27-2016 12-01-2016  23.4.136.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 12-01-2016  23.4.131.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 12-01-2016  23.4.131.29:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-01-2016  23.4.130.143:443 Open	Ports GOOD Typical	service:
HTTPS

12-01-2016 12-01-2016  23.4.128.121:443 Open	Ports GOOD Detected	service:
HTTPS

03-23-2016 12-01-2016  23.4.128.121:443 SSL
Configurations

GOOD

04-22-2016 12-01-2016  23.4.130.198:443 SSL
Configurations

GOOD

01-09-2016 12-01-2016  23.4.128.62:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 12-01-2016  23.4.128.62:443 SSL
Configurations

GOOD

01-07-2016 12-01-2016  23.4.132.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 12-01-2016  23.4.129.233:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-01-2016  23.4.129.233:443 SSL
Configurations

GOOD

01-06-2016 12-01-2016  23.4.131.237:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 12-01-2016  23.4.131.237:443 SSL
Configurations

GOOD

05-20-2016 12-01-2016  23.4.135.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 12-01-2016  23.4.133.28:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 12-01-2016  23.4.133.28:443 SSL
Configurations

GOOD

01-06-2016 12-01-2016  23.4.143.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 12-01-2016  23.4.138.142:443 Open	Ports GOOD Typical	service:
HTTPS

11-28-2016 12-01-2016  23.4.130.57:443 Open	Ports GOOD Detected	service:
HTTPS

11-28-2016 12-01-2016  23.4.130.57:443 SSL
Configurations

GOOD

12-01-2016 12-01-2016  23.4.137.94:443 Open	Ports GOOD Typical	service:
HTTPS

05-31-2016 12-01-2016  23.4.140.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 12-01-2016  23.4.140.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 12-01-2016  23.4.138.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 12-01-2016  23.4.137.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-29-2016 12-01-2016  23.4.133.166:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-01-2016  23.4.133.166:443 SSL
Configurations

GOOD

01-06-2016 12-01-2016  23.4.141.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-03-2016 12-01-2016  23.4.143.183:443 Open	Ports GOOD Detected	service:
HTTPS

07-03-2016 12-01-2016  23.4.143.183:443 SSL
Configurations

GOOD

01-08-2016 12-01-2016  23.4.143.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-12-2016 12-01-2016  23.4.132.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-24-2016 12-01-2016  23.4.129.173:443 Open	Ports GOOD Detected	service:
HTTPS

10-24-2016 12-01-2016  23.4.129.173:443 SSL
Configurations

GOOD

01-03-2016 12-01-2016  23.4.131.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 12-01-2016  23.4.130.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 12-01-2016  23.4.135.15:443 Open	Ports GOOD Typical	service:
HTTPS

10-29-2016 12-01-2016  23.4.129.219:443 SSL
Configurations

GOOD

12-01-2016 12-01-2016  23.4.139.168:443 Open	Ports GOOD Typical	service:
HTTPS

02-07-2016 12-01-2016  23.4.132.42:443 SSL
Configurations

GOOD

11-23-2016 12-01-2016  23.4.132.139:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 12-01-2016  23.4.132.139:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-21-2016 12-01-2016  23.4.140.254:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 12-01-2016  23.4.131.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 12-01-2016  23.4.131.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 12-01-2016  23.4.143.103:443 Open	Ports GOOD Detected	service:
HTTPS

01-24-2016 12-01-2016  23.4.143.103:443 SSL
Configurations

GOOD

01-05-2016 12-01-2016  23.4.135.124:443 SSL
Configurations

GOOD

01-16-2016 12-01-2016  23.4.132.157:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 12-01-2016  23.4.132.157:443 SSL
Configurations

GOOD

11-30-2016 12-01-2016  23.4.130.95:443 Open	Ports GOOD Typical	service:
HTTPS

07-20-2016 12-01-2016  23.4.131.73:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-21-2016 12-01-2016  23.4.131.73:443 SSL
Configurations

GOOD

01-04-2016 12-01-2016  23.4.132.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-29-2016 12-01-2016  23.4.143.57:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 12-01-2016  23.4.130.44:443 Open	Ports GOOD Detected	service:
HTTPS

11-05-2016 12-01-2016  23.4.130.44:443 SSL
Configurations

GOOD

01-02-2016 12-01-2016  23.4.133.38:443 SSL
Configurations

GOOD

11-15-2016 12-01-2016  23.4.130.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-25-2016 12-01-2016  23.4.138.223:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 12-01-2016  23.4.138.223:443 SSL
Configurations

GOOD

01-06-2016 12-01-2016  23.4.141.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 12-01-2016  23.4.129.109:443 SSL
Configurations

GOOD

11-09-2016 12-01-2016  23.4.138.22:443 Open	Ports GOOD Typical	service:
HTTPS

11-29-2016 12-01-2016  23.4.129.239:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 12-01-2016  23.4.129.239:443 SSL
Configurations

GOOD

05-29-2016 12-01-2016  23.4.128.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 12-01-2016  23.4.133.135:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 12-01-2016  23.4.133.135:443 SSL
Configurations

GOOD

11-22-2016 12-01-2016  23.4.138.71:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 12-01-2016  23.4.132.26:443 Open	Ports GOOD Detected	service:
HTTPS

11-01-2016 12-01-2016  23.4.132.26:443 SSL
Configurations

WARN Certificate	with
non-standard	root

08-18-2016 11-30-2016  vacations.autograph-hotels.marriott.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	65

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-25-2016 11-30-2016  secure.abcam.co.jp SSL
Certificates

GOOD

09-20-2016 11-30-2016  potterybarn.com.mx SSL
Certificates

GOOD

07-05-2016 11-30-2016  www.tcichemicals.com SSL
Certificates

GOOD

05-06-2016 11-30-2016  ncds-sha1.nflxext.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

11-12-2016 11-30-2016  drbatras.com SSL
Certificates

GOOD

11-30-2016 11-30-2016  www.shellcentenaryscholarshipfund.org SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

01-04-2016 11-30-2016  23.4.135.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-30-2016 11-30-2016  23.4.133.30:443 SSL
Configurations

GOOD

01-02-2016 11-30-2016  23.4.128.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-04-2016 11-30-2016  23.4.128.91:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-30-2016  23.4.128.91:443 SSL
Configurations

GOOD

11-17-2016 11-30-2016  23.4.132.187:443 SSL
Configurations

GOOD

01-16-2016 11-30-2016  23.4.133.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-26-2016 11-30-2016  23.4.135.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-30-2016  23.4.142.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.133.237:443 SSL
Configurations

GOOD

01-15-2016 11-30-2016  23.4.135.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-30-2016  23.4.132.221:443 SSL
Configurations

GOOD

01-02-2016 11-30-2016  23.4.132.191:443 SSL
Configurations

GOOD

01-13-2016 11-30-2016  23.4.135.134:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 11-30-2016  23.4.135.134:443 SSL
Configurations

GOOD

07-19-2016 11-30-2016  23.4.142.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 11-30-2016  23.4.139.186:443 SSL
Configurations

GOOD

11-15-2016 11-30-2016  23.4.143.137:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 11-30-2016  23.4.139.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-30-2016  23.4.143.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-30-2016  23.4.128.171:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-30-2016  23.4.128.171:443 SSL
Configurations

GOOD

11-11-2016 11-30-2016  23.4.137.111:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 11-30-2016  23.4.133.230:443 SSL
Configurations

GOOD

11-05-2016 11-30-2016  23.4.136.79:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 11-30-2016  23.4.129.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-30-2016  23.4.133.205:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-30-2016  23.4.133.205:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-30-2016  23.4.134.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 11-30-2016  23.4.134.143:443 SSL
Configurations

GOOD

08-15-2016 11-30-2016  23.4.128.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 11-30-2016  23.4.141.79:443 Open	Ports GOOD Typical	service:
HTTPS

09-24-2016 11-30-2016  23.4.130.119:443 Open	Ports GOOD Detected	service:
HTTPS

09-24-2016 11-30-2016  23.4.130.119:443 SSL
Configurations

GOOD

11-13-2016 11-30-2016  23.4.141.7:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 11-30-2016  23.4.142.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-30-2016  23.4.136.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-30-2016  23.4.136.168:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-02-2016 11-30-2016  23.4.140.7:443 Open	Ports GOOD Detected	service:
HTTPS

07-02-2016 11-30-2016  23.4.140.7:443 SSL
Configurations

GOOD

10-30-2016 11-30-2016  23.4.129.185:443 Open	Ports GOOD Detected	service:
HTTPS

10-30-2016 11-30-2016  23.4.129.185:443 SSL
Configurations

GOOD

10-21-2016 11-30-2016  23.4.141.200:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-30-2016  23.4.128.152:443 SSL
Configurations

GOOD

01-16-2016 11-30-2016  23.4.141.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-26-2016 11-30-2016  23.4.132.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-30-2016  23.4.132.230:443 SSL
Configurations

GOOD

01-03-2016 11-30-2016  23.4.139.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-24-2016 11-30-2016  23.4.141.61:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 11-30-2016  23.4.134.28:443 Open	Ports GOOD Typical	service:
HTTPS

06-07-2016 11-30-2016  23.4.140.103:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-30-2016  23.4.133.54:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-30-2016  23.4.133.54:443 SSL
Configurations

GOOD

01-03-2016 11-30-2016  23.4.129.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-30-2016  23.4.130.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-30-2016  23.4.130.45:443 SSL
Configurations

GOOD

01-08-2016 11-30-2016  23.4.133.93:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-30-2016  23.4.133.93:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-30-2016  23.4.136.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-30-2016  23.4.130.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 11-30-2016  23.4.128.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-28-2016 11-30-2016  23.4.128.141:443 SSL
Configurations

GOOD

01-05-2016 11-30-2016  23.4.128.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-26-2016 11-30-2016  23.4.135.173:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 11-30-2016  23.4.135.173:443 SSL
Configurations

GOOD

07-05-2016 11-30-2016  23.4.129.8:443 Open	Ports GOOD Detected	service:
HTTPS

07-05-2016 11-30-2016  23.4.129.8:443 SSL
Configurations

GOOD

01-28-2016 11-30-2016  23.4.138.232:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-30-2016  23.4.138.232:443 SSL
Configurations

GOOD

09-23-2016 11-30-2016  23.4.128.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-30-2016  23.4.133.63:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-30-2016  23.4.133.63:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-26-2016 11-30-2016  23.4.129.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-30-2016  23.4.130.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-30-2016  23.4.133.159:443 SSL
Configurations

GOOD

11-16-2016 11-30-2016  23.4.142.88:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 11-30-2016  23.4.132.236:443 Open	Ports GOOD Detected	service:
HTTPS

11-13-2016 11-30-2016  23.4.132.236:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 11-30-2016  23.4.138.217:443 Open	Ports GOOD Typical	service:
HTTPS

06-26-2016 11-30-2016  23.4.138.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-11-2016 11-30-2016  23.4.139.140:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 11-30-2016  23.4.139.140:443 SSL
Configurations

GOOD

05-06-2016 11-30-2016  23.4.140.41:443 Open	Ports GOOD Detected	service:
HTTPS

05-06-2016 11-30-2016  23.4.140.41:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-07-2016 11-30-2016  23.4.129.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-30-2016  23.4.140.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-30-2016  23.4.133.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-30-2016  23.4.142.140:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-30-2016  23.4.141.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-30-2016  23.4.142.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-30-2016  23.4.135.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-30-2016  23.4.133.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-30-2016  23.4.135.27:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-30-2016  23.4.135.27:443 SSL
Configurations

GOOD

02-16-2016 11-30-2016  23.4.132.207:443 SSL
Configurations

GOOD

01-15-2016 11-30-2016  23.4.140.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-30-2016  23.4.138.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-30-2016  23.4.142.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-30-2016  23.4.142.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-23-2016 11-30-2016  23.4.142.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-30-2016  23.4.134.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.131.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-30-2016  23.4.131.247:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 11-30-2016  23.4.131.247:443 SSL
Configurations

GOOD

01-26-2016 11-30-2016  23.4.133.75:443 Open	Ports GOOD Detected	service:
HTTPS

01-26-2016 11-30-2016  23.4.133.75:443 SSL
Configurations

GOOD

11-09-2016 11-30-2016  23.4.136.107:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-30-2016  23.4.131.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-30-2016  23.4.134.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-30-2016  23.4.140.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-30-2016  23.4.143.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-30-2016  23.4.134.7:443 SSL
Configurations

GOOD

06-02-2016 11-30-2016  23.4.140.25:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 11-30-2016  23.4.138.8:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-30-2016  23.4.133.216:443 SSL
Configurations

GOOD

01-02-2016 11-30-2016  23.4.135.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 11-30-2016  23.4.138.74:443 SSL
Configurations

GOOD

01-12-2016 11-30-2016  23.4.138.74:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-30-2016  23.4.139.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.142.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-17-2016 11-30-2016  23.4.129.57:443 SSL
Configurations

GOOD

01-12-2016 11-30-2016  23.4.129.57:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-30-2016  23.4.138.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.133.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-30-2016  23.4.136.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-30-2016  23.4.129.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 11-30-2016  23.4.134.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 11-30-2016  23.4.134.123:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 11-30-2016  23.4.136.93:443 SSL
Configurations

GOOD

01-03-2016 11-30-2016  23.4.133.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-30-2016  23.4.140.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.137.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-30-2016  23.4.136.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-30-2016  23.4.131.14:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-30-2016  23.4.131.14:443 SSL
Configurations

GOOD

09-17-2016 11-30-2016  23.4.142.74:443 Open	Ports GOOD Detected	service:
HTTPS

03-11-2016 11-30-2016  23.4.142.74:443 SSL
Configurations

GOOD

01-04-2016 11-30-2016  23.4.132.237:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 11-30-2016  23.4.133.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-30-2016  23.4.138.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-07-2016 11-30-2016  23.4.132.217:443 SSL
Configurations

GOOD

10-31-2016 11-30-2016  23.4.141.57:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-30-2016  23.4.132.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-30-2016  23.4.130.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-06-2016 11-30-2016  23.4.136.10:443 Open	Ports GOOD Detected	service:
HTTPS

05-06-2016 11-30-2016  23.4.136.10:443 SSL
Configurations

GOOD

01-02-2016 11-30-2016  23.4.131.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 11-30-2016  23.4.132.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-31-2016 11-30-2016  23.4.128.93:443 SSL
Configurations

GOOD

01-07-2016 11-30-2016  23.4.132.174:443 SSL
Configurations

GOOD

08-02-2016 11-30-2016  23.4.129.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 11-30-2016  23.4.131.76:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-30-2016  23.4.131.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-30-2016  23.4.138.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 11-30-2016  23.4.133.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-30-2016 11-30-2016  23.4.139.143:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-30-2016  23.4.137.203:443 SSL
Configurations

GOOD

11-04-2016 11-30-2016  23.4.142.186:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-13-2016 11-30-2016  23.4.133.233:443 SSL
Configurations

GOOD

02-01-2016 11-30-2016  23.4.133.168:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-30-2016  23.4.133.168:443 SSL
Configurations

GOOD

07-14-2016 11-30-2016  23.4.140.124:443 Open	Ports GOOD Typical	service:
HTTPS

11-30-2016 11-30-2016  23.4.130.107:443 SSL
Configurations

GOOD

11-02-2016 11-30-2016  23.4.137.246:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-30-2016  23.4.138.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-19-2016 11-30-2016  23.4.135.22:443 Open	Ports GOOD Detected	service:
HTTPS

11-19-2016 11-30-2016  23.4.135.22:443 SSL
Configurations

GOOD

11-29-2016 11-30-2016  23.4.133.24:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-30-2016  23.4.134.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-30-2016  23.4.134.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.137.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-30-2016  23.4.129.199:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 11-30-2016  23.4.129.199:443 SSL
Configurations

GOOD

01-09-2016 11-30-2016  23.4.131.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-30-2016  23.4.143.74:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-30-2016  23.4.130.77:443 SSL
Configurations

GOOD

01-11-2016 11-30-2016  23.4.143.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-06-2016 11-30-2016  23.4.140.41:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-08-2015 11-30-2016  23.4.133.63:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-12-2016 11-29-2016  23.4.142.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-10-2016 11-29-2016  s3.ak.mp4.eu.aiv-cdn.net SSL
Certificates

GOOD

01-06-2016 11-29-2016  23.4.129.190:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-29-2016  23.4.136.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-29-2016  23.4.139.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 11-29-2016  23.4.133.86:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-29-2016  23.4.133.86:443 SSL
Configurations

GOOD

01-07-2016 11-29-2016  23.4.140.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-29-2016  23.4.140.78:443 SSL
Configurations

GOOD

01-08-2016 11-29-2016  23.4.142.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-27-2016 11-29-2016  23.4.136.23:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-29-2016  23.4.129.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-29-2016  23.4.135.172:443 SSL
Configurations

GOOD

11-07-2016 11-29-2016  23.4.137.198:443 Open	Ports GOOD Typical	service:
HTTPS

11-24-2016 11-29-2016  23.4.136.187:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-29-2016  23.4.138.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-23-2016 11-29-2016  23.4.134.46:443 SSL
Configurations

GOOD

01-03-2016 11-29-2016  23.4.134.46:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-29-2016  23.4.137.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-29-2016  23.4.134.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-29-2016 11-29-2016  23.4.131.223:443 Open	Ports GOOD Detected	service:
HTTPS

11-29-2016 11-29-2016  23.4.131.223:443 SSL
Configurations

GOOD

01-02-2016 11-29-2016  23.4.137.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-25-2016 11-29-2016  23.4.137.207:443 Open	Ports GOOD Detected	service:
HTTPS

01-25-2016 11-29-2016  23.4.137.207:443 SSL
Configurations

GOOD

01-10-2016 11-29-2016  23.4.134.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-29-2016 11-29-2016  23.4.136.126:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-29-2016  23.4.137.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-29-2016  23.4.134.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 11-29-2016  23.4.134.47:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 11-29-2016  23.4.137.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-29-2016  23.4.128.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-29-2016  23.4.133.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 11-29-2016  23.4.128.44:443 Open	Ports GOOD Detected	service:
HTTPS

11-27-2016 11-29-2016  23.4.128.44:443 SSL
Configurations

GOOD

11-29-2016 11-29-2016  23.4.137.95:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 11-29-2016  23.4.138.231:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 11-29-2016  23.4.138.44:443 Open	Ports GOOD Typical	service:
HTTPS

09-25-2016 11-29-2016  23.4.134.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-29-2016  23.4.142.138:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-29-2016  23.4.142.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 11-29-2016  23.4.129.125:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-29-2016  23.4.129.125:443 SSL
Configurations

GOOD

01-08-2016 11-29-2016  23.4.129.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-29-2016  23.4.139.104:443 Open	Ports GOOD Typical	service:
HTTPS

07-25-2016 11-29-2016  23.4.138.6:443 Open	Ports GOOD Detected	service:
HTTPS

07-25-2016 11-29-2016  23.4.138.6:443 SSL
Configurations

GOOD

01-03-2016 11-29-2016  23.4.132.75:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-29-2016  23.4.132.75:443 SSL
Configurations

GOOD

10-20-2016 11-29-2016  23.4.132.200:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 11-29-2016  23.4.135.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-27-2016 11-29-2016  23.4.134.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 11-29-2016  23.4.132.159:443 SSL
Configurations

GOOD

11-15-2016 11-29-2016  23.4.138.151:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-29-2016  23.4.135.220:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 11-29-2016  23.4.135.220:443 SSL
Configurations

GOOD

01-07-2016 11-29-2016  23.4.132.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-29-2016  23.4.134.166:443 Open	Ports GOOD Typical	service:
HTTPS

10-01-2016 11-29-2016  23.4.137.59:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-25-2016 11-29-2016  23.4.137.59:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 11-29-2016  23.4.139.204:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-29-2016  23.4.137.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-07-2016 11-29-2016  23.4.140.93:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-29-2016  23.4.131.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-29-2016  23.4.139.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-23-2016 11-29-2016  23.4.143.92:443 Open	Ports GOOD Detected	service:
HTTPS

01-23-2016 11-29-2016  23.4.143.92:443 SSL
Configurations

GOOD

01-10-2016 11-29-2016  23.4.129.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 11-29-2016  23.4.129.249:443 Open	Ports GOOD Detected	service:
HTTPS

10-21-2016 11-29-2016  23.4.129.249:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 11-29-2016  23.4.129.206:443 SSL
Configurations

GOOD

01-06-2016 11-29-2016  23.4.143.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-29-2016  23.4.131.22:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 11-29-2016  23.4.131.22:443 SSL
Configurations

GOOD

01-03-2016 11-29-2016  23.4.128.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-29-2016  23.4.141.199:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-29-2016  23.4.130.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-29-2016  23.4.137.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-29-2016  23.4.143.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-29-2016  23.4.137.6:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-27-2016 11-29-2016  23.4.134.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-29-2016  23.4.129.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-29-2016  23.4.142.199:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-29-2016  23.4.142.199:443 SSL
Configurations

GOOD

01-02-2016 11-29-2016  23.4.137.121:443 SSL
Configurations

GOOD

01-06-2016 11-29-2016  23.4.129.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-29-2016  23.4.130.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-29-2016 11-29-2016  23.4.133.170:443 Open	Ports GOOD Detected	service:
HTTPS

02-06-2016 11-29-2016  23.4.133.170:443 SSL
Configurations

GOOD

01-14-2016 11-29-2016  23.4.129.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-29-2016  23.4.139.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 11-29-2016  23.4.141.175:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 11-29-2016  23.4.128.174:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-17-2016 11-29-2016  23.4.130.187:443 SSL
Configurations

GOOD

01-03-2016 11-29-2016  23.4.132.77:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-29-2016  23.4.132.77:443 SSL
Configurations

GOOD

11-03-2016 11-29-2016  23.4.143.61:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-29-2016  23.4.142.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-20-2016 11-29-2016  23.4.139.123:443 SSL
Configurations

GOOD

08-13-2016 11-29-2016  23.4.135.11:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 11-29-2016  23.4.135.11:443 SSL
Configurations

GOOD

01-27-2016 11-29-2016  23.4.132.219:443 Open	Ports GOOD Detected	service:
HTTPS

01-27-2016 11-29-2016  23.4.132.219:443 SSL
Configurations

GOOD

11-02-2016 11-29-2016  23.4.139.248:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 11-29-2016  23.4.134.249:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-29-2016  23.4.134.249:443 SSL
Configurations

GOOD

10-25-2016 11-29-2016  23.4.129.106:443 SSL
Configurations

GOOD

11-02-2016 11-29-2016  23.4.141.12:443 Open	Ports GOOD Typical	service:
HTTPS

11-27-2016 11-29-2016  23.4.141.93:443 Open	Ports GOOD Typical	service:
HTTPS

09-30-2016 11-29-2016  23.4.140.28:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 11-29-2016  23.4.130.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 11-29-2016  23.4.133.239:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-29-2016  23.4.133.239:443 SSL
Configurations

GOOD

10-31-2016 11-29-2016  23.4.140.250:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-29-2016  23.4.132.90:443 SSL
Configurations

GOOD

01-02-2016 11-29-2016  23.4.132.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-01-2016 11-29-2016  23.4.140.205:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 11-29-2016  23.4.131.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-29-2016  23.4.131.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-29-2016  23.4.131.25:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-20-2016 11-29-2016  23.4.131.87:443 Open	Ports GOOD Typical	service:
HTTPS

11-10-2016 11-29-2016  23.4.133.12:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 11-29-2016  23.4.133.12:443 SSL
Configurations

GOOD

01-09-2016 11-29-2016  23.4.128.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-29-2016  23.4.141.63:443 SSL
Configurations

GOOD

11-10-2016 11-29-2016  23.4.141.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-27-2016 11-29-2016  23.4.129.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-29-2016  23.4.137.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-29-2016  23.4.133.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-29-2016  23.4.133.111:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 11-29-2016  23.4.136.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-29-2016  23.4.140.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-29-2016  23.4.142.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-29-2016  23.4.143.248:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-29-2016  23.4.136.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-29-2016  23.4.138.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 11-29-2016  23.4.129.119:443 SSL
Configurations

GOOD

01-08-2016 11-29-2016  23.4.138.13:443 SSL
Configurations

GOOD

01-07-2016 11-29-2016  23.4.141.219:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-29-2016  23.4.141.219:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 11-29-2016  23.4.134.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-29-2016  23.4.141.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 11-29-2016  23.4.141.9:443 Open	Ports GOOD Typical	service:
HTTPS

07-27-2016 11-29-2016  23.4.132.143:443 SSL
Configurations

GOOD

01-08-2016 11-29-2016  23.4.130.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-28-2016 11-29-2016  23.4.129.15:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 11-29-2016  23.4.134.202:443 Open	Ports GOOD Typical	service:
HTTPS

01-30-2016 11-29-2016  23.4.134.110:443 SSL
Configurations

GOOD

01-08-2016 11-29-2016  23.4.137.253:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-29-2016  23.4.142.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-29-2016  23.4.140.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-29-2016  23.4.143.60:443 Open	Ports GOOD Typical	service:
HTTPS

06-30-2016 11-29-2016  23.4.140.30:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-29-2016  23.4.137.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-29-2016  23.4.135.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-29-2016  23.4.143.76:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 11-29-2016  23.4.143.76:443 SSL
Configurations

GOOD

01-10-2016 11-29-2016  23.4.132.127:443 SSL
Configurations

GOOD

10-31-2016 11-29-2016  23.4.136.252:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 11-29-2016  23.4.137.191:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 11-29-2016  23.4.136.150:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-29-2016  23.4.135.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-29-2016  23.4.138.219:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 11-29-2016  23.4.143.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-29-2016  23.4.140.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-29-2016  23.4.135.154:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-29-2016  23.4.135.154:443 SSL
Configurations

GOOD

10-01-2016 11-29-2016  23.4.137.59:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-27-2016 11-28-2016  cdn-stage1.lifereimagined.org SSL
Certificates

GOOD

11-12-2016 11-28-2016  staging.thrifty.com SSL
Certificates

GOOD

01-19-2016 11-28-2016  23.4.137.10:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 11-28-2016  23.4.137.10:443 SSL
Configurations

GOOD

01-05-2016 11-28-2016  23.4.138.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 11-28-2016  23.4.132.56:443 SSL
Certificates

GOOD

07-14-2016 11-28-2016  beta.paxar-europe.com SSL
Certificates

GOOD

01-18-2016 11-28-2016  23.4.143.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-28-2016  23.4.128.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-28-2016  23.4.135.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-28-2016  23.4.137.27:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 11-28-2016  23.4.137.27:443 SSL
Configurations

GOOD

10-12-2016 11-28-2016  23.4.136.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-28-2016  23.4.142.173:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-28-2016  23.4.142.173:443 SSL
Configurations

GOOD

01-04-2016 11-28-2016  23.4.138.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-27-2016 11-28-2016  23.4.137.122:443 SSL
Configurations

GOOD

11-21-2016 11-28-2016  23.4.139.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 11-28-2016  23.4.136.143:443 SSL
Configurations

GOOD

11-13-2016 11-28-2016  23.4.141.62:443 Open	Ports GOOD Typical	service:
HTTPS

11-20-2016 11-28-2016  23.4.139.124:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-28-2016  23.4.132.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-28-2016  23.4.133.187:443 SSL
Configurations

GOOD

01-09-2016 11-28-2016  23.4.132.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-28-2016  23.4.143.45:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-28-2016  23.4.143.45:443 SSL
Configurations

GOOD

07-13-2016 11-28-2016  23.4.128.118:443 SSL
Configurations

GOOD

01-02-2016 11-28-2016  23.4.128.118:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 11-28-2016  23.4.138.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-08-2016 11-28-2016  23.4.136.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-28-2016  23.4.135.122:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-28-2016  23.4.135.122:443 SSL
Configurations

GOOD

11-06-2016 11-28-2016  23.4.141.168:443 Open	Ports GOOD Typical	service:
HTTPS

10-23-2016 11-28-2016  23.4.129.63:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 561

07-06-2016 11-28-2016  23.4.133.139:443 SSL
Configurations

GOOD

11-23-2016 11-28-2016  23.4.135.107:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 11-28-2016  23.4.135.107:443 SSL
Configurations

GOOD

10-18-2016 11-28-2016  23.4.129.30:443 SSL
Configurations

GOOD

11-11-2016 11-28-2016  23.4.143.235:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 11-28-2016  23.4.132.121:443 Open	Ports GOOD Detected	service:
HTTPS

11-02-2016 11-28-2016  23.4.132.121:443 SSL
Configurations

GOOD

01-03-2016 11-28-2016  23.4.137.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-28-2016  23.4.141.205:443 Open	Ports GOOD Typical	service:
HTTPS

09-21-2016 11-28-2016  23.4.138.94:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-21-2016 11-28-2016  23.4.138.94:443 SSL
Configurations

GOOD

11-12-2016 11-28-2016  23.4.131.137:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 11-28-2016  23.4.128.169:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-28-2016  23.4.141.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 11-28-2016  23.4.134.173:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-28-2016  23.4.135.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-28-2016  23.4.133.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-28-2016  23.4.133.40:443 SSL
Configurations

GOOD

01-03-2016 11-28-2016  23.4.143.223:443 SSL
Configurations

GOOD

01-02-2016 11-28-2016  23.4.140.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-14-2016 11-28-2016  23.4.140.120:443 Open	Ports GOOD Typical	service:
HTTPS

01-28-2016 11-28-2016  23.4.136.204:443 Open	Ports GOOD Detected	service:
HTTPS

01-28-2016 11-28-2016  23.4.136.204:443 SSL
Configurations

GOOD

01-04-2016 11-28-2016  23.4.137.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 11-28-2016  23.4.131.24:443 Open	Ports GOOD Detected	service:
HTTPS

11-25-2016 11-28-2016  23.4.131.24:443 SSL
Configurations

GOOD

11-15-2016 11-28-2016  23.4.136.190:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-28-2016  23.4.137.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-28-2016  23.4.141.11:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 11-28-2016  23.4.132.56:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-28-2016  23.4.132.56:443 SSL
Configurations

GOOD

07-24-2016 11-28-2016  23.4.134.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-28-2016  23.4.141.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-28-2016  23.4.136.62:443 SSL
Configurations

GOOD

01-03-2016 11-28-2016  23.4.141.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-28-2016  23.4.135.217:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-28-2016  23.4.135.217:443 SSL
Configurations

GOOD

06-17-2016 11-28-2016  23.4.140.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 11-28-2016  23.4.141.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-28-2016  23.4.128.234:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-28-2016  23.4.128.234:443 SSL
Configurations

GOOD

01-24-2016 11-28-2016  23.4.135.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-28-2016  23.4.138.170:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 11-28-2016  23.4.128.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-28-2016  23.4.133.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-01-2016 11-28-2016  23.4.132.223:443 SSL
Configurations

GOOD

01-07-2016 11-28-2016  23.4.131.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 11-28-2016  23.4.135.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-28-2016  23.4.137.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 11-28-2016  23.4.138.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-28-2016  23.4.134.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-28-2016  23.4.143.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2016 11-28-2016  23.4.135.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-28-2016  23.4.135.89:443 SSL
Configurations

GOOD

11-24-2016 11-28-2016  23.4.138.154:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-28-2016  23.4.139.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-28-2016  23.4.133.104:443 SSL
Configurations

GOOD

01-13-2016 11-28-2016  23.4.131.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 11-28-2016  23.4.128.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-28-2016  23.4.128.189:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 11-28-2016  23.4.136.170:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-28-2016  23.4.129.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-09-2016 11-28-2016  23.4.130.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-28-2016  23.4.135.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-28-2016  23.4.130.191:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-28-2016  23.4.130.191:443 SSL
Configurations

GOOD

01-02-2016 11-28-2016  23.4.131.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-28-2016  23.4.138.138:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-28-2016  23.4.138.138:443 SSL
Configurations

GOOD

11-09-2016 11-28-2016  23.4.135.143:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 568

11-09-2016 11-28-2016  23.4.135.143:443 SSL
Configurations

GOOD

01-09-2016 11-28-2016  23.4.140.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-28-2016  23.4.132.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-25-2016 11-28-2016  23.4.132.168:443 SSL
Configurations

GOOD

01-14-2016 11-28-2016  23.4.134.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-28-2016  23.4.138.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-03-2016 11-28-2016  23.4.128.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-28-2016  23.4.130.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-28-2016  23.4.136.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 11-28-2016  23.4.133.61:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 11-28-2016  23.4.133.61:443 SSL
Configurations

GOOD

11-27-2016 11-28-2016  23.4.132.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-21-2016 11-28-2016  23.4.133.102:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 11-28-2016  23.4.133.102:443 SSL
Configurations

GOOD

01-30-2016 11-28-2016  23.4.133.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-30-2016 11-28-2016  23.4.133.10:443 SSL
Configurations

GOOD

10-31-2016 11-28-2016  23.4.141.45:443 Open	Ports GOOD Typical	service:
HTTPS

08-07-2016 11-28-2016  23.4.134.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-28-2016  23.4.137.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-28-2016  23.4.139.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-28-2016  23.4.132.44:443 SSL
Configurations

GOOD

01-07-2016 11-28-2016  23.4.135.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 11-28-2016  23.4.136.89:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-28-2016  23.4.139.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 11-28-2016  23.4.128.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-24-2016 11-27-2016  closertic.net SSL
Certificates

GOOD

10-05-2016 11-27-2016  ssl.www8.hp.com SSL
Certificates

GOOD

09-25-2016 11-27-2016  qa.zubops.net SSL
Certificates

GOOD

11-03-2016 11-27-2016  www.simulation.jhf.go.jp SSL
Certificates

GOOD

11-03-2016 11-27-2016  23.4.129.94:443 SSL
Configurations

GOOD

10-06-2016 11-27-2016  latest.entitlement.hongkongdisneyland.com SSL
Certificates

GOOD

01-03-2016 11-27-2016  23.4.132.88:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-27-2016  23.4.132.88:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-01-2016 11-27-2016  23.4.136.22:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-27-2016  23.4.137.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-27-2016  23.4.139.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-27-2016  23.4.131.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-27-2016  23.4.138.204:443 SSL
Configurations

GOOD

01-10-2016 11-27-2016  23.4.131.189:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-27-2016  23.4.131.189:443 SSL
Configurations

GOOD

11-09-2016 11-27-2016  23.4.138.156:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-27-2016  23.4.133.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-27-2016  23.4.133.125:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 11-27-2016  23.4.133.125:443 SSL
Configurations

GOOD

11-04-2016 11-27-2016  23.4.131.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-27-2016  23.4.137.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-01-2016 11-27-2016  23.4.130.91:443 SSL
Configurations

GOOD

11-16-2016 11-27-2016  23.4.138.175:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-27-2016  23.4.130.106:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 11-27-2016  23.4.133.214:443 SSL
Configurations

GOOD

01-16-2016 11-27-2016  23.4.132.138:443 SSL
Configurations

GOOD

11-15-2016 11-27-2016  23.4.136.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-27-2016  23.4.138.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-27-2016  23.4.134.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-27-2016  23.4.128.169:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-27-2016  23.4.139.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-27-2016  23.4.137.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 11-27-2016  23.4.130.217:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-27-2016  23.4.142.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-12-2016 11-27-2016  23.4.136.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-01-2016 11-27-2016  23.4.140.247:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 11-27-2016  23.4.141.29:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 11-27-2016  23.4.132.14:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-27-2016  23.4.132.14:443 SSL
Configurations

GOOD

01-12-2016 11-27-2016  23.4.133.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-27-2016  23.4.135.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-27-2016  23.4.139.46:443 Open	Ports GOOD Typical	service:
HTTPS

10-15-2016 11-27-2016  23.4.143.107:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-27-2016  23.4.131.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-27-2016  23.4.131.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-27-2016  23.4.133.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-27-2016  23.4.133.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-27-2016  23.4.140.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-07-2016 11-27-2016  23.4.136.26:443 Open	Ports GOOD Detected	service:
HTTPS

06-07-2016 11-27-2016  23.4.136.26:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-05-2016 11-27-2016  23.4.131.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-18-2016 11-27-2016  23.4.138.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-27-2016  23.4.132.86:443 SSL
Configurations

GOOD

01-09-2016 11-27-2016  23.4.140.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-27-2016  23.4.132.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 11-27-2016  23.4.137.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 11-27-2016  23.4.143.23:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-27-2016  23.4.142.76:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-27-2016  23.4.138.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-27-2016  23.4.140.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-27-2016 11-27-2016  23.4.130.30:443 Open	Ports GOOD Detected	service:
HTTPS

11-27-2016 11-27-2016  23.4.130.30:443 SSL
Configurations

GOOD

01-04-2016 11-27-2016  23.4.136.216:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-27-2016  23.4.136.216:443 SSL
Configurations

GOOD

01-14-2016 11-27-2016  23.4.137.109:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 11-27-2016  23.4.137.109:443 SSL
Configurations

GOOD

01-13-2016 11-27-2016  23.4.142.71:443 SSL
Configurations

GOOD

01-04-2016 11-27-2016  23.4.134.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-24-2016 11-27-2016  23.4.140.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-27-2016  23.4.131.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 11-27-2016  23.4.132.204:443 SSL
Configurations

GOOD

01-04-2016 11-27-2016  23.4.133.108:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-27-2016  23.4.136.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-27-2016  23.4.133.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-27-2016  23.4.142.232:443 Open	Ports GOOD Typical	service:
HTTPS

03-20-2016 11-27-2016  23.4.132.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-27-2016  23.4.132.89:443 SSL
Configurations

GOOD

01-07-2016 11-27-2016  23.4.132.235:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-27-2016  23.4.139.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-27-2016  23.4.129.70:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-27-2016  23.4.129.70:443 SSL
Configurations

GOOD

10-05-2016 11-27-2016  23.4.130.78:443 Open	Ports GOOD Detected	service:
HTTPS

10-05-2016 11-27-2016  23.4.130.78:443 SSL
Configurations

GOOD

11-13-2016 11-27-2016  23.4.130.74:443 Open	Ports GOOD Typical	service:
HTTPS

01-31-2016 11-27-2016  23.4.140.63:443 Open	Ports GOOD Detected	service:
HTTPS

01-31-2016 11-27-2016  23.4.140.63:443 SSL
Configurations

GOOD

01-05-2016 11-27-2016  23.4.143.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-27-2016  23.4.143.154:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 11-27-2016  23.4.132.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-27-2016  23.4.143.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-27-2016  23.4.139.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-27-2016  23.4.129.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-27-2016  23.4.137.77:443 SSL
Configurations

GOOD

01-22-2016 11-27-2016  23.4.133.39:443 SSL
Configurations

GOOD

01-09-2016 11-27-2016  23.4.134.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-27-2016  23.4.130.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-27-2016  23.4.135.39:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-27-2016  23.4.135.39:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-27-2016  23.4.137.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-07-2016 11-27-2016  23.4.128.89:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-27-2016  23.4.128.89:443 SSL
Configurations

GOOD

01-06-2016 11-27-2016  23.4.140.104:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-27-2016  23.4.129.38:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-27-2016  23.4.129.38:443 SSL
Configurations

GOOD

11-06-2016 11-27-2016  23.4.139.92:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-27-2016  23.4.130.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-27-2016  23.4.135.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-27-2016  23.4.135.250:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-20-2016 11-27-2016  23.4.131.62:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-27-2016  23.4.131.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-27-2016  23.4.137.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 11-27-2016  23.4.134.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-27-2016  23.4.135.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-30-2016 11-27-2016  23.4.143.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 11-27-2016  23.4.131.44:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-27-2016  23.4.131.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-27-2016  23.4.131.184:443 SSL
Configurations

GOOD

11-10-2016 11-27-2016  23.4.135.35:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-07-2016 11-27-2016  23.4.136.26:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-04-2016 11-26-2016  prod.wal.co SSL
Certificates

GOOD Large	number	of
DNS	Names:	64

11-26-2016 11-26-2016  basspro.com SSL
Certificates

GOOD

10-01-2016 11-26-2016  dev.portal.eu.yellowdot.lighting.com SSL
Certificates

GOOD

11-24-2016 11-26-2016  lee.pub SSL
Certificates

GOOD

05-02-2016 11-26-2016  23.4.134.230:443 SSL
Certificates

GOOD

11-26-2016 11-26-2016  mediatemple.net SSL
Certificates

GOOD

03-19-2016 11-26-2016  23.4.142.251:443 SSL
Certificates

GOOD

11-26-2016 11-26-2016  23.4.128.203:443 Open	Ports GOOD Typical	service:
HTTPS

02-15-2016 11-26-2016  gateway.europe.mondial-assistance.com SSL
Certificates

GOOD

01-18-2016 11-26-2016  23.4.133.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-26-2016  23.4.130.206:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-26-2016  23.4.130.206:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 11-26-2016  23.4.134.230:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-26-2016  23.4.134.230:443 SSL
Configurations

GOOD

01-14-2016 11-26-2016  23.4.136.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 11-26-2016  23.4.136.201:443 Open	Ports GOOD Typical	service:
HTTPS

11-26-2016 11-26-2016  23.4.129.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-25-2016 11-26-2016  23.4.134.79:443 SSL
Configurations

GOOD

11-16-2016 11-26-2016  23.4.142.220:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-26-2016  23.4.129.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-26-2016  23.4.130.88:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-26-2016  23.4.134.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 11-26-2016  23.4.143.106:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-26-2016  23.4.129.107:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-26-2016  23.4.129.107:443 SSL
Configurations

GOOD

11-12-2016 11-26-2016  23.4.139.59:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-26-2016  23.4.143.237:443 SSL
Configurations

GOOD

07-17-2016 11-26-2016  23.4.140.40:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-26-2016  23.4.141.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 11-26-2016  23.4.142.108:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-26-2016  23.4.134.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 11-26-2016  23.4.139.205:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 11-26-2016  23.4.130.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-09-2016 11-26-2016  23.4.141.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-22-2016 11-26-2016  23.4.136.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-25-2016 11-26-2016  23.4.128.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-26-2016  23.4.141.170:443 Open	Ports GOOD Typical	service:
HTTPS

07-04-2016 11-26-2016  23.4.132.47:443 Open	Ports GOOD Detected	service:
HTTPS

07-04-2016 11-26-2016  23.4.132.47:443 SSL
Configurations

GOOD

01-09-2016 11-26-2016  23.4.131.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-21-2016 11-26-2016  23.4.133.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-26-2016  23.4.142.63:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 11-26-2016  23.4.138.187:443 Open	Ports GOOD Typical	service:
HTTPS

08-04-2016 11-26-2016  23.4.132.91:443 Open	Ports GOOD Detected	service:
HTTPS

08-04-2016 11-26-2016  23.4.132.91:443 SSL
Configurations

GOOD

01-07-2016 11-26-2016  23.4.136.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-31-2016 11-26-2016  23.4.136.25:443 Open	Ports GOOD Detected	service:
HTTPS

07-23-2016 11-26-2016  23.4.136.25:443 SSL
Configurations

GOOD

01-11-2016 11-26-2016  23.4.143.127:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-26-2016  23.4.133.57:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 11-26-2016  23.4.133.57:443 SSL
Configurations

GOOD

01-09-2016 11-26-2016  23.4.133.172:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-15-2016 11-26-2016  23.4.139.88:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-26-2016  23.4.128.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-26-2016  23.4.129.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-26-2016  23.4.133.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 11-26-2016  23.4.129.175:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-26-2016  23.4.129.175:443 SSL
Configurations

GOOD

01-09-2016 11-26-2016  23.4.136.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-26-2016  23.4.142.251:443 SSL
Configurations

GOOD

11-26-2016 11-26-2016  23.4.132.57:443 Open	Ports GOOD Typical	service:
HTTPS

05-18-2016 11-26-2016  23.4.138.184:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-26-2016  23.4.138.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-26-2016  23.4.136.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-10-2016 11-26-2016  23.4.128.107:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 11-26-2016  23.4.128.95:443 Open	Ports GOOD Detected	service:
HTTPS

07-22-2016 11-26-2016  23.4.128.95:443 SSL
Configurations

GOOD

11-26-2016 11-26-2016  23.4.137.75:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 11-26-2016  23.4.141.10:443 Open	Ports GOOD Typical	service:
HTTPS

01-26-2016 11-26-2016  23.4.134.95:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-26-2016  23.4.136.15:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-26-2016  23.4.136.15:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-05-2016 11-26-2016  23.4.143.221:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-26-2016  23.4.133.15:443 SSL
Configurations

GOOD

11-09-2016 11-26-2016  23.4.138.222:443 Open	Ports GOOD Typical	service:
HTTPS

01-20-2016 11-26-2016  23.4.132.78:443 SSL
Configurations

GOOD

01-20-2016 11-26-2016  23.4.133.199:443 SSL
Configurations

GOOD

01-02-2016 11-26-2016  23.4.130.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-24-2016 11-26-2016  23.4.136.123:443 SSL
Configurations

GOOD

01-23-2016 11-26-2016  23.4.132.150:443 Open	Ports GOOD Detected	service:
HTTPS

01-23-2016 11-26-2016  23.4.132.150:443 SSL
Configurations

GOOD

11-06-2016 11-26-2016  23.4.143.175:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-26-2016  23.4.143.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-26-2016  23.4.129.220:443 SSL
Configurations

GOOD

01-10-2016 11-26-2016  23.4.143.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-26-2016  23.4.130.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-26-2016  23.4.135.138:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-26-2016  23.4.130.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-26-2016  23.4.128.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-26-2016  23.4.139.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-01-2016 11-26-2016  23.4.132.137:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-26-2016  23.4.132.137:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-26-2016  23.4.131.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-26-2016  23.4.134.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 11-26-2016  23.4.141.204:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 11-26-2016  23.4.134.233:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 11-26-2016  23.4.131.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 11-26-2016  23.4.133.13:443 SSL
Configurations

GOOD

01-14-2016 11-26-2016  23.4.130.166:443 SSL
Configurations

GOOD

01-09-2016 11-26-2016  23.4.128.204:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-26-2016  23.4.128.204:443 SSL
Configurations

GOOD

01-03-2016 11-26-2016  23.4.141.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-10-2016 11-26-2016  23.4.129.121:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-26-2016  23.4.129.121:443 SSL
Configurations

GOOD

11-11-2016 11-26-2016  23.4.133.29:443 Open	Ports GOOD Detected	service:
HTTPS

11-11-2016 11-26-2016  23.4.133.29:443 SSL
Configurations

GOOD

11-26-2016 11-26-2016  23.4.132.104:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-26-2016  23.4.132.104:443 SSL
Configurations

GOOD

11-26-2016 11-26-2016  23.4.129.12:443 SSL
Configurations

GOOD

05-05-2016 11-26-2016  23.4.139.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-26-2016  23.4.130.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 11-26-2016  23.4.143.56:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-22-2016 11-26-2016  23.4.136.234:443 Open	Ports GOOD Typical	service:
HTTPS

06-23-2016 11-25-2016  23.4.137.14:443 SSL
Configurations

GOOD

11-14-2016 11-25-2016  static.vh.lp.services.online-banking.hsbc.ca SSL
Certificates

GOOD

11-22-2016 11-25-2016  23.4.139.183:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

09-23-2016 11-25-2016  store.breguet.com SSL
Certificates

GOOD

07-11-2016 11-25-2016  rates-globalmarkets.bnpparibas.info SSL
Certificates

GOOD

11-24-2016 11-25-2016  23.4.130.13:443 SSL
Certificates

GOOD

01-04-2016 11-25-2016  23.4.136.15:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 11-25-2016  23.4.141.155:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-25-2016  23.4.131.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-25-2016  23.4.129.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 11-25-2016  23.4.137.153:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-16-2016 11-25-2016  23.4.141.104:443 SSL
Configurations

GOOD

01-08-2016 11-25-2016  23.4.129.153:443 SSL
Configurations

GOOD

01-03-2016 11-25-2016  23.4.131.188:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-25-2016  23.4.131.188:443 SSL
Configurations

GOOD

01-06-2016 11-25-2016  23.4.140.191:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-25-2016  23.4.140.191:443 SSL
Configurations

GOOD

11-02-2016 11-25-2016  23.4.139.249:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 11-25-2016  23.4.143.247:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-25-2016  23.4.130.142:443 SSL
Configurations

GOOD

01-03-2016 11-25-2016  23.4.130.124:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 11-25-2016  23.4.138.119:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-25-2016  23.4.138.190:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-25-2016  23.4.138.190:443 SSL
Configurations

GOOD

01-15-2016 11-25-2016  23.4.133.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-26-2016 11-25-2016  23.4.135.24:443 Open	Ports GOOD Detected	service:
HTTPS

02-26-2016 11-25-2016  23.4.135.24:443 SSL
Configurations

GOOD

01-07-2016 11-25-2016  23.4.132.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 11-25-2016  23.4.129.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 11-25-2016  23.4.128.157:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-25-2016  23.4.131.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-25-2016  23.4.129.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.132.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-25-2016  23.4.141.216:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-25-2016  23.4.132.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-12-2016 11-25-2016  23.4.133.152:443 Open	Ports GOOD Detected	service:
HTTPS

10-12-2016 11-25-2016  23.4.133.152:443 SSL
Configurations

GOOD

11-25-2016 11-25-2016  23.4.131.121:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-25-2016  23.4.131.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.139.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-25-2016  23.4.129.183:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 11-25-2016  23.4.129.183:443 SSL
Configurations

GOOD

09-01-2016 11-25-2016  23.4.129.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.129.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 11-25-2016  23.4.132.249:443 SSL
Configurations

GOOD

01-04-2016 11-25-2016  23.4.129.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 11-25-2016  23.4.137.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-25-2016  23.4.135.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-25-2016  23.4.130.102:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-25-2016 11-25-2016  23.4.133.238:443 SSL
Configurations

WARN Certificate	with
non-standard	root

07-23-2016 11-25-2016  23.4.133.238:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-23-2016 11-25-2016  23.4.141.234:443 SSL
Configurations

GOOD

01-31-2016 11-25-2016  23.4.141.234:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-25-2016  23.4.140.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-25-2016  23.4.128.151:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-25-2016  23.4.128.151:443 SSL
Configurations

GOOD

11-24-2016 11-25-2016  23.4.130.13:443 Open	Ports GOOD Detected	service:
HTTPS

02-08-2016 11-25-2016  23.4.130.13:443 SSL
Configurations

GOOD

08-03-2016 11-25-2016  23.4.134.250:443 Open	Ports GOOD Detected	service:
HTTPS

08-03-2016 11-25-2016  23.4.134.250:443 SSL
Configurations

GOOD

11-02-2016 11-25-2016  23.4.142.12:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-30-2016 11-25-2016  23.4.132.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 11-25-2016  23.4.134.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 11-25-2016  23.4.134.55:443 SSL
Configurations

GOOD

07-24-2016 11-25-2016  23.4.131.104:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 11-25-2016  23.4.131.104:443 SSL
Configurations

GOOD

11-23-2016 11-25-2016  23.4.130.43:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-09-2016 11-25-2016  23.4.130.43:443 Open	Ports GOOD Detected	service:
HTTPS

01-20-2016 11-25-2016  23.4.130.60:443 SSL
Configurations

GOOD

10-31-2016 11-25-2016  23.4.129.90:443 Open	Ports GOOD Typical	service:
HTTPS

06-16-2016 11-25-2016  23.4.139.183:443 SSL
Configurations

WARN Certificate	with
non-standard	root

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-25-2016  23.4.142.57:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.134.159:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-25-2016  23.4.143.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-25-2016  23.4.143.60:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 11-25-2016  23.4.128.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 11-25-2016  23.4.128.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 11-25-2016  23.4.128.200:443 SSL
Configurations

GOOD

11-25-2016 11-25-2016  23.4.139.29:443 Open	Ports GOOD Detected	service:
HTTPS

11-25-2016 11-25-2016  23.4.139.29:443 SSL
Configurations

GOOD

08-01-2016 11-25-2016  23.4.141.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-25-2016 11-25-2016  23.4.135.184:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-25-2016  23.4.135.184:443 SSL
Configurations

GOOD

01-10-2016 11-25-2016  23.4.140.154:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-25-2016  23.4.140.154:443 SSL
Configurations

GOOD

01-15-2016 11-25-2016  23.4.131.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-25-2016  23.4.135.174:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-25-2016  23.4.135.174:443 SSL
Configurations

GOOD

01-11-2016 11-25-2016  23.4.131.9:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-25-2016  23.4.131.9:443 SSL
Configurations

GOOD

11-11-2016 11-25-2016  23.4.137.90:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 11-25-2016  23.4.131.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-13-2016 11-25-2016  23.4.134.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-29-2016 11-25-2016  23.4.133.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-25-2016  23.4.135.238:443 SSL
Configurations

GOOD

01-14-2016 11-25-2016  23.4.128.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.135.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-25-2016  23.4.141.190:443 SSL
Configurations

GOOD

01-11-2016 11-25-2016  23.4.134.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-29-2016 11-25-2016  23.4.128.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-25-2016  23.4.137.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-25-2016  23.4.143.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-01-2016 11-25-2016  23.4.129.86:443 Open	Ports GOOD Detected	service:
HTTPS

08-01-2016 11-25-2016  23.4.129.86:443 SSL
Configurations

GOOD

01-22-2016 11-25-2016  23.4.139.110:443 SSL
Configurations

GOOD

01-11-2016 11-25-2016  23.4.135.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-23-2016 11-25-2016  23.4.140.77:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 11-25-2016  23.4.128.120:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 11-25-2016  23.4.128.120:443 SSL
Configurations

GOOD

10-09-2016 11-25-2016  23.4.141.235:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-25-2016  23.4.128.215:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-25-2016  23.4.128.215:443 SSL
Configurations

GOOD

11-13-2016 11-25-2016  23.4.135.158:443 Open	Ports GOOD Detected	service:
HTTPS

01-27-2016 11-25-2016  23.4.135.158:443 SSL
Configurations

GOOD

01-14-2016 11-25-2016  23.4.135.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-25-2016  23.4.133.55:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 11-25-2016  23.4.142.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 11-25-2016  23.4.132.133:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-16-2016 11-24-2016  media.dunlopillo-bedding.com.au SSL
Certificates

GOOD

11-24-2016 11-24-2016  www.cwt-energy-resources-marine.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	94

01-05-2016 11-24-2016  23.4.137.74:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-24-2016  23.4.137.74:443 SSL
Configurations

GOOD

10-29-2016 11-24-2016  www.jhf.go.jp SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-04-2016 11-24-2016  www.enfamil.com SSL
Certificates

GOOD

01-02-2016 11-24-2016  23.4.139.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-10-2016 11-24-2016  jd.com SSL
Certificates

GOOD

01-18-2016 11-24-2016  23.4.133.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-24-2016  23.4.128.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 11-24-2016  23.4.138.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-30-2016 11-24-2016  23.4.138.248:443 SSL
Configurations

GOOD

11-10-2016 11-24-2016  23.4.138.124:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 11-24-2016  23.4.136.58:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 11-24-2016  23.4.131.249:443 Open	Ports GOOD Detected	service:
HTTPS

01-22-2016 11-24-2016  23.4.131.249:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 11-24-2016  23.4.135.214:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 11-24-2016  23.4.141.237:443 Open	Ports GOOD Typical	service:
HTTPS

07-31-2016 11-24-2016  23.4.133.27:443 Open	Ports GOOD Detected	service:
HTTPS

07-31-2016 11-24-2016  23.4.133.27:443 SSL
Configurations

GOOD

01-10-2016 11-24-2016  23.4.138.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 11-24-2016  23.4.129.42:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-24-2016  23.4.129.78:443 SSL
Configurations

GOOD

01-02-2016 11-24-2016  23.4.129.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-24-2016  23.4.129.187:443 SSL
Configurations

GOOD

01-15-2016 11-24-2016  23.4.143.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-08-2016 11-24-2016  23.4.128.186:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 11-24-2016  23.4.133.153:443 Open	Ports GOOD Detected	service:
HTTPS

11-16-2016 11-24-2016  23.4.133.153:443 SSL
Configurations

GOOD

01-02-2016 11-24-2016  23.4.129.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-24-2016  23.4.129.136:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-24-2016  23.4.128.105:443 SSL
Configurations

GOOD

01-12-2016 11-24-2016  23.4.143.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-24-2016  23.4.131.166:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-24-2016  23.4.141.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-24-2016  23.4.130.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-24-2016  23.4.132.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-24-2016  23.4.129.56:443 SSL
Configurations

GOOD

01-05-2016 11-24-2016  23.4.128.239:443 SSL
Configurations

GOOD

01-02-2016 11-24-2016  23.4.130.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-24-2016  23.4.130.182:443 SSL
Configurations

GOOD

01-16-2016 11-24-2016  23.4.130.62:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 11-24-2016  23.4.130.62:443 SSL
Configurations

GOOD

11-03-2016 11-24-2016  23.4.142.62:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-24-2016  23.4.128.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-24-2016  23.4.139.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-24-2016  23.4.138.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 11-24-2016  23.4.131.205:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 11-24-2016  23.4.130.237:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-24-2016  23.4.131.55:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-24-2016  23.4.131.55:443 SSL
Configurations

GOOD

06-26-2016 11-24-2016  23.4.140.95:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 11-24-2016  23.4.142.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-24-2016  23.4.133.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 11-24-2016  23.4.142.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 11-24-2016  23.4.143.167:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 11-24-2016  23.4.133.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-24-2016  23.4.128.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-17-2016 11-24-2016  23.4.132.222:443 SSL
Configurations

GOOD

11-12-2016 11-24-2016  23.4.134.54:443 Open	Ports GOOD Typical	service:
HTTPS

07-19-2016 11-24-2016  23.4.130.238:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 11-24-2016  23.4.138.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 11-24-2016  23.4.139.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 11-24-2016  23.4.140.170:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 11-24-2016  23.4.135.235:443 Open	Ports GOOD Detected	service:
HTTPS

10-08-2016 11-24-2016  23.4.135.235:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-19-2016 11-24-2016  23.4.128.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-17-2016 11-24-2016  23.4.134.125:443 SSL
Configurations

GOOD

11-02-2016 11-24-2016  23.4.129.191:443 SSL
Configurations

GOOD

11-02-2016 11-24-2016  23.4.129.79:443 Open	Ports GOOD Detected	service:
HTTPS

11-02-2016 11-24-2016  23.4.129.79:443 SSL
Configurations

GOOD

01-02-2016 11-24-2016  23.4.131.39:443 SSL
Configurations

GOOD

11-05-2016 11-24-2016  23.4.130.108:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-24-2016  23.4.136.60:443 SSL
Configurations

GOOD

01-02-2016 11-24-2016  23.4.134.134:443 SSL
Configurations

GOOD

06-21-2016 11-24-2016  23.4.141.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-24-2016  23.4.139.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 11-24-2016  23.4.143.10:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 11-24-2016  23.4.135.175:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-24-2016  23.4.135.175:443 SSL
Configurations

GOOD

11-17-2016 11-24-2016  23.4.133.71:443 Open	Ports GOOD Detected	service:
HTTPS

11-17-2016 11-24-2016  23.4.133.71:443 SSL
Configurations

GOOD

10-29-2016 11-24-2016  23.4.129.110:443 SSL
Configurations

GOOD

01-06-2016 11-24-2016  23.4.134.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-17-2016 11-24-2016  23.4.142.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-24-2016 11-24-2016  23.4.135.231:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-24-2016  23.4.135.231:443 SSL
Configurations

GOOD

11-01-2016 11-24-2016  23.4.141.127:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-24-2016  23.4.133.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-24-2016  23.4.141.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-03-2016 11-24-2016  23.4.142.157:443 SSL
Configurations

GOOD

01-27-2016 11-24-2016  23.4.133.171:443 SSL
Configurations

GOOD

11-21-2016 11-23-2016  storeimages.apple.com.edgekey.net SSL
Certificates

GOOD

08-24-2016 11-23-2016  cdn-vval-api.gm.com SSL
Certificates

GOOD

01-05-2016 11-23-2016  23.4.137.184:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 11-23-2016  stglnln-maternity.mopita.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	54

01-03-2016 11-23-2016  23.4.130.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-23-2016  23.4.136.155:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-23-2016  23.4.128.77:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 11-23-2016  23.4.133.249:443 SSL
Configurations

GOOD

06-03-2016 11-23-2016  23.4.141.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 11-23-2016  23.4.131.86:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-23-2016  23.4.132.239:443 SSL
Configurations

GOOD

01-07-2016 11-23-2016  23.4.132.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-23-2016  23.4.134.89:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-19-2016 11-23-2016  23.4.140.252:443 Open	Ports GOOD Typical	service:
HTTPS

11-23-2016 11-23-2016  23.4.130.95:443 SSL
Configurations

GOOD

11-19-2016 11-23-2016  23.4.137.92:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-23-2016  23.4.137.170:443 SSL
Configurations

GOOD

01-21-2016 11-23-2016  23.4.141.157:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 11-23-2016  23.4.141.157:443 SSL
Configurations

GOOD

01-05-2016 11-23-2016  23.4.142.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 11-23-2016  23.4.128.107:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 11-23-2016  23.4.128.107:443 SSL
Configurations

GOOD

01-06-2016 11-23-2016  23.4.134.231:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-23-2016 11-23-2016  23.4.133.103:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 11-23-2016  23.4.133.103:443 SSL
Configurations

GOOD

01-15-2016 11-23-2016  23.4.130.134:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-23-2016  23.4.132.41:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-23-2016  23.4.134.185:443 SSL
Configurations

GOOD

11-12-2016 11-23-2016  23.4.138.188:443 Open	Ports GOOD Typical	service:
HTTPS

02-08-2016 11-23-2016  23.4.135.40:443 Open	Ports GOOD Detected	service:
HTTPS

02-08-2016 11-23-2016  23.4.135.40:443 SSL
Configurations

GOOD

11-01-2016 11-23-2016  23.4.143.205:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-23-2016  23.4.136.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-23-2016  23.4.140.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-23-2016  23.4.137.8:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-23-2016  23.4.137.8:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 11-23-2016  23.4.129.14:443 Open	Ports GOOD Typical	service:
HTTPS

06-12-2016 11-23-2016  23.4.141.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-23-2016  23.4.130.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-05-2016 11-23-2016  23.4.129.105:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-23-2016  23.4.138.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 11-23-2016  23.4.131.94:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-23-2016  23.4.135.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-22-2016 11-23-2016  23.4.128.70:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-18-2016 11-23-2016  23.4.128.70:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-23-2016  23.4.135.151:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 618

07-20-2016 11-23-2016  23.4.135.77:443 Open	Ports GOOD Detected	service:
HTTPS

07-20-2016 11-23-2016  23.4.135.77:443 SSL
Configurations

GOOD

01-03-2016 11-23-2016  23.4.137.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-23-2016  23.4.139.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-23-2016  23.4.139.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-23-2016  23.4.137.9:443 Open	Ports GOOD Typical	service:
HTTPS

10-27-2016 11-23-2016  23.4.129.108:443 SSL
Configurations

GOOD

11-23-2016 11-23-2016  23.4.135.126:443 Open	Ports GOOD Detected	service:
HTTPS

11-23-2016 11-23-2016  23.4.135.126:443 SSL
Configurations

GOOD

11-23-2016 11-23-2016  23.4.141.40:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 11-23-2016  23.4.137.234:443 SSL
Configurations

GOOD

11-23-2016 11-23-2016  23.4.142.7:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 11-23-2016  23.4.141.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-23-2016  23.4.138.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-23-2016  23.4.142.236:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-23-2016  23.4.131.78:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-23-2016  23.4.131.78:443 SSL
Configurations

GOOD

01-04-2016 11-23-2016  23.4.133.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-23-2016  23.4.142.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-23-2016  23.4.138.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 11-23-2016  23.4.129.40:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-23-2016  23.4.129.40:443 SSL
Configurations

GOOD

11-12-2016 11-23-2016  23.4.139.60:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 11-23-2016  23.4.130.184:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-23-2016  23.4.138.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-23-2016  23.4.139.120:443 Open	Ports GOOD Typical	service:
HTTPS

11-23-2016 11-23-2016  23.4.133.67:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-22-2016 11-23-2016  23.4.128.70:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-03-2016 11-22-2016  staging.networkservices.nine.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	34

07-24-2016 11-22-2016  23.4.128.218:443 SSL
Certificates

GOOD

01-03-2016 11-22-2016  sitecomssl.dsc.welllink.bakerhughes.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

11-22-2016 11-22-2016  static1.bimbaylola.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-29-2016 11-22-2016  www.overstock.com SSL
Certificates

GOOD

07-17-2016 11-22-2016  failover-www.vans.com SSL
Certificates

GOOD

09-12-2016 11-22-2016  www.bayernmunichstoreusa.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	51

11-02-2016 11-22-2016  23.4.137.235:443 Open	Ports GOOD Typical	service:
HTTPS

11-13-2016 11-22-2016  23.4.141.143:443 Open	Ports GOOD Typical	service:
HTTPS

07-24-2016 11-22-2016  23.4.128.218:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 11-22-2016  23.4.128.218:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-06-2016 11-22-2016  23.4.131.207:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-22-2016  23.4.138.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-14-2016 11-22-2016  23.4.133.91:443 SSL
Configurations

GOOD

11-13-2016 11-22-2016  23.4.142.24:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-22-2016  23.4.138.25:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-22-2016  23.4.138.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-22-2016  23.4.133.232:443 SSL
Configurations

GOOD

07-06-2016 11-22-2016  23.4.140.157:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 11-22-2016  23.4.137.167:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-22-2016  23.4.142.249:443 Open	Ports GOOD Typical	service:
HTTPS

01-13-2016 11-22-2016  23.4.142.7:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-22-2016  23.4.130.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-22-2016  23.4.132.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-22-2016  23.4.141.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-22-2016  23.4.133.120:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-22-2016  23.4.133.120:443 SSL
Configurations

GOOD

01-04-2016 11-22-2016  23.4.140.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-22-2016  23.4.141.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-22-2016  23.4.129.47:443 SSL
Configurations

GOOD

10-17-2016 11-22-2016  23.4.139.184:443 Open	Ports GOOD Typical	service:
HTTPS

11-22-2016 11-22-2016  23.4.139.199:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-22-2016  23.4.133.188:443 SSL
Configurations

GOOD

11-03-2016 11-22-2016  23.4.128.135:443 Open	Ports GOOD Typical	service:
HTTPS

11-16-2016 11-22-2016  23.4.129.39:443 SSL
Configurations

GOOD

11-04-2016 11-22-2016  23.4.139.11:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-22-2016 11-22-2016  23.4.142.58:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-22-2016  23.4.129.124:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-22-2016  23.4.133.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-26-2016 11-22-2016  23.4.138.23:443 Open	Ports GOOD Detected	service:
HTTPS

10-26-2016 11-22-2016  23.4.138.23:443 SSL
Configurations

GOOD

11-22-2016 11-22-2016  23.4.132.106:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-22-2016  23.4.132.106:443 SSL
Configurations

GOOD

01-29-2016 11-22-2016  23.4.139.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-24-2016 11-22-2016  23.4.139.188:443 SSL
Configurations

GOOD

01-24-2016 11-22-2016  23.4.133.109:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-22-2016  23.4.139.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-22-2016 11-22-2016  23.4.143.173:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-22-2016  23.4.137.254:443 Open	Ports GOOD Typical	service:
HTTPS

05-29-2016 11-22-2016  23.4.141.248:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-22-2016  23.4.136.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-22-2016 11-22-2016  23.4.136.251:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-22-2016  23.4.131.28:443 Open	Ports GOOD Typical	service:
HTTPS

06-08-2016 11-22-2016  23.4.136.232:443 SSL
Configurations

GOOD

01-11-2016 11-22-2016  23.4.136.232:443 Open	Ports GOOD Detected	service:
HTTPS

11-13-2016 11-22-2016  23.4.136.87:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 11-22-2016  23.4.128.111:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-22-2016  23.4.130.123:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-22-2016  23.4.143.27:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 11-22-2016  23.4.138.41:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 11-22-2016  23.4.133.47:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 11-22-2016  23.4.133.47:443 SSL
Configurations

GOOD

07-31-2016 11-22-2016  23.4.136.153:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-22-2016  23.4.136.153:443 SSL
Configurations

GOOD

10-31-2016 11-22-2016  23.4.142.124:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-22-2016  23.4.136.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-22-2016  23.4.131.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-22-2016  23.4.142.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-22-2016  23.4.142.143:443 SSL
Configurations

GOOD

10-31-2016 11-22-2016  23.4.139.79:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-22-2016  23.4.133.247:443 SSL
Configurations

GOOD

10-14-2016 11-22-2016  23.4.133.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-12-2016 11-22-2016  23.4.134.199:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-22-2016  23.4.134.199:443 SSL
Configurations

GOOD

06-10-2016 11-22-2016  23.4.140.122:443 Open	Ports GOOD Typical	service:
HTTPS

06-04-2016 11-22-2016  23.4.140.235:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 11-22-2016  23.4.129.139:443 SSL
Configurations

GOOD

01-27-2016 11-22-2016  23.4.129.157:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-14-2016 11-22-2016  23.4.134.22:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-22-2016  23.4.134.22:443 SSL
Configurations

GOOD

04-06-2015 11-22-2016  23.4.128.218:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-04-2016 11-21-2016  23.4.140.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-21-2016  23.4.132.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-05-2016 11-21-2016  voicefive.com SSL
Certificates

GOOD

11-13-2016 11-21-2016  store.storeimages.cdn-apple.com SSL
Certificates

GOOD

10-20-2016 11-21-2016  www.luxbet.co.uk SSL
Certificates

GOOD

01-07-2016 11-21-2016  23.4.141.169:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-21-2016  23.4.141.169:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-21-2016  23.4.131.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-21-2016  23.4.141.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-21-2016  23.4.129.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 11-21-2016  23.4.137.219:443 Open	Ports GOOD Typical	service:
HTTPS

01-26-2016 11-21-2016  23.4.128.74:443 SSL
Configurations

GOOD

02-05-2016 11-21-2016  23.4.142.200:443 SSL
Configurations

GOOD

01-05-2016 11-21-2016  23.4.139.31:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-20-2016 11-21-2016  23.4.129.155:443 Open	Ports GOOD Detected	service:
HTTPS

10-20-2016 11-21-2016  23.4.129.155:443 SSL
Configurations

GOOD

06-05-2016 11-21-2016  23.4.140.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 630

02-02-2016 11-21-2016  23.4.140.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-21-2016  23.4.136.159:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-21-2016  23.4.136.159:443 SSL
Configurations

GOOD

01-10-2016 11-21-2016  23.4.129.151:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-21-2016  23.4.129.151:443 SSL
Configurations

GOOD

11-21-2016 11-21-2016  23.4.130.31:443 SSL
Configurations

GOOD

01-18-2016 11-21-2016  23.4.134.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-21-2016  23.4.131.170:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 11-21-2016  23.4.137.142:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-21-2016  23.4.130.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-21-2016 11-21-2016  23.4.133.24:443 SSL
Configurations

GOOD

11-21-2016 11-21-2016  45.116.216.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-10-2016 11-21-2016  23.4.140.72:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-21-2016  23.4.140.72:443 SSL
Configurations

GOOD

11-19-2016 11-21-2016  23.4.130.104:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 11-21-2016  23.4.132.186:443 Open	Ports GOOD Detected	service:
HTTPS

06-24-2016 11-21-2016  23.4.132.186:443 SSL
Configurations

GOOD

01-19-2016 11-21-2016  23.4.141.189:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-22-2016 11-21-2016  23.4.129.123:443 SSL
Configurations

GOOD

01-08-2016 11-21-2016  23.4.131.201:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-21-2016  23.4.131.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-21-2016 11-21-2016  23.4.132.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-21-2016  23.4.132.136:443 SSL
Configurations

GOOD

07-13-2016 11-21-2016  5w62rr1-t2.int.ntt.co.th SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

01-13-2016 11-21-2016  23.4.133.95:443 SSL
Configurations

GOOD

01-16-2016 11-21-2016  23.4.135.42:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 11-21-2016  23.4.135.42:443 SSL
Configurations

GOOD

01-03-2016 11-21-2016  23.4.135.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-21-2016  23.4.136.111:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-21-2016  23.4.136.111:443 SSL
Configurations

GOOD

01-09-2016 11-21-2016  23.4.142.28:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-21-2016  23.4.129.61:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 11-21-2016  23.4.128.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-21-2016 11-21-2016  23.4.135.8:443 SSL
Configurations

GOOD

11-03-2016 11-21-2016  23.4.138.218:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 11-21-2016  23.4.142.205:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-21-2016  23.4.128.191:443 Open	Ports GOOD Typical	service:
HTTPS

11-19-2016 11-21-2016  23.4.132.198:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-21-2016  23.4.132.198:443 SSL
Configurations

GOOD

01-15-2016 11-21-2016  23.4.140.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-09-2016 11-21-2016  23.4.134.175:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-21-2016  23.4.132.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-31-2016 11-21-2016  23.4.141.231:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-21-2016  23.4.132.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-21-2016  23.4.132.58:443 SSL
Configurations

GOOD

11-17-2016 11-21-2016  23.4.133.191:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-21-2016  23.4.133.191:443 SSL
Configurations

GOOD

02-10-2016 11-20-2016  media.lanecrawford.com SSL
Certificates

GOOD

01-18-2016 11-20-2016  23.4.130.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-08-2016 11-20-2016  medtroniccarelink.net SSL
Certificates

GOOD

11-06-2016 11-20-2016  m.nissen.co.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

11-10-2016 11-20-2016  stg.cdn.registerdisney.go.com SSL
Certificates

GOOD

05-02-2016 11-20-2016  23.4.143.169:443 Open	Ports GOOD Detected	service:
HTTPS

05-02-2016 11-20-2016  23.4.143.169:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 11-20-2016  23.4.135.29:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-20-2016  23.4.135.29:443 SSL
Configurations

GOOD

01-07-2016 11-20-2016  23.4.137.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-20-2016  23.4.131.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-20-2016  23.4.131.10:443 SSL
Configurations

GOOD

01-09-2016 11-20-2016  23.4.133.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-20-2016  23.4.143.215:443 Open	Ports GOOD Typical	service:
HTTPS

01-28-2016 11-20-2016  23.4.133.167:443 Open	Ports GOOD Detected	service:
HTTPS

01-28-2016 11-20-2016  23.4.133.167:443 SSL
Configurations

GOOD

10-31-2016 11-20-2016  23.4.130.186:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-14-2016 11-20-2016  23.4.133.183:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-20-2016  23.4.133.183:443 SSL
Configurations

GOOD

01-02-2016 11-20-2016  23.4.135.86:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-20-2016  23.4.134.174:443 SSL
Configurations

GOOD

01-09-2016 11-20-2016  23.4.139.75:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-20-2016  23.4.131.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-20-2016  23.4.133.41:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-18-2016 11-20-2016  23.4.133.41:443 Open	Ports GOOD Detected	service:
HTTPS

11-17-2016 11-20-2016  23.4.141.223:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-20-2016  23.4.138.47:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 11-20-2016  23.4.133.182:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 11-20-2016  23.4.133.182:443 SSL
Configurations

GOOD

01-06-2016 11-20-2016  23.4.132.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-20-2016  23.4.143.158:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 11-20-2016  23.4.132.172:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-20-2016  23.4.132.172:443 SSL
Configurations

GOOD

01-03-2016 11-20-2016  23.4.139.105:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-20-2016  23.4.134.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-20-2016  23.4.134.58:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-20-2016  23.4.136.27:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-20-2016  23.4.141.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-21-2016 11-20-2016  23.4.128.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-20-2016 11-20-2016  23.4.132.94:443 Open	Ports GOOD Detected	service:
HTTPS

01-21-2016 11-20-2016  23.4.132.94:443 SSL
Configurations

GOOD

01-11-2016 11-20-2016  23.4.138.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-20-2016  23.4.142.190:443 Open	Ports GOOD Detected	service:
HTTPS

11-10-2016 11-20-2016  23.4.142.190:443 SSL
Configurations

GOOD

11-18-2016 11-20-2016  23.4.133.118:443 SSL
Configurations

GOOD

11-06-2016 11-20-2016  23.4.133.41:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-02-2016 11-19-2016  www.origins.com.cn SSL
Certificates

GOOD

01-30-2016 11-19-2016  mapemall.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 11-19-2016  23.4.130.47:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 11-19-2016  23.4.138.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 11-19-2016  23.4.132.237:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-19-2016  23.4.143.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-19-2016 11-19-2016  23.4.135.151:443 Open	Ports GOOD Detected	service:
HTTPS

11-19-2016 11-19-2016  23.4.135.151:443 SSL
Configurations

GOOD

11-05-2016 11-19-2016  23.4.128.235:443 Open	Ports GOOD Typical	service:
HTTPS

01-26-2016 11-19-2016  23.4.141.60:443 SSL
Configurations

GOOD

01-06-2016 11-19-2016  23.4.141.60:443 Open	Ports GOOD Detected	service:
HTTPS

05-30-2016 11-19-2016  23.4.129.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-10-2016 11-19-2016  23.4.130.56:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 11-19-2016  45.116.216.164:53 Open	Ports NEUTRAL Detected	service:
DNS

11-01-2016 11-19-2016  23.4.131.157:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-19-2016  23.4.128.73:443 SSL
Configurations

GOOD

09-22-2016 11-19-2016  23.4.142.239:443 SSL
Configurations

GOOD

01-04-2016 11-19-2016  23.4.133.215:443 SSL
Configurations

GOOD

01-17-2016 11-19-2016  23.4.129.166:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-27-2016 11-19-2016  23.4.137.38:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-19-2016  23.4.141.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-19-2016  23.4.142.121:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-19-2016  23.4.133.185:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-19-2016  23.4.134.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-19-2016  23.4.142.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-19-2016  23.4.135.15:443 SSL
Configurations

GOOD

08-03-2016 11-19-2016  23.4.133.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-19-2016  23.4.133.250:443 SSL
Configurations

GOOD

01-10-2016 11-19-2016  23.4.138.22:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-30-2016 11-19-2016  23.4.134.43:443 SSL
Configurations

GOOD

01-03-2016 11-19-2016  23.4.133.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-14-2016 11-19-2016  23.4.142.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-19-2016  23.4.140.76:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 11-19-2016  23.4.140.167:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-09-2016 11-19-2016  23.4.138.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 11-19-2016  23.4.133.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-19-2016  23.4.141.217:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-19-2016  23.4.142.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-08-2016 11-18-2016  api.sp-int.sonyentertainmentnetwork.com SSL
Certificates

GOOD

11-14-2016 11-18-2016  a-ssl.ligatus.com SSL
Certificates

GOOD

01-10-2016 11-18-2016  23.4.137.159:443 SSL
Configurations

GOOD

11-05-2016 11-18-2016  23.4.131.59:443 Open	Ports GOOD Typical	service:
HTTPS

06-17-2016 11-18-2016  sharing.oodrive.com SSL
Certificates

GOOD

11-11-2016 11-18-2016  23.4.139.235:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-18-2016  23.4.135.123:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-18-2016  23.4.143.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-18-2016  23.4.142.219:443 SSL
Configurations

GOOD

01-05-2016 11-18-2016  23.4.140.58:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-18-2016  23.4.140.58:443 SSL
Configurations

GOOD

11-18-2016 11-18-2016  23.4.132.214:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 11-18-2016  23.4.132.214:443 SSL
Configurations

GOOD

01-07-2016 11-18-2016  23.4.129.63:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-18-2016  23.4.141.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-18-2016  23.4.128.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-18-2016  23.4.139.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-07-2016 11-18-2016  23.4.139.250:443 Open	Ports GOOD Detected	service:
HTTPS

02-07-2016 11-18-2016  23.4.139.250:443 SSL
Configurations

GOOD

10-08-2016 11-18-2016  23.4.137.72:443 Open	Ports GOOD Detected	service:
HTTPS

10-08-2016 11-18-2016  23.4.137.72:443 SSL
Configurations

GOOD

11-04-2016 11-18-2016  23.4.136.38:443 Open	Ports GOOD Typical	service:
HTTPS

07-05-2016 11-18-2016  23.4.140.39:443 Open	Ports GOOD Detected	service:
HTTPS

07-05-2016 11-18-2016  23.4.140.39:443 SSL
Configurations

GOOD

10-31-2016 11-18-2016  23.4.130.109:443 Open	Ports GOOD Typical	service:
HTTPS

01-18-2016 11-18-2016  23.4.131.143:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-18-2016  23.4.132.168:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 11-18-2016  23.4.138.61:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-18-2016  23.4.132.13:443 SSL
Configurations

GOOD

07-08-2016 11-18-2016  23.4.133.138:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 11-18-2016  23.4.136.86:443 Open	Ports GOOD Typical	service:
HTTPS

11-04-2016 11-18-2016  23.4.136.188:443 Open	Ports GOOD Typical	service:
HTTPS

06-05-2016 11-18-2016  23.4.140.14:443 Open	Ports GOOD Typical	service:
HTTPS

10-31-2016 11-18-2016  23.4.136.119:443 Open	Ports GOOD Typical	service:
HTTPS

10-21-2016 11-18-2016  23.4.129.250:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-18-2016  23.4.129.250:443 SSL
Configurations

GOOD

01-10-2016 11-18-2016  23.4.136.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-18-2016 11-18-2016  23.4.129.189:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-18-2016  23.4.143.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-18-2016  23.4.129.111:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-18-2016  23.4.137.42:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-18-2016  23.4.136.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-18-2016  23.4.133.248:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-18-2016  23.4.133.248:443 SSL
Configurations

GOOD

10-22-2016 11-18-2016  23.4.135.237:443 Open	Ports GOOD Detected	service:
HTTPS

10-22-2016 11-18-2016  23.4.135.237:443 SSL
Configurations

GOOD

10-31-2016 11-18-2016  23.4.141.206:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-18-2016  23.4.136.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-18-2016 11-18-2016  23.4.129.232:443 Open	Ports GOOD Typical	service:
HTTPS

11-18-2016 11-18-2016  23.4.131.23:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 11-18-2016  23.4.143.90:443 SSL
Configurations

GOOD

10-31-2016 11-18-2016  23.4.143.71:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-18-2016  23.4.128.198:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-18-2016  23.4.130.220:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-03-2016 11-17-2016  staging-service.ranfighting.de SSL
Certificates

GOOD

01-09-2016 11-17-2016  23.4.128.124:443 SSL
Configurations

GOOD

11-05-2016 11-17-2016  23.4.131.151:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-17-2016  23.4.131.44:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-17-2016  23.4.131.44:443 SSL
Configurations

GOOD

01-17-2016 11-17-2016  23.4.135.136:443 Open	Ports GOOD Detected	service:
HTTPS

01-17-2016 11-17-2016  23.4.135.136:443 SSL
Configurations

GOOD

01-03-2016 11-17-2016  23.4.129.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 11-17-2016  23.4.134.235:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 11-17-2016  23.4.139.170:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 11-17-2016  23.4.136.57:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 11-17-2016  23.4.143.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-17-2016  23.4.135.186:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-11-2016 11-17-2016  23.4.136.151:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-17-2016  23.4.136.151:443 SSL
Configurations

GOOD

07-19-2016 11-17-2016  23.4.140.27:443 Open	Ports GOOD Detected	service:
HTTPS

07-19-2016 11-17-2016  23.4.140.27:443 SSL
Configurations

GOOD

01-06-2016 11-17-2016  23.4.137.94:443 SSL
Configurations

GOOD

01-07-2016 11-17-2016  23.4.134.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-17-2016  23.4.128.29:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-17-2016  23.4.128.29:443 SSL
Configurations

GOOD

01-09-2016 11-17-2016  23.4.129.61:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-17-2016  23.4.130.172:443 SSL
Configurations

GOOD

06-26-2016 11-17-2016  23.4.134.205:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-16-2016 11-17-2016  23.4.130.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-17-2016  23.4.138.185:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 11-17-2016  23.4.133.110:443 SSL
Configurations

GOOD

01-15-2016 11-17-2016  23.4.140.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-17-2016 11-17-2016  23.4.138.46:443 Open	Ports GOOD Typical	service:
HTTPS

11-14-2016 11-17-2016  23.4.128.238:443 Open	Ports GOOD Typical	service:
HTTPS

01-29-2016 11-17-2016  23.4.133.223:443 SSL
Configurations

GOOD

01-12-2016 11-17-2016  23.4.143.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-17-2016  23.4.140.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-17-2016  23.4.137.39:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 11-17-2016  23.4.139.44:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-17-2016  23.4.139.44:443 SSL
Configurations

GOOD

01-13-2016 11-17-2016  23.4.132.202:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-17-2016  23.4.130.87:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 11-17-2016  23.4.143.187:443 Open	Ports GOOD Typical	service:
HTTPS

07-01-2016 11-17-2016  23.4.140.174:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 11-17-2016  23.4.132.55:443 SSL
Configurations

GOOD

01-15-2016 11-17-2016  23.4.135.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 11-17-2016  23.4.143.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-17-2016  23.4.134.207:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-04-2016 11-17-2016  23.4.134.207:443 SSL
Configurations

GOOD

01-04-2016 11-17-2016  23.4.134.39:443 SSL
Configurations

GOOD

01-23-2016 11-17-2016  23.4.140.199:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-17-2016  23.4.137.39:443 SSL
Configurations

GOOD

11-02-2016 11-17-2016  23.4.128.231:443 Open	Ports GOOD Typical	service:
HTTPS

11-17-2016 11-17-2016  23.4.141.153:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-17-2016  23.4.130.201:443 SSL
Configurations

GOOD

02-17-2016 11-16-2016  ebookdownload.3m.com SSL
Certificates

GOOD

02-11-2016 11-16-2016  symbol.yr.no SSL
Certificates

GOOD

07-19-2016 11-16-2016  23.4.139.234:443 SSL
Configurations

GOOD

07-29-2016 11-16-2016  kenmore.com SSL
Certificates

GOOD

04-24-2016 11-16-2016  23.4.142.92:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-24-2016 11-16-2016  23.4.142.92:443 SSL
Configurations

GOOD

11-10-2016 11-16-2016  23.4.129.158:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-16-2016  23.4.138.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-16-2016  23.4.138.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-20-2016 11-16-2016  23.4.137.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-15-2016 11-16-2016  23.4.138.93:443 Open	Ports GOOD Detected	service:
HTTPS

01-15-2016 11-16-2016  23.4.138.93:443 SSL
Configurations

GOOD

01-04-2016 11-16-2016  23.4.129.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-16-2016  23.4.142.250:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-16-2016  23.4.137.247:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-16-2016  23.4.130.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-16-2016  23.4.136.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-22-2016 11-16-2016  23.4.129.166:443 Open	Ports GOOD Detected	service:
HTTPS

01-14-2016 11-16-2016  23.4.129.166:443 SSL
Configurations

GOOD

01-05-2016 11-16-2016  23.4.139.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-16-2016  23.4.131.250:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-16-2016  23.4.143.63:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 11-16-2016  23.4.140.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-16-2016  23.4.143.94:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-16-2016  23.4.133.219:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-11-2016 11-16-2016  23.4.139.47:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-16-2016  23.4.142.171:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-07-2016 11-16-2016  23.4.129.87:443 Open	Ports GOOD Typical	service:
HTTPS

09-15-2016 11-16-2016  23.4.142.155:443 SSL
Configurations

GOOD

11-05-2016 11-16-2016  23.4.138.136:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 11-16-2016  23.4.137.230:443 SSL
Configurations

GOOD

01-08-2016 11-16-2016  23.4.131.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-16-2016 11-16-2016  23.4.135.87:443 Open	Ports GOOD Detected	service:
HTTPS

10-26-2016 11-16-2016  23.4.135.87:443 SSL
Configurations

GOOD

01-14-2016 11-16-2016  23.4.132.54:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-16-2016  23.4.132.223:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-02-2015 11-16-2016  23.4.134.21:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-27-2016 11-15-2016  23.4.137.66:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

07-24-2016 11-15-2016  23.4.136.77:443 SSL
Configurations

GOOD

11-09-2016 11-15-2016  alohaambassadors.mauijim.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	51

11-04-2016 11-15-2016  23.4.128.43:443 Open	Ports GOOD Typical	service:
HTTPS

09-10-2016 11-15-2016  23.4.133.195:443 SSL
Certificates

GOOD

01-04-2016 11-15-2016  23.4.130.27:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-15-2016  23.4.130.27:443 SSL
Configurations

GOOD

01-23-2016 11-15-2016  23.4.133.60:443 SSL
Configurations

GOOD

01-24-2016 11-15-2016  23.4.137.215:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-15-2016  23.4.129.90:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-18-2016 11-15-2016  23.4.129.23:443 SSL
Configurations

GOOD

01-03-2016 11-15-2016  23.4.133.23:443 SSL
Configurations

GOOD

01-11-2016 11-15-2016  23.4.129.223:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-15-2016  23.4.129.223:443 SSL
Configurations

GOOD

01-08-2016 11-15-2016  23.4.135.54:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 11-15-2016  23.4.136.63:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 11-15-2016  23.4.136.63:443 SSL
Configurations

GOOD

11-15-2016 11-15-2016  23.4.134.25:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-15-2016  23.4.133.90:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 11-15-2016  23.4.133.90:443 SSL
Configurations

GOOD

01-11-2016 11-15-2016  23.4.139.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-15-2016  23.4.140.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 11-15-2016  23.4.143.151:443 Open	Ports GOOD Typical	service:
HTTPS

01-23-2016 11-15-2016  23.4.137.41:443 SSL
Configurations

GOOD

01-03-2016 11-15-2016  23.4.141.26:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-15-2016 11-15-2016  23.4.138.141:443 Open	Ports GOOD Typical	service:
HTTPS

10-03-2016 11-15-2016  23.4.137.86:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-15-2016  23.4.135.166:443 SSL
Configurations

GOOD

01-02-2016 11-15-2016  23.4.133.109:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-15-2016  23.4.130.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-15-2016  23.4.133.77:443 Open	Ports GOOD Detected	service:
HTTPS

07-05-2016 11-15-2016  23.4.133.77:443 SSL
Configurations

GOOD

08-27-2016 11-15-2016  23.4.137.66:443 SSL
Configurations

WARN Certificate	with
non-standard	root

06-30-2016 11-15-2016  23.4.139.155:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-15-2016  23.4.136.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-14-2016  23.4.137.187:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-14-2016  23.4.131.123:443 Open	Ports GOOD Typical	service:
HTTPS

01-02-2016 11-14-2016  23.4.129.120:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-14-2016  23.4.143.9:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-14-2016  23.4.132.23:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-14-2016  23.4.132.23:443 SSL
Configurations

GOOD

01-07-2016 11-14-2016  23.4.138.71:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-14-2016  23.4.140.30:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-14-2016  23.4.135.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-14-2016  23.4.128.214:443 Open	Ports GOOD Typical	service:
HTTPS

11-12-2016 11-14-2016  23.4.132.79:443 Open	Ports GOOD Detected	service:
HTTPS

11-12-2016 11-14-2016  23.4.132.79:443 SSL
Configurations

GOOD

01-09-2016 11-14-2016  23.4.130.246:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-29-2016 11-14-2016  23.4.142.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-14-2016  23.4.132.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-14-2016  23.4.134.119:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-14-2016  23.4.129.71:443 Open	Ports GOOD Typical	service:
HTTPS

01-19-2016 11-14-2016  23.4.143.75:443 SSL
Configurations

GOOD

01-10-2016 11-14-2016  23.4.133.150:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-03-2016 11-14-2016  23.4.141.223:443 SSL
Configurations

GOOD

01-06-2016 11-14-2016  23.4.128.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-14-2016  23.4.132.10:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-14-2016  23.4.132.10:443 SSL
Configurations

GOOD

11-14-2016 11-14-2016  23.4.135.118:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-08-2016 11-14-2016  23.4.128.184:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-14-2016  23.4.143.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-08-2016 11-14-2016  23.4.143.23:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-14-2016  23.4.141.200:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-14-2016  23.4.135.206:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-14-2016 11-14-2016  23.4.141.247:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-14-2016  23.4.133.24:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-14-2016  23.4.135.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-27-2016 11-13-2016  malwarebytes.com SSL
Certificates

GOOD

11-01-2016 11-13-2016  23.4.141.25:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-13-2016  23.4.133.76:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 11-13-2016  23.4.133.76:443 SSL
Configurations

GOOD

01-11-2016 11-13-2016  23.4.129.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 11-13-2016  23.4.132.156:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-13-2016  23.4.132.156:443 SSL
Configurations

GOOD

11-09-2016 11-13-2016  23.4.136.94:443 Open	Ports GOOD Typical	service:
HTTPS

11-05-2016 11-13-2016  23.4.142.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 11-13-2016  23.4.129.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-13-2016 11-13-2016  23.4.137.143:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-13-2016  23.4.137.143:443 SSL
Configurations

GOOD

01-10-2016 11-13-2016  23.4.128.63:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 11-13-2016  23.4.128.63:443 SSL
Configurations

GOOD

01-11-2016 11-13-2016  23.4.129.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-13-2016  23.4.132.119:443 SSL
Configurations

GOOD

01-10-2016 11-13-2016  23.4.138.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-13-2016 11-13-2016  23.4.136.41:443 Open	Ports GOOD Typical	service:
HTTPS

11-07-2016 11-13-2016  23.4.139.91:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-13-2016  23.4.142.159:443 Open	Ports GOOD Detected	service:
HTTPS

01-06-2016 11-13-2016  23.4.142.159:443 SSL
Configurations

GOOD

06-03-2016 11-13-2016  23.4.140.15:443 Open	Ports GOOD Typical	service:
HTTPS

06-04-2016 11-13-2016  23.4.138.75:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-22-2016 11-13-2016  23.4.129.42:443 SSL
Configurations

GOOD

11-02-2016 11-13-2016  23.4.136.141:443 Open	Ports GOOD Typical	service:
HTTPS

01-11-2016 11-13-2016  23.4.135.139:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-14-2016 11-12-2016  qualcomm.com SSL
Certificates

GOOD

06-22-2016 11-12-2016  transportservicebdc.td.com SSL
Certificates

GOOD

11-09-2016 11-12-2016  www.dl.ota.cdn.honda.com SSL
Certificates

GOOD

07-31-2016 11-12-2016  persgroep.nl SSL
Certificates

GOOD

01-08-2016 11-12-2016  23.4.128.27:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 11-12-2016  23.4.131.186:443 SSL
Configurations

GOOD

01-11-2016 11-12-2016  23.4.137.174:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-12-2016  23.4.137.174:443 SSL
Configurations

GOOD

01-07-2016 11-12-2016  23.4.137.78:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 11-12-2016  23.4.138.185:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-12-2016 11-12-2016  23.4.129.136:443 Open	Ports GOOD Typical	service:
HTTPS

01-06-2016 11-12-2016  23.4.136.92:443 SSL
Configurations

GOOD

11-04-2016 11-12-2016  23.4.136.136:443 Open	Ports GOOD Typical	service:
HTTPS

11-06-2016 11-12-2016  23.4.135.135:443 Open	Ports GOOD Typical	service:
HTTPS

05-09-2016 11-12-2016  23.4.135.159:443 Open	Ports GOOD Detected	service:
HTTPS

05-09-2016 11-12-2016  23.4.135.159:443 SSL
Configurations

GOOD

01-07-2016 11-12-2016  23.4.136.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-12-2016  23.4.142.30:443 SSL
Configurations

GOOD

01-18-2016 11-12-2016  23.4.129.15:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-04-2016 11-12-2016  23.4.139.239:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-12-2016  23.4.130.126:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-03-2016 11-12-2016  23.4.137.154:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-09-2016 11-12-2016  23.4.129.31:443 Open	Ports GOOD Typical	service:
HTTPS

01-09-2016 11-12-2016  23.4.139.183:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-20-2016 11-12-2016  23.4.139.203:443 SSL
Configurations

GOOD

01-05-2016 11-12-2016  23.4.139.203:443 Open	Ports GOOD Detected	service:
HTTPS

07-24-2016 11-11-2016  www.pureformulas.com SSL
Certificates

GOOD

11-11-2016 11-11-2016  propertyplatform.staging.realestate.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	89

02-12-2016 11-11-2016  twa.peopleclick.com SSL
Certificates

GOOD

04-17-2016 11-11-2016  23.4.142.235:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-11-2016 11-11-2016  23.4.129.236:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-11-2016  23.4.137.169:443 SSL
Configurations

GOOD

07-11-2016 11-11-2016  23.4.139.72:443 SSL
Configurations

GOOD

09-11-2016 11-11-2016  23.4.134.237:443 Open	Ports GOOD Detected	service:
HTTPS

01-11-2016 11-11-2016  23.4.134.237:443 SSL
Configurations

GOOD

11-11-2016 11-11-2016  23.4.132.120:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 11-11-2016  23.4.132.120:443 SSL
Configurations

GOOD

11-11-2016 11-11-2016  23.4.141.251:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 11-11-2016  23.4.129.46:443 Open	Ports GOOD Detected	service:
HTTPS

11-11-2016 11-11-2016  23.4.129.46:443 SSL
Configurations

GOOD

11-07-2016 11-11-2016  23.4.129.178:443 SSL
Configurations

WARN Certificate	with
non-standard	root

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-10-2016 11-11-2016  23.4.139.78:443 Open	Ports GOOD Typical	service:
HTTPS

11-11-2016 11-11-2016  23.4.138.143:443 Open	Ports GOOD Typical	service:
HTTPS

06-16-2016 11-11-2016  23.4.134.12:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-11-2016 11-11-2016  23.4.132.202:443 SSL
Configurations

GOOD

01-08-2016 11-11-2016  23.4.140.218:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-11-2016  23.4.140.218:443 SSL
Configurations

GOOD

11-03-2016 11-11-2016  23.4.139.108:443 Open	Ports GOOD Typical	service:
HTTPS

10-19-2016 11-11-2016  23.4.142.234:443 SSL
Configurations

GOOD

08-08-2016 11-11-2016  23.4.128.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 11-11-2016  23.4.143.191:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 11-10-2016  23.4.135.45:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-10-2016  23.4.129.157:443 Open	Ports GOOD Detected	service:
HTTPS

11-02-2016 11-10-2016  23.4.129.157:443 SSL
Configurations

GOOD

01-03-2016 11-10-2016  23.4.131.138:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 11-10-2016  23.4.131.138:443 SSL
Configurations

GOOD

01-02-2016 11-10-2016  23.4.136.236:443 SSL
Configurations

GOOD

01-05-2016 11-10-2016  23.4.132.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-10-2016 11-10-2016  23.4.134.11:443 Open	Ports GOOD Typical	service:
HTTPS

01-08-2016 11-10-2016  23.4.133.72:443 SSL
Configurations

GOOD

01-10-2016 11-10-2016  23.4.134.182:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-06-2016 11-10-2016  23.4.141.90:443 Open	Ports GOOD Typical	service:
HTTPS

01-12-2016 11-10-2016  23.4.137.233:443 Open	Ports GOOD Detected	service:
HTTPS

01-12-2016 11-10-2016  23.4.137.233:443 SSL
Configurations

GOOD

07-07-2016 11-10-2016  45.116.218.149:8443 Patching
Cadence

– CVE-2015-4000
(Logjam)

11-09-2016 11-09-2016  filter.design-cat.studio.photobox.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	77

10-20-2016 11-09-2016  23.4.133.11:443 SSL
Configurations

GOOD

11-09-2016 11-09-2016  23.4.131.70:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 11-09-2016  23.4.141.152:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-09-2016  23.4.143.63:443 SSL
Configurations

GOOD

11-04-2016 11-09-2016  23.4.128.42:443 Open	Ports GOOD Typical	service:
HTTPS

10-26-2016 11-09-2016  23.4.129.43:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-26-2016 11-09-2016  23.4.129.43:443 SSL
Configurations

GOOD

01-21-2016 11-09-2016  23.4.136.23:443 SSL
Configurations

GOOD

01-09-2016 11-09-2016  23.4.140.218:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-09-2016  23.4.137.175:443 SSL
Configurations

GOOD

09-15-2016 11-09-2016  23.4.142.233:443 SSL
Configurations

GOOD

01-21-2016 11-09-2016  23.4.136.174:443 SSL
Configurations

GOOD

01-02-2016 11-09-2016  23.4.138.126:443 SSL
Configurations

GOOD

03-07-2016 11-09-2016  23.4.134.135:443 SSL
Configurations

GOOD

01-17-2016 11-09-2016  23.4.137.13:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-12-2016 11-09-2016  23.4.139.141:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-09-2016 11-09-2016  23.4.133.186:443 Open	Ports GOOD Typical	service:
HTTPS

11-09-2016 11-09-2016  45.116.216.154:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-21-2016 11-09-2016  23.4.138.81:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-04-2016 11-08-2016  23.4.132.91:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-08-2016  23.4.143.73:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-04-2016 11-08-2016  45.116.216.129:443 SSL
Certificates

WARN Self-signed
certificate

06-28-2016 11-08-2016  23.4.128.87:443 SSL
Configurations

GOOD

11-08-2016 11-08-2016  23.4.131.27:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-08-2016  23.4.135.30:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 11-08-2016  23.4.135.30:443 SSL
Configurations

GOOD

01-07-2016 11-08-2016  23.4.138.157:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 674

01-31-2016 11-08-2016  23.4.143.190:443 Open	Ports GOOD Detected	service:
HTTPS

01-31-2016 11-08-2016  23.4.143.190:443 SSL
Configurations

GOOD

11-02-2016 11-08-2016  23.4.134.189:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-08-2016  23.4.139.27:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 11-08-2016  23.4.137.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-17-2016 11-08-2016  23.4.135.234:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-01-2016 11-08-2016  23.4.134.61:443 Open	Ports GOOD Typical	service:
HTTPS

11-08-2016 11-08-2016  23.4.135.56:443 Open	Ports GOOD Typical	service:
HTTPS

06-13-2016 11-08-2016  23.4.141.29:443 SSL
Configurations

GOOD

01-07-2016 11-08-2016  23.4.138.135:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-18-2016 11-08-2016  23.4.143.13:443 SSL
Configurations

GOOD

01-03-2016 11-07-2016  23.4.139.109:443 SSL
Configurations

GOOD

04-27-2016 11-07-2016  intranet-hivemobile.stb.gov.sg SSL
Certificates

GOOD

01-07-2016 11-07-2016  23.4.135.111:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-04-2016 11-07-2016  23.4.133.201:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 11-07-2016  23.4.133.201:443 SSL
Configurations

GOOD

11-02-2016 11-07-2016  23.4.132.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-14-2016 11-07-2016  23.4.141.87:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-10-2016 11-07-2016  23.4.137.168:443 SSL
Configurations

GOOD

01-11-2016 11-07-2016  23.4.140.141:443 SSL
Configurations

GOOD

01-10-2016 11-07-2016  23.4.140.141:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-02-2016 11-07-2016  23.4.137.134:443 Open	Ports GOOD Typical	service:
HTTPS

01-22-2016 11-07-2016  23.4.137.233:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-07-2016  23.4.138.39:443 SSL
Configurations

GOOD

01-03-2016 11-07-2016  23.4.134.222:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-07-2016  23.4.136.167:443 Open	Ports GOOD Typical	service:
HTTPS

10-05-2016 11-07-2016  45.116.216.156:443 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-06-2016  www.census.gov SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

10-25-2016 11-06-2016  storejobapplication.publix.com SSL
Certificates

GOOD

10-25-2016 11-06-2016  23.4.129.203:443 SSL
Configurations

GOOD

01-03-2016 11-06-2016  23.4.130.43:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-06-2016 11-06-2016  23.4.140.89:443 Open	Ports GOOD Typical	service:
HTTPS

07-03-2016 11-06-2016  23.4.130.219:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 11-06-2016  23.4.133.239:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-03-2016 11-06-2016  23.4.132.93:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-03-2016 11-06-2016  23.4.135.110:443 Open	Ports GOOD Typical	service:
HTTPS

01-05-2016 11-06-2016  23.4.139.103:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-05-2016  www.canadapost-postescanada.ca SSL
Certificates

GOOD

03-18-2016 11-05-2016  23.4.138.131:443 SSL
Certificates

GOOD

01-08-2016 11-05-2016  23.4.143.25:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 11-05-2016  23.4.143.25:443 SSL
Configurations

GOOD

05-07-2016 11-05-2016  www.pierreetvacances.com SSL
Certificates

GOOD

01-17-2016 11-05-2016  23.4.139.135:443 SSL
Configurations

GOOD

11-05-2016 11-05-2016  23.4.129.231:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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11-05-2016 11-05-2016  23.4.136.124:443 Open	Ports GOOD Typical	service:
HTTPS

11-01-2016 11-05-2016  23.4.143.201:443 Open	Ports GOOD Typical	service:
HTTPS

09-24-2016 11-05-2016  23.4.142.202:443 Open	Ports GOOD Detected	service:
HTTPS

01-23-2016 11-05-2016  23.4.142.202:443 SSL
Configurations

GOOD

01-09-2016 11-05-2016  23.4.139.24:443 Open	Ports GOOD Detected	service:
HTTPS

01-09-2016 11-05-2016  23.4.139.24:443 SSL
Configurations

GOOD

10-31-2016 11-05-2016  23.4.130.118:443 Open	Ports GOOD Typical	service:
HTTPS

08-02-2016 11-05-2016  23.4.133.40:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-02-2016 11-05-2016  23.4.138.216:443 SSL
Configurations

GOOD

04-02-2015 11-05-2016  23.4.140.35:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 11-04-2016  23.4.129.230:443 SSL
Configurations

GOOD

01-03-2016 11-04-2016  storesqa.factory.jcrew.com SSL
Certificates

GOOD

01-04-2016 11-04-2016  23.4.139.27:443 SSL
Configurations

GOOD

01-05-2016 11-04-2016  23.4.139.110:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-20-2016 11-04-2016  23.4.134.120:443 SSL
Configurations

GOOD

01-12-2016 11-04-2016  23.4.128.214:443 SSL
Configurations

GOOD

01-11-2016 11-04-2016  23.4.134.198:443 SSL
Configurations

GOOD

01-02-2016 11-04-2016  23.4.133.44:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-04-2016  23.4.133.44:443 SSL
Configurations

GOOD

01-04-2016 11-04-2016  23.4.139.7:443 SSL
Configurations

GOOD

01-27-2016 11-04-2016  23.4.141.216:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 11-04-2016  23.4.135.91:443 SSL
Configurations

GOOD

10-31-2016 11-04-2016  23.4.131.122:443 Open	Ports GOOD Typical	service:
HTTPS

01-10-2016 11-04-2016  23.4.135.56:443 SSL
Configurations

GOOD

09-26-2016 11-04-2016  23.4.142.137:443 SSL
Configurations

GOOD

01-03-2016 11-04-2016  23.4.138.78:443 SSL
Configurations

GOOD

01-03-2016 11-04-2016  23.4.137.95:443 SSL
Configurations

GOOD

01-04-2016 11-04-2016  23.4.134.191:443 SSL
Configurations

GOOD

09-10-2016 11-04-2016  23.4.142.153:443 SSL
Configurations

GOOD

05-23-2016 11-04-2016  23.4.134.62:443 SSL
Configurations

GOOD

01-14-2016 11-04-2016  23.4.141.139:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 11-04-2016  23.4.141.139:443 SSL
Configurations

GOOD

01-03-2016 11-04-2016  23.4.138.151:443 SSL
Configurations

GOOD

11-03-2016 11-04-2016  23.4.137.138:443 Open	Ports GOOD Typical	service:
HTTPS

06-14-2016 11-03-2016  www.keittiomaailma.fi SSL
Certificates

GOOD

09-09-2016 11-03-2016  creditcarduat.iselect.com.au SSL
Certificates

GOOD

05-11-2016 11-03-2016  www.cdn.baitiate.net SSL
Certificates

GOOD

01-19-2016 11-03-2016  23.4.137.137:443 SSL
Configurations

GOOD

02-19-2016 11-03-2016  23.4.129.87:443 SSL
Configurations

GOOD

01-24-2016 11-03-2016  23.4.130.59:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-21-2016 11-03-2016  23.4.129.190:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-13-2016 11-03-2016  23.4.131.172:443 SSL
Configurations

GOOD

01-03-2016 11-03-2016  23.4.135.103:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 11-03-2016  23.4.142.203:443 SSL
Configurations

GOOD

01-04-2016 11-03-2016  23.4.128.184:443 SSL
Configurations

GOOD

07-11-2016 11-03-2016  23.4.138.108:443 SSL
Configurations

GOOD

01-08-2016 11-03-2016  23.4.141.253:443 SSL
Configurations

GOOD

02-12-2016 11-03-2016  23.4.139.75:443 SSL
Configurations

GOOD

01-17-2016 11-03-2016  23.4.140.238:443 SSL
Configurations

GOOD

06-12-2016 11-03-2016  23.4.136.89:443 SSL
Configurations

GOOD

01-10-2016 11-03-2016  23.4.142.15:443 SSL
Configurations

GOOD

01-10-2016 11-03-2016  23.4.132.152:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 11-03-2016  23.4.135.11:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 11-03-2016  23.4.142.121:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 11-03-2016  23.4.142.121:443 SSL
Configurations

GOOD

10-21-2016 11-03-2016  23.4.129.190:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-05-2016 11-02-2016  23.4.128.72:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

07-20-2016 11-02-2016  23.4.128.131:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-09-2016 11-02-2016  23.4.139.61:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

11-02-2016 11-02-2016  23.4.134.77:443 SSL
Configurations

GOOD

11-02-2016 11-02-2016  23.4.137.102:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 11-02-2016  23.4.130.104:443 SSL
Configurations

GOOD

01-14-2016 11-02-2016  23.4.141.248:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-29-2016 11-02-2016  23.4.138.106:443 SSL
Configurations

GOOD

01-03-2016 11-02-2016  23.4.142.47:443 SSL
Configurations

GOOD

01-10-2016 11-02-2016  23.4.138.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

11-02-2016 11-02-2016  23.4.130.216:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 11-02-2016  23.4.132.39:443 SSL
Configurations

GOOD

01-23-2016 11-02-2016  23.4.142.172:443 SSL
Configurations

GOOD

01-03-2016 11-02-2016  23.4.139.221:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-13-2016 11-02-2016  23.4.142.223:443 SSL
Configurations

GOOD

11-02-2016 11-02-2016  23.4.134.236:443 Open	Ports GOOD Typical	service:
HTTPS

01-01-2016 11-02-2016  23.4.132.172:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-30-2016 11-02-2016  23.4.139.61:443 SSL
Configurations

GOOD

03-10-2016 11-02-2016  23.4.142.14:443 SSL
Configurations

GOOD

06-08-2016 11-02-2016  23.4.140.13:443 Open	Ports GOOD Typical	service:
HTTPS

11-02-2016 11-02-2016  23.4.142.136:443 Open	Ports GOOD Typical	service:
HTTPS

01-15-2016 11-02-2016  23.4.134.11:443 SSL
Configurations

GOOD

01-07-2016 11-02-2016  23.4.137.220:443 SSL
Configurations

GOOD

01-18-2016 11-02-2016  23.4.134.232:80 Open	Ports NEUTRAL Detected	service:
HTTP

08-24-2016 11-02-2016  45.116.216.144:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-05-2016 11-02-2016  23.4.128.72:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-20-2016 11-02-2016  23.4.128.131:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-29-2016 11-01-2016  23.4.128.49:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 686

01-27-2016 11-01-2016  www.spanglerwholesale.com SSL
Certificates

GOOD

09-09-2016 11-01-2016  smallbusinessonlinesit.bbt.com SSL
Certificates

GOOD

11-01-2016 11-01-2016  23.4.135.198:443 Open	Ports GOOD Typical	service:
HTTPS

08-22-2016 11-01-2016  k2-online-business.tsb.co.uk SSL
Certificates

GOOD

09-13-2016 11-01-2016  www.kidsroom.com.tw SSL
Certificates

GOOD

04-28-2016 11-01-2016  23.4.139.73:443 SSL
Configurations

GOOD

01-27-2016 11-01-2016  23.4.142.154:443 SSL
Configurations

GOOD

01-02-2016 11-01-2016  23.4.138.22:443 SSL
Configurations

GOOD

07-25-2016 11-01-2016  23.4.131.62:443 SSL
Configurations

GOOD

01-03-2016 11-01-2016  23.4.136.201:443 SSL
Configurations

GOOD

01-24-2016 11-01-2016  23.4.128.186:443 SSL
Configurations

GOOD

01-15-2016 11-01-2016  23.4.134.42:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-18-2016 11-01-2016  23.4.130.122:443 SSL
Configurations

GOOD

05-25-2016 11-01-2016  23.4.143.234:443 Open	Ports GOOD Detected	service:
HTTPS

05-25-2016 11-01-2016  23.4.143.234:443 SSL
Configurations

GOOD

07-29-2016 11-01-2016  23.4.128.49:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-22-2016 10-31-2016  www.nps.gov SSL
Certificates

GOOD

07-24-2016 10-31-2016  23.4.128.111:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

06-03-2016 10-31-2016  mobile.mysegulf.schneider-electric.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	45

07-23-2016 10-31-2016  23.4.135.246:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

10-24-2016 10-31-2016  preview.buildsecurityin.us-cert.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	51

10-31-2016 10-31-2016  www.careers.hilti.com.ar SSL
Certificates

GOOD Large	number	of
DNS	Names:	92

01-03-2016 10-31-2016  23.4.131.205:443 SSL
Configurations

GOOD

01-25-2016 10-31-2016  23.4.130.8:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 10-31-2016  23.4.141.137:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 10-31-2016  23.4.141.137:443 SSL
Configurations

GOOD

01-07-2016 10-31-2016  23.4.129.11:443 SSL
Configurations

GOOD

02-18-2016 10-31-2016  23.4.134.15:443 SSL
Configurations

GOOD

09-21-2016 10-31-2016  23.4.142.141:443 SSL
Configurations

GOOD

07-24-2016 10-31-2016  23.4.128.111:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Certificate	with
non-standard	root

01-27-2016 10-31-2016  23.4.131.246:443 SSL
Configurations

GOOD

10-04-2016 10-31-2016  45.116.216.153:443 Open	Ports GOOD Detected	service:
HTTPS

10-04-2016 10-31-2016  45.116.216.153:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

10-04-2016 10-31-2016  45.116.216.153:443 SSL
Certificates

WARN Self-signed
certificate

07-24-2016 10-31-2016  23.4.136.13:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab
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06-30-2016 10-31-2016  23.4.134.140:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-28-2016 10-31-2016  45.116.216.153:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-31-2016 10-31-2016  23.4.136.253:443 Open	Ports GOOD Typical	service:
HTTPS

01-07-2016 10-31-2016  23.4.133.142:443 SSL
Configurations

GOOD

03-01-2016 10-31-2016  23.4.134.57:443 SSL
Configurations

GOOD

10-04-2016 10-31-2016  45.116.216.153:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 10-31-2016  23.4.128.111:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-23-2016 10-31-2016  23.4.135.246:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-11-2015 10-31-2016  23.4.133.214:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-19-2016 10-30-2016  casinoking.com SSL
Certificates

GOOD

06-04-2016 10-30-2016  korus-mobile.spectra-labs.com SSL
Certificates

GOOD

05-10-2016 10-30-2016  www.piersystems.com SSL
Certificates

GOOD

01-19-2016 10-30-2016  www.mypopstation.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-30-2016 10-30-2016  23.4.133.61:443 SSL
Certificates

GOOD

10-24-2016 10-30-2016  api.q1-spint.sonyentertainmentnetwork.com SSL
Certificates

GOOD

10-15-2016 10-30-2016  nextdirect.com SSL
Certificates

GOOD

06-25-2016 10-30-2016  23.4.134.216:443 SSL
Configurations

GOOD

01-11-2016 10-30-2016  23.4.137.239:443 SSL
Configurations

GOOD

01-16-2016 10-30-2016  23.4.141.44:443 SSL
Configurations

GOOD

10-18-2016 10-30-2016  23.4.131.103:443 SSL
Configurations

GOOD

09-08-2016 10-30-2016  23.4.143.191:443 SSL
Configurations

GOOD

01-14-2016 10-30-2016  23.4.143.23:443 SSL
Configurations

GOOD

01-16-2016 10-30-2016  23.4.138.121:443 SSL
Configurations

GOOD

01-04-2016 10-30-2016  23.4.143.168:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 10-30-2016  23.4.128.183:443 SSL
Configurations

GOOD

01-04-2016 10-30-2016  23.4.141.199:443 SSL
Configurations

GOOD

01-09-2016 10-30-2016  23.4.134.167:443 SSL
Configurations

GOOD

01-13-2016 10-30-2016  23.4.131.29:443 SSL
Configurations

GOOD

10-19-2016 10-29-2016  flaticon.com SSL
Certificates

GOOD

05-26-2016 10-29-2016  23.4.133.76:443 SSL
Certificates

GOOD

01-06-2016 10-29-2016  wellscontent.wellsfargo.com SSL
Certificates

GOOD

07-16-2016 10-29-2016  mobilebanking1.scotiabank.com SSL
Certificates

GOOD

10-06-2016 10-29-2016  www.tablemark.co.jp SSL
Certificates

GOOD

01-26-2016 10-29-2016  23.4.138.7:443 SSL
Certificates

GOOD

07-30-2016 10-29-2016  23.4.137.21:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

03-31-2016 10-29-2016  www.himalayadirect.com SSL
Certificates

GOOD

08-15-2016 10-29-2016  ltip1.auth.api.np.ac.playstation.net SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-31-2016 10-29-2016  uatbncollege.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-16-2016 10-29-2016  coastalbankandtrustal.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	76

08-25-2016 10-29-2016  23.4.139.28:443 SSL
Configurations

GOOD

10-12-2016 10-29-2016  uatpartnerservices.manulifebank.com SSL
Certificates

GOOD

05-08-2016 10-29-2016  www.tdsquotesource.com SSL
Certificates

GOOD

08-08-2016 10-29-2016  sme-perf.ecom.aafes.com SSL
Certificates

GOOD

07-24-2016 10-29-2016  jiveon.com SSL
Certificates

GOOD

09-08-2016 10-29-2016  aboutoat.test2.mydwpe-services.com SSL
Certificates

GOOD

05-28-2016 10-29-2016  23.4.133.186:443 SSL
Configurations

GOOD

01-13-2016 10-29-2016  23.4.128.169:443 SSL
Configurations

GOOD

01-05-2016 10-29-2016  23.4.142.103:443 SSL
Configurations

GOOD

08-11-2016 10-29-2016  23.4.138.222:443 SSL
Configurations

GOOD

03-27-2016 10-29-2016  www.fujitsu.com SSL
Certificates

GOOD

01-09-2016 10-29-2016  23.4.139.78:443 SSL
Configurations

GOOD

08-04-2016 10-29-2016  23.4.139.95:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 693

01-03-2016 10-29-2016  23.4.141.40:443 SSL
Configurations

GOOD

10-29-2016 10-29-2016  23.4.143.119:443 SSL
Configurations

GOOD

01-06-2016 10-29-2016  23.4.128.61:443 SSL
Configurations

GOOD

01-08-2016 10-29-2016  23.4.134.28:443 SSL
Configurations

GOOD

07-25-2016 10-29-2016  23.4.134.71:443 SSL
Configurations

GOOD

01-18-2016 10-29-2016  23.4.132.199:443 SSL
Configurations

GOOD

01-06-2016 10-29-2016  23.4.134.91:443 SSL
Configurations

GOOD

07-30-2016 10-29-2016  23.4.137.21:443 SSL
Configurations

WARN Certificate	with
non-standard	root

05-30-2016 10-29-2016  23.4.138.87:443 SSL
Configurations

GOOD

01-19-2016 10-29-2016  23.4.137.188:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-19-2016 10-29-2016  23.4.143.139:443 SSL
Configurations

GOOD

01-10-2016 10-29-2016  23.4.134.151:443 SSL
Configurations

GOOD

01-05-2016 10-29-2016  23.4.142.10:443 SSL
Configurations

GOOD

01-04-2016 10-29-2016  23.4.141.105:443 SSL
Configurations

GOOD

01-07-2016 10-29-2016  23.4.138.172:443 SSL
Configurations

GOOD

05-16-2016 10-29-2016  23.4.142.249:443 SSL
Configurations

GOOD

01-04-2016 10-29-2016  23.4.131.123:443 SSL
Configurations

GOOD

10-27-2016 10-29-2016  23.4.132.114:443 SSL
Configurations

WARN Certificate	with
non-standard	root

02-03-2016 10-29-2016  23.4.143.77:443 SSL
Configurations

GOOD

01-08-2016 10-29-2016  23.4.142.90:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 10-29-2016  23.4.130.137:443 SSL
Configurations

GOOD

01-11-2016 10-29-2016  23.4.134.103:443 SSL
Configurations

GOOD

01-03-2016 10-29-2016  23.4.143.174:443 SSL
Configurations

GOOD

01-04-2016 10-29-2016  23.4.134.170:443 SSL
Configurations

GOOD

07-16-2016 10-29-2016  23.4.137.93:443 SSL
Configurations

GOOD

01-06-2016 10-29-2016  23.4.131.219:443 SSL
Configurations

GOOD

01-04-2016 10-29-2016  23.4.143.31:443 SSL
Configurations

GOOD

09-19-2016 10-29-2016  23.4.141.72:443 SSL
Configurations

GOOD

09-07-2016 10-29-2016  23.4.141.75:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-07-2016 10-29-2016  23.4.142.12:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 10-29-2016  23.4.130.110:443 Open	Ports GOOD Detected	service:
HTTPS

01-02-2016 10-29-2016  23.4.130.110:443 SSL
Configurations

GOOD

01-06-2016 10-29-2016  23.4.136.251:443 SSL
Configurations

GOOD

01-26-2016 10-29-2016  23.4.141.238:443 SSL
Configurations

GOOD

05-08-2016 10-29-2016  23.4.137.119:443 SSL
Configurations

GOOD

02-09-2016 10-29-2016  23.4.129.111:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-08-2016 10-29-2016  23.4.139.125:443 SSL
Configurations

GOOD

07-01-2016 10-29-2016  23.4.142.246:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-08-2016 10-29-2016  23.4.142.248:443 SSL
Configurations

GOOD

06-01-2016 10-29-2016  23.4.139.40:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 697

02-01-2016 10-29-2016  23.4.141.11:443 SSL
Configurations

GOOD

10-29-2016 10-29-2016  23.4.143.126:443 SSL
Configurations

GOOD

01-16-2016 10-29-2016  23.4.139.168:443 SSL
Configurations

GOOD

01-05-2016 10-29-2016  23.4.140.79:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 10-29-2016  23.4.140.249:443 SSL
Configurations

GOOD

10-19-2016 10-29-2016  23.4.138.31:443 SSL
Configurations

GOOD

01-12-2016 10-29-2016  23.4.131.23:443 SSL
Configurations

GOOD

08-12-2016 10-29-2016  23.4.137.62:443 SSL
Configurations

GOOD

01-02-2016 10-29-2016  23.4.137.253:443 SSL
Configurations

GOOD

01-08-2016 10-29-2016  23.4.138.7:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 698

08-03-2016 10-29-2016  23.4.128.212:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-06-2015 10-29-2016  23.4.135.68:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-28-2015 10-29-2016  23.4.129.111:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-08-2015 10-29-2016  23.4.129.226:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-03-2015 10-29-2016  23.4.131.224:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-22-2016 10-27-2016  kcentral.ext.stg.amr.kpmg.com SSL
Certificates

GOOD

07-29-2016 10-27-2016  23.4.134.99:443 SSL
Certificates

GOOD

07-01-2016 10-27-2016  www.wholesale.bhcosmetics.com SSL
Certificates

GOOD

01-03-2016 10-27-2016  23.4.136.248:443 SSL
Configurations

GOOD

09-08-2016 10-27-2016  brainloop.com SSL
Certificates

GOOD

01-02-2016 10-27-2016  23.4.142.220:443 SSL
Configurations

GOOD

07-25-2016 10-27-2016  media.ticketmaster.com SSL
Certificates

GOOD

07-06-2016 10-27-2016  trust.blackline.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 699

01-07-2016 10-27-2016  23.4.141.92:443 SSL
Configurations

GOOD

09-25-2016 10-27-2016  23.4.142.198:443 SSL
Certificates

GOOD

01-21-2016 10-27-2016  23.4.134.186:443 SSL
Configurations

GOOD

01-06-2016 10-27-2016  23.4.139.108:443 SSL
Configurations

GOOD

01-04-2016 10-27-2016  23.4.138.25:80 Open	Ports NEUTRAL Detected	service:
HTTP

10-19-2016 10-27-2016  www.assets.macys.com SSL
Certificates

GOOD

01-05-2016 10-27-2016  23.4.136.104:443 SSL
Configurations

GOOD

01-25-2016 10-27-2016  23.4.136.203:443 SSL
Configurations

GOOD

01-14-2016 10-27-2016  23.4.139.199:443 SSL
Configurations

GOOD

01-05-2016 10-27-2016  23.4.132.122:443 SSL
Configurations

GOOD

01-13-2016 10-27-2016  23.4.138.135:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 700

07-27-2016 10-27-2016  23.4.143.203:443 SSL
Configurations

GOOD

03-09-2016 10-27-2016  23.4.139.43:443 SSL
Configurations

GOOD

01-17-2016 10-27-2016  23.4.136.94:443 SSL
Configurations

GOOD

02-11-2016 10-27-2016  23.4.138.203:443 SSL
Configurations

GOOD

02-06-2016 10-27-2016  23.4.137.71:443 SSL
Configurations

GOOD

02-10-2016 10-27-2016  23.4.139.239:443 SSL
Configurations

GOOD

01-24-2016 10-27-2016  23.4.128.235:443 SSL
Configurations

GOOD

01-04-2016 10-27-2016  23.4.135.56:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 10-27-2016  23.4.134.104:443 SSL
Configurations

GOOD

01-05-2016 10-27-2016  23.4.138.247:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 701

01-08-2016 10-27-2016  23.4.134.238:443 SSL
Configurations

GOOD

01-07-2016 10-27-2016  23.4.131.170:443 SSL
Configurations

GOOD

01-04-2016 10-27-2016  23.4.136.127:443 SSL
Configurations

GOOD

01-07-2016 10-27-2016  23.4.132.233:443 SSL
Configurations

GOOD

01-13-2016 10-27-2016  23.4.131.76:443 SSL
Configurations

GOOD

02-06-2016 10-27-2016  23.4.143.43:443 SSL
Configurations

GOOD

01-03-2016 10-27-2016  23.4.136.172:443 SSL
Configurations

GOOD

01-15-2016 10-27-2016  23.4.130.188:443 SSL
Configurations

GOOD

01-02-2016 10-27-2016  23.4.130.139:443 SSL
Configurations

GOOD

01-30-2016 10-27-2016  23.4.138.217:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 702

09-12-2016 10-27-2016  23.4.130.159:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-02-2015 10-27-2016  23.4.128.193:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-04-2016 10-26-2016  23.4.135.118:443 SSL
Configurations

GOOD

09-21-2016 10-26-2016  23.4.141.231:443 SSL
Configurations

WARN Certificate	with
non-standard	root

05-22-2016 10-26-2016  23.4.130.36:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-03-2016 10-26-2016  23.4.138.152:443 SSL
Configurations

GOOD

09-23-2016 10-26-2016  t.p.mybuys.com SSL
Certificates

GOOD

08-13-2016 10-26-2016  www.usdirectexpress.com SSL
Certificates

GOOD

01-15-2016 10-26-2016  cdn.qbo.intuit.com SSL
Certificates

GOOD

02-12-2016 10-26-2016  23.4.143.147:443 SSL
Certificates

GOOD

07-15-2016 10-26-2016  23.4.133.85:443 SSL
Certificates

GOOD

10-26-2016 10-26-2016  kdlms-qa.homedepot.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 703

01-06-2016 10-26-2016  23.4.136.171:443 SSL
Configurations

GOOD

01-21-2016 10-26-2016  23.4.130.108:443 SSL
Configurations

GOOD

01-10-2016 10-26-2016  23.4.142.169:443 SSL
Configurations

GOOD

09-18-2016 10-26-2016  mbtest.japannetbank.co.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-29-2016 10-26-2016  hotels.regonline.com SSL
Certificates

GOOD

05-22-2016 10-26-2016  23.4.130.36:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-04-2016 10-26-2016  23.4.134.106:443 SSL
Configurations

GOOD

01-05-2016 10-26-2016  23.4.142.110:443 SSL
Configurations

GOOD

01-11-2016 10-26-2016  23.4.137.134:443 SSL
Configurations

GOOD

06-04-2016 10-26-2016  23.4.133.170:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-19-2016 10-26-2016  23.4.141.127:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 704

05-26-2016 10-26-2016  23.4.128.238:443 SSL
Configurations

GOOD

01-22-2016 10-26-2016  23.4.139.94:443 SSL
Configurations

GOOD

01-04-2016 10-26-2016  23.4.136.206:443 SSL
Configurations

GOOD

01-19-2016 10-26-2016  23.4.129.90:443 SSL
Configurations

GOOD

01-04-2016 10-26-2016  23.4.128.232:443 SSL
Configurations

GOOD

01-06-2016 10-26-2016  23.4.142.94:443 SSL
Configurations

GOOD

05-29-2016 10-26-2016  23.4.142.87:443 SSL
Configurations

GOOD

01-06-2016 10-26-2016  23.4.137.120:443 SSL
Configurations

GOOD

01-07-2016 10-26-2016  23.4.137.43:443 SSL
Configurations

GOOD

01-10-2016 10-26-2016  23.4.141.110:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 705

09-27-2016 10-26-2016  23.4.141.42:443 SSL
Configurations

GOOD

01-16-2016 10-26-2016  23.4.138.189:443 SSL
Configurations

GOOD

03-20-2016 10-26-2016  23.4.139.215:443 SSL
Configurations

GOOD

01-20-2016 10-26-2016  23.4.134.201:443 SSL
Configurations

GOOD

01-05-2016 10-26-2016  23.4.141.206:443 SSL
Configurations

GOOD

01-12-2016 10-26-2016  23.4.128.42:443 SSL
Configurations

GOOD

01-11-2016 10-26-2016  23.4.143.71:443 SSL
Configurations

GOOD

01-04-2016 10-26-2016  23.4.138.188:443 SSL
Configurations

GOOD

01-07-2016 10-26-2016  23.4.137.141:443 SSL
Configurations

GOOD

01-26-2016 10-26-2016  23.4.129.71:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 706

02-08-2016 10-26-2016  23.4.137.126:443 SSL
Configurations

GOOD

01-07-2016 10-26-2016  23.4.141.155:443 SSL
Configurations

GOOD

01-08-2016 10-26-2016  23.4.143.204:443 SSL
Configurations

GOOD

01-10-2016 10-26-2016  23.4.143.175:443 SSL
Configurations

GOOD

01-03-2016 10-26-2016  23.4.142.43:443 SSL
Configurations

GOOD

01-21-2016 10-26-2016  23.4.137.153:443 SSL
Configurations

GOOD

01-07-2016 10-26-2016  23.4.129.41:443 SSL
Configurations

GOOD

01-03-2016 10-26-2016  23.4.141.187:443 SSL
Configurations

GOOD

01-28-2016 10-26-2016  23.4.134.118:443 SSL
Configurations

GOOD

01-09-2016 10-26-2016  23.4.134.188:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 707

01-13-2016 10-26-2016  23.4.134.140:443 SSL
Configurations

GOOD

01-10-2016 10-26-2016  23.4.141.251:443 SSL
Configurations

GOOD

01-05-2016 10-26-2016  23.4.134.189:443 SSL
Configurations

GOOD

01-06-2016 10-26-2016  23.4.134.141:443 SSL
Configurations

GOOD

01-09-2016 10-26-2016  23.4.143.238:443 SSL
Configurations

GOOD

01-03-2016 10-26-2016  23.4.136.137:443 SSL
Configurations

GOOD

05-04-2016 10-26-2016  23.4.136.166:443 SSL
Configurations

GOOD

01-13-2016 10-26-2016  23.4.136.57:443 SSL
Configurations

GOOD

01-15-2016 10-26-2016  23.4.137.12:443 SSL
Configurations

GOOD

01-02-2016 10-26-2016  23.4.136.55:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 708

05-22-2016 10-26-2016  23.4.136.222:443 SSL
Configurations

GOOD

09-18-2016 10-26-2016  23.4.141.130:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-16-2015 10-26-2016  23.4.128.107:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-14-2015 10-26-2016  23.4.136.129:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-11-2016 10-25-2016  app.kabbage.io SSL
Certificates

GOOD

10-21-2016 10-25-2016  riteaid.com SSL
Certificates

GOOD

05-25-2016 10-25-2016  do.bodybuilding.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	40

01-05-2016 10-25-2016  www.asiamiles.com SSL
Certificates

GOOD

09-03-2016 10-25-2016  ena.net.playstation.net SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-27-2016 10-25-2016  weather.com SSL
Certificates

GOOD

01-28-2016 10-25-2016  23.4.136.167:443 SSL
Configurations

GOOD

02-13-2016 10-25-2016  lco-a-st.cdn.sportradar.com SSL
Certificates

GOOD

07-22-2016 10-25-2016  45.116.216.142:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-04-2016 10-25-2016  23.4.131.163:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 709

01-27-2016 10-25-2016  23.4.130.233:443 SSL
Configurations

GOOD

01-16-2016 10-25-2016  23.4.142.231:443 SSL
Configurations

GOOD

01-15-2016 10-25-2016  23.4.141.55:443 SSL
Configurations

GOOD

02-13-2016 10-25-2016  23.4.141.8:443 SSL
Configurations

GOOD

01-17-2016 10-25-2016  23.4.133.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-29-2016 10-25-2016  23.4.134.14:443 SSL
Configurations

GOOD

01-16-2016 10-25-2016  23.4.135.135:443 SSL
Configurations

GOOD

10-02-2016 10-25-2016  23.4.134.70:443 SSL
Configurations

GOOD

01-21-2016 10-25-2016  23.4.137.252:443 SSL
Configurations

GOOD

01-25-2016 10-25-2016  23.4.130.109:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 710

01-05-2016 10-25-2016  23.4.139.9:443 SSL
Configurations

GOOD

07-30-2016 10-25-2016  23.4.137.235:443 SSL
Configurations

GOOD

01-13-2016 10-25-2016  23.4.133.154:443 SSL
Configurations

GOOD

10-25-2016 10-25-2016  23.4.129.77:443 SSL
Configurations

GOOD

01-05-2016 10-25-2016  23.4.142.170:443 SSL
Configurations

GOOD

01-29-2016 10-25-2016  23.4.138.170:443 SSL
Configurations

GOOD

01-10-2016 10-25-2016  23.4.137.92:443 SSL
Configurations

GOOD

07-22-2016 10-25-2016  23.4.131.157:443 SSL
Configurations

GOOD

10-22-2016 10-25-2016  23.4.129.232:443 SSL
Configurations

GOOD

01-21-2016 10-25-2016  23.4.141.90:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 711

10-12-2016 10-25-2016  23.4.141.207:443 SSL
Configurations

GOOD

01-03-2016 10-25-2016  23.4.138.158:443 SSL
Configurations

GOOD

01-14-2016 10-25-2016  23.4.136.199:443 SSL
Configurations

GOOD

01-03-2016 10-25-2016  23.4.140.107:443 SSL
Configurations

GOOD

01-03-2016 10-25-2016  23.4.143.199:443 SSL
Configurations

GOOD

01-09-2016 10-25-2016  23.4.134.206:443 SSL
Configurations

GOOD

01-16-2016 10-25-2016  23.4.128.43:443 SSL
Configurations

GOOD

06-12-2016 10-25-2016  23.4.143.247:443 SSL
Configurations

GOOD

01-23-2016 10-25-2016  23.4.141.247:443 SSL
Configurations

GOOD

01-14-2016 10-25-2016  23.4.134.44:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-13-2016 10-25-2016  23.4.137.26:443 SSL
Configurations

GOOD

07-07-2016 10-25-2016  23.4.139.139:443 SSL
Configurations

GOOD

01-07-2016 10-25-2016  23.4.130.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 10-25-2016  23.4.137.38:443 SSL
Configurations

GOOD

01-04-2016 10-25-2016  23.4.138.174:443 SSL
Configurations

GOOD

04-17-2016 10-25-2016  23.4.136.86:443 SSL
Configurations

GOOD

04-14-2016 10-25-2016  23.4.141.158:443 SSL
Configurations

GOOD

01-05-2016 10-25-2016  23.4.143.60:443 SSL
Configurations

GOOD

09-03-2016 10-25-2016  23.4.132.242:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-20-2016 10-24-2016  securemail.nesbittburns.com SSL
Certificates

GOOD

07-12-2016 10-24-2016  static.lancel.com SSL
Certificates

GOOD

02-14-2016 10-24-2016  monassurancecpo.primmum.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 10-24-2016  23.4.138.205:443 SSL
Configurations

GOOD

06-20-2016 10-24-2016  23.4.136.139:443 SSL
Certificates

GOOD

02-15-2016 10-24-2016  www.tdservicesdefinancement.com SSL
Certificates

GOOD

08-19-2016 10-24-2016  managemylife.com SSL
Certificates

GOOD

09-04-2016 10-24-2016  www1.pat.wcmcaas.td.com SSL
Certificates

GOOD

01-09-2016 10-24-2016  23.4.136.252:443 SSL
Configurations

GOOD

01-02-2016 10-24-2016  23.4.134.129:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-18-2016 10-24-2016  image.pd1.s1.qa1.exacttarget.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	39

01-07-2016 10-24-2016  23.4.140.206:443 SSL
Configurations

GOOD

01-11-2016 10-24-2016  23.4.141.201:443 SSL
Configurations

GOOD

01-29-2016 10-24-2016  23.4.142.25:443 SSL
Configurations

GOOD

01-06-2016 10-24-2016  23.4.130.18:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 10-24-2016  23.4.138.40:443 SSL
Configurations

GOOD

04-20-2016 10-24-2016  23.4.137.135:443 SSL
Configurations

GOOD

08-29-2016 10-24-2016  23.4.136.71:443 SSL
Configurations

GOOD

01-13-2016 10-24-2016  23.4.143.30:443 SSL
Configurations

GOOD

01-10-2016 10-24-2016  23.4.143.250:443 SSL
Configurations

GOOD

02-03-2016 10-24-2016  23.4.143.55:443 SSL
Configurations

GOOD

04-20-2016 10-24-2016  23.4.134.102:443 SSL
Configurations

GOOD

05-27-2016 10-24-2016  23.4.136.139:443 SSL
Configurations

GOOD

01-04-2016 10-24-2016  23.4.142.207:443 SSL
Configurations

GOOD

01-14-2016 10-24-2016  23.4.131.183:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-14-2016 10-24-2016  23.4.143.173:443 SSL
Configurations

GOOD

06-09-2016 10-24-2016  23.4.135.110:443 SSL
Configurations

GOOD

07-22-2016 10-24-2016  23.4.139.119:443 SSL
Configurations

GOOD

01-06-2016 10-24-2016  23.4.141.186:443 SSL
Configurations

GOOD

01-02-2016 10-24-2016  23.4.138.88:443 SSL
Configurations

GOOD

01-05-2016 10-24-2016  23.4.137.199:443 SSL
Configurations

GOOD

01-07-2016 10-24-2016  23.4.137.142:443 SSL
Configurations

GOOD

02-01-2016 10-24-2016  23.4.141.26:443 SSL
Configurations

GOOD

01-14-2016 10-24-2016  23.4.138.186:443 SSL
Configurations

GOOD

01-06-2016 10-24-2016  23.4.141.28:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 10-24-2016  23.4.141.9:443 SSL
Configurations

GOOD

06-30-2016 10-24-2016  23.4.134.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-28-2016 10-24-2016  23.4.129.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 10-24-2016  23.4.130.121:443 SSL
Configurations

GOOD

09-11-2016 10-24-2016  23.4.143.158:443 SSL
Configurations

GOOD

05-21-2016 10-24-2016  23.4.134.220:443 SSL
Configurations

GOOD

09-26-2016 10-24-2016  23.4.139.88:443 SSL
Configurations

GOOD

01-02-2016 10-24-2016  23.4.135.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-07-2016 10-24-2016  23.4.141.146:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-17-2015 10-24-2016  23.4.133.118:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-04-2015 10-24-2016  23.4.143.149:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-19-2016 10-23-2016  ba.harley-davidson.com SSL
Certificates

GOOD

01-04-2016 10-23-2016  23.4.141.31:443 SSL
Configurations

GOOD

01-19-2016 10-23-2016  23.4.140.94:443 SSL
Configurations

GOOD

01-22-2016 10-23-2016  23.4.137.173:443 SSL
Configurations

GOOD

01-12-2016 10-23-2016  23.4.137.182:443 SSL
Configurations

GOOD

01-16-2016 10-23-2016  23.4.134.9:443 SSL
Configurations

GOOD

01-16-2016 10-23-2016  23.4.130.138:443 SSL
Configurations

GOOD

01-18-2016 10-23-2016  23.4.137.15:443 SSL
Configurations

GOOD

01-16-2016 10-23-2016  23.4.143.40:443 SSL
Configurations

GOOD

10-04-2016 10-23-2016  23.4.134.41:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 10-23-2016  23.4.141.7:443 SSL
Configurations

GOOD

01-14-2016 10-23-2016  23.4.138.238:443 SSL
Configurations

GOOD

10-23-2016 10-23-2016  23.4.138.26:443 SSL
Configurations

GOOD

01-04-2016 10-23-2016  23.4.142.42:443 SSL
Configurations

GOOD

01-09-2016 10-23-2016  23.4.132.72:80 Open	Ports NEUTRAL Detected	service:
HTTP

09-10-2016 10-23-2016  23.4.143.248:443 SSL
Configurations

GOOD

01-06-2016 10-23-2016  23.4.137.156:443 SSL
Configurations

GOOD

01-04-2016 10-23-2016  23.4.138.221:443 SSL
Configurations

GOOD

10-09-2016 10-23-2016  23.4.142.24:443 SSL
Configurations

GOOD

06-30-2016 10-23-2016  23.4.136.152:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 10-23-2016  23.4.134.38:443 SSL
Configurations

GOOD

07-19-2016 10-23-2016  23.4.138.48:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-02-2015 10-23-2016  23.4.138.64:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-26-2016 10-22-2016  preview.thebrick.com SSL
Certificates

GOOD

06-24-2016 10-22-2016  23.4.131.235:443 SSL
Certificates

GOOD

09-25-2016 10-22-2016  23.4.142.185:443 SSL
Certificates

GOOD

01-06-2016 10-22-2016  23.4.136.203:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-26-2016 10-22-2016  www.loft.com SSL
Certificates

GOOD

07-06-2016 10-22-2016  www.cxholidays.com SSL
Certificates

GOOD

10-22-2016 10-22-2016  search-ac.va.panasonic.co.jp SSL
Certificates

GOOD

07-11-2016 10-22-2016  23.4.131.101:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-19-2016 10-22-2016  hkrn700a-yoyaku.jr-central.co.jp SSL
Certificates

GOOD

10-22-2016 10-22-2016  fr-mt.bpfoc.lincolncanada.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	63

06-04-2016 10-22-2016  23.4.139.221:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-10-2016 10-22-2016  app-vox-uat.publicis.sapient.com SSL
Certificates

GOOD

01-03-2016 10-22-2016  reservation.ralphlauren.co.jp SSL
Certificates

GOOD

09-20-2016 10-22-2016  business.thepopcornfactory.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	57

10-21-2016 10-22-2016  metopera.org SSL
Certificates

GOOD

01-14-2016 10-22-2016  static.wynnlasvegas.com SSL
Certificates

GOOD

01-10-2016 10-22-2016  23.4.130.249:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-06-2016 10-22-2016  23.4.138.150:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

07-16-2016 10-22-2016  23.4.143.216:443 SSL
Configurations

GOOD

01-17-2016 10-22-2016  23.4.137.218:443 SSL
Configurations

GOOD

01-04-2016 10-22-2016  23.4.142.215:443 SSL
Configurations

GOOD

09-12-2016 10-22-2016  23.4.134.215:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-07-2016 10-22-2016  23.4.141.215:443 SSL
Configurations

GOOD

06-30-2016 10-22-2016  23.4.138.219:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 721

01-05-2016 10-22-2016  23.4.139.249:443 SSL
Configurations

GOOD

01-03-2016 10-22-2016  23.4.137.219:443 SSL
Configurations

GOOD

01-07-2016 10-22-2016  23.4.138.215:443 SSL
Configurations

GOOD

01-09-2016 10-22-2016  23.4.138.56:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.143.219:443 SSL
Configurations

GOOD

07-13-2016 10-22-2016  23.4.139.127:443 SSL
Configurations

GOOD

07-23-2016 10-22-2016  23.4.128.219:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.143.218:443 SSL
Configurations

GOOD

01-17-2016 10-22-2016  23.4.142.222:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.139.237:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-11-2016 10-22-2016  23.4.136.223:443 SSL
Configurations

GOOD

08-06-2016 10-22-2016  23.4.136.106:443 SSL
Configurations

GOOD

01-11-2016 10-22-2016  23.4.138.218:443 SSL
Configurations

GOOD

01-04-2016 10-22-2016  23.4.134.218:443 SSL
Configurations

GOOD

10-22-2016 10-22-2016  23.4.142.218:443 SSL
Configurations

GOOD

05-19-2016 10-22-2016  23.4.141.218:443 SSL
Configurations

GOOD

01-23-2016 10-22-2016  23.4.142.186:443 SSL
Configurations

GOOD

01-07-2016 10-22-2016  23.4.139.94:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 10-22-2016  23.4.134.222:443 SSL
Configurations

GOOD

01-09-2016 10-22-2016  23.4.137.222:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-08-2016 10-22-2016  23.4.143.222:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.143.221:443 SSL
Configurations

GOOD

09-29-2016 10-22-2016  23.4.134.221:443 SSL
Configurations

GOOD

01-02-2016 10-22-2016  23.4.141.239:443 SSL
Configurations

GOOD

01-03-2016 10-22-2016  23.4.139.221:443 SSL
Configurations

GOOD

02-04-2016 10-22-2016  23.4.137.221:443 SSL
Configurations

GOOD

09-19-2016 10-22-2016  23.4.134.74:443 SSL
Configurations

GOOD

01-03-2016 10-22-2016  23.4.138.235:443 SSL
Configurations

GOOD

05-08-2016 10-22-2016  23.4.138.58:443 SSL
Configurations

GOOD

01-28-2016 10-22-2016  23.4.138.239:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-14-2016 10-22-2016  23.4.134.232:443 Open	Ports GOOD Detected	service:
HTTPS

01-19-2016 10-22-2016  23.4.134.232:443 SSL
Configurations

GOOD

01-14-2016 10-22-2016  23.4.140.109:443 SSL
Configurations

GOOD

01-03-2016 10-22-2016  23.4.141.232:443 SSL
Configurations

GOOD

09-25-2016 10-22-2016  23.4.142.185:443 SSL
Configurations

GOOD

08-16-2016 10-22-2016  23.4.138.95:443 SSL
Configurations

GOOD

09-30-2016 10-22-2016  23.4.134.235:443 SSL
Configurations

GOOD

10-19-2016 10-22-2016  23.4.143.231:443 SSL
Configurations

GOOD

01-05-2016 10-22-2016  23.4.143.235:443 SSL
Configurations

GOOD

02-15-2016 10-22-2016  23.4.139.235:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-14-2016 10-22-2016  23.4.137.232:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.142.232:443 SSL
Configurations

GOOD

10-11-2016 10-22-2016  23.4.143.220:443 SSL
Configurations

GOOD

01-04-2016 10-22-2016  23.4.137.231:443 SSL
Configurations

GOOD

07-04-2016 10-22-2016  23.4.128.231:443 SSL
Configurations

GOOD

01-19-2016 10-22-2016  23.4.139.238:443 SSL
Configurations

GOOD

01-28-2016 10-22-2016  23.4.138.231:443 SSL
Configurations

GOOD

02-03-2016 10-22-2016  23.4.129.231:443 SSL
Configurations

GOOD

01-05-2016 10-22-2016  23.4.131.90:443 Open	Ports GOOD Detected	service:
HTTPS

01-05-2016 10-22-2016  23.4.131.90:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 10-22-2016  23.4.136.231:443 SSL
Configurations

GOOD

10-01-2016 10-22-2016  23.4.143.233:443 SSL
Configurations

GOOD

01-13-2016 10-22-2016  23.4.131.239:443 Open	Ports GOOD Detected	service:
HTTPS

01-13-2016 10-22-2016  23.4.131.239:443 SSL
Configurations

GOOD

01-07-2016 10-22-2016  23.4.138.233:443 SSL
Configurations

GOOD

02-03-2016 10-22-2016  23.4.136.214:443 SSL
Configurations

GOOD

01-04-2016 10-22-2016  23.4.138.63:443 SSL
Configurations

GOOD

01-04-2016 10-22-2016  23.4.136.233:443 SSL
Configurations

GOOD

08-16-2016 10-22-2016  23.4.139.233:443 SSL
Configurations

GOOD

01-29-2016 10-22-2016  23.4.134.233:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-31-2016 10-22-2016  23.4.136.238:443 SSL
Configurations

GOOD

01-06-2016 10-22-2016  23.4.137.238:443 SSL
Configurations

GOOD

01-07-2016 10-22-2016  23.4.130.237:443 SSL
Configurations

GOOD

05-06-2016 10-22-2016  23.4.137.7:443 SSL
Configurations

GOOD

09-25-2016 10-22-2016  23.4.141.237:443 SSL
Configurations

GOOD

09-15-2016 10-22-2016  23.4.134.236:443 SSL
Configurations

GOOD

10-15-2016 10-22-2016  23.4.135.155:443 Open	Ports GOOD Typical	service:
HTTPS

01-03-2016 10-22-2016  23.4.143.44:443 SSL
Configurations

GOOD

01-05-2016 10-22-2016  23.4.134.13:443 SSL
Configurations

GOOD

01-08-2016 10-22-2016  23.4.134.187:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-14-2016 10-22-2016  23.4.136.125:443 SSL
Configurations

GOOD

01-03-2016 10-22-2016  23.4.140.248:443 SSL
Configurations

GOOD

03-06-2016 10-22-2016  23.4.139.248:443 SSL
Configurations

GOOD

10-11-2016 10-22-2016  23.4.132.236:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-17-2016 10-22-2016  23.4.130.215:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-15-2016 10-22-2016  45.116.216.147:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-06-2015 10-22-2016  23.4.131.101:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-15-2015 10-22-2016  23.4.138.211:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-10-2015 10-22-2016  23.4.130.224:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-02-2015 10-22-2016  23.4.141.36:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-30-2016 10-21-2016  apps.community-uat.arm.com SSL
Certificates

GOOD

01-15-2016 10-21-2016  www.bankingsupervision.europa.eu SSL
Certificates

GOOD Large	number	of
DNS	Names:	37

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-15-2016 10-21-2016  activity.video.qq.com SSL
Certificates

GOOD

09-15-2016 10-21-2016  mobile-content.southwest.com SSL
Certificates

GOOD

01-03-2016 10-21-2016  23.4.137.247:443 SSL
Configurations

GOOD

09-28-2016 10-21-2016  auction.thumbnail.image.rakuten.co.jp SSL
Certificates

GOOD

06-27-2016 10-21-2016  statici.icloud.com SSL
Certificates

GOOD

01-15-2016 10-21-2016  www.assurancecibc.com SSL
Certificates

GOOD

06-25-2016 10-21-2016  clientportal.axitrader.com SSL
Certificates

GOOD

01-18-2016 10-21-2016  23.4.142.250:443 SSL
Configurations

GOOD

01-16-2016 10-21-2016  23.4.141.14:443 SSL
Configurations

GOOD

07-17-2016 10-21-2016  www.access.fda.gov SSL
Certificates

GOOD

01-10-2016 10-21-2016  23.4.139.247:443 SSL
Configurations

GOOD

01-10-2016 10-21-2016  23.4.136.247:443 SSL
Configurations

GOOD

01-17-2016 10-21-2016  23.4.137.246:443 SSL
Configurations

GOOD

06-27-2016 10-21-2016  23.4.142.247:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 730

01-19-2016 10-21-2016  23.4.141.106:443 SSL
Configurations

GOOD

02-07-2016 10-21-2016  23.4.137.250:443 SSL
Configurations

GOOD

01-13-2016 10-21-2016  23.4.136.246:443 SSL
Configurations

GOOD

01-17-2016 10-21-2016  23.4.131.250:443 SSL
Configurations

GOOD

07-16-2016 10-21-2016  23.4.140.250:443 SSL
Configurations

GOOD

01-08-2016 10-21-2016  23.4.138.249:443 SSL
Configurations

GOOD

01-08-2016 10-21-2016  23.4.136.249:443 SSL
Configurations

GOOD

01-11-2016 10-21-2016  23.4.139.30:443 SSL
Configurations

GOOD

01-11-2016 10-21-2016  23.4.143.249:443 SSL
Configurations

GOOD

01-24-2016 10-21-2016  23.4.138.252:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 10-21-2016  23.4.138.252:443 SSL
Configurations

GOOD

01-07-2016 10-21-2016  23.4.138.254:443 SSL
Configurations

GOOD

01-02-2016 10-21-2016  23.4.137.254:443 SSL
Configurations

GOOD

01-05-2016 10-21-2016  23.4.138.251:443 SSL
Configurations

GOOD

01-15-2016 10-21-2016  23.4.136.254:443 SSL
Configurations

GOOD

02-11-2016 10-21-2016  23.4.139.159:443 SSL
Configurations

GOOD

01-04-2016 10-21-2016  23.4.143.187:443 SSL
Configurations

GOOD

01-02-2016 10-21-2016  23.4.136.253:443 SSL
Configurations

GOOD

01-23-2016 10-21-2016  23.4.137.251:443 SSL
Configurations

GOOD

07-23-2016 10-21-2016  23.4.140.251:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-19-2016 10-21-2016  23.4.142.253:443 SSL
Configurations

GOOD

01-06-2016 10-21-2016  23.4.141.119:443 SSL
Configurations

GOOD

01-07-2016 10-21-2016  23.4.128.170:443 SSL
Configurations

GOOD

07-10-2016 10-21-2016  23.4.139.14:443 SSL
Configurations

GOOD

01-13-2016 10-21-2016  23.4.141.47:443 SSL
Configurations

GOOD

01-04-2016 10-21-2016  23.4.138.199:443 SSL
Configurations

GOOD

01-08-2016 10-21-2016  23.4.141.151:443 SSL
Configurations

GOOD

09-12-2016 10-21-2016  23.4.142.11:443 SSL
Configurations

GOOD

01-02-2016 10-21-2016  23.4.143.61:443 SSL
Configurations

GOOD

01-06-2016 10-21-2016  23.4.142.151:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 10-21-2016  23.4.142.158:443 SSL
Configurations

GOOD

01-16-2016 10-21-2016  23.4.136.220:443 SSL
Configurations

GOOD

02-23-2016 10-21-2016  23.4.139.236:443 SSL
Configurations

GOOD

01-08-2016 10-21-2016  23.4.136.126:443 SSL
Configurations

GOOD

01-05-2016 10-21-2016  23.4.139.219:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-06-2016 10-21-2016  23.4.138.8:443 SSL
Configurations

GOOD

01-15-2016 10-21-2016  23.4.134.63:443 SSL
Configurations

GOOD

01-11-2016 10-21-2016  23.4.141.122:443 SSL
Configurations

GOOD

01-22-2016 10-21-2016  23.4.137.127:443 SSL
Configurations

GOOD

01-22-2016 10-21-2016  23.4.134.86:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 10-21-2016  23.4.138.91:443 SSL
Configurations

GOOD

01-19-2016 10-21-2016  23.4.134.40:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-04-2016 10-21-2016  23.4.139.59:443 SSL
Configurations

GOOD

07-29-2016 10-21-2016  23.4.137.56:443 SSL
Configurations

GOOD

01-23-2016 10-21-2016  23.4.134.30:443 SSL
Configurations

GOOD

08-06-2016 10-21-2016  23.4.142.120:443 SSL
Configurations

GOOD

07-24-2016 10-21-2016  23.4.137.110:443 SSL
Configurations

GOOD

01-03-2016 10-21-2016  23.4.128.191:443 SSL
Configurations

GOOD

11-04-2015 10-21-2016  45.116.218.132:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

04-09-2015 10-21-2016  23.4.134.40:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-21-2016 10-20-2016  www.fordquic.com SSL
Certificates

GOOD

05-18-2016 10-20-2016  www.meterbestellen.onetouch.nl SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab
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10-20-2016 10-20-2016  www.jwhulmeco.com SSL
Certificates

GOOD

07-30-2016 10-20-2016  www.tdsmarketvaluations.com SSL
Certificates

GOOD

03-27-2016 10-20-2016  archives.nseindia.com SSL
Certificates

GOOD

08-01-2016 10-20-2016  stest2.homedecorators.com SSL
Certificates

GOOD

01-11-2016 10-20-2016  platform.gtnexus.com SSL
Certificates

GOOD

01-09-2016 10-20-2016  23.4.142.75:443 SSL
Configurations

GOOD

07-30-2016 10-20-2016  www.fast.sireech.com SSL
Certificates

GOOD

09-25-2016 10-20-2016  wealth.standardchartered.com.hk SSL
Certificates

GOOD

07-06-2016 10-20-2016  23.4.129.207:443 Open	Ports GOOD Typical	service:
HTTPS

01-04-2016 10-20-2016  www.reliablerxpharmacy.com SSL
Certificates

GOOD

01-10-2016 10-20-2016  23.4.137.87:443 SSL
Configurations

GOOD

05-29-2016 10-20-2016  cie-sdp-lrt.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

05-08-2016 10-20-2016  23.4.143.29:443 SSL
Configurations

GOOD

01-17-2016 10-20-2016  23.4.142.28:443 SSL
Configurations

GOOD

01-16-2016 10-20-2016  23.4.143.159:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-19-2016 10-20-2016  23.4.134.88:443 SSL
Configurations

GOOD

01-12-2016 10-20-2016  23.4.137.139:443 SSL
Configurations

GOOD

01-18-2016 10-20-2016  23.4.131.86:443 SSL
Configurations

GOOD

01-02-2016 10-20-2016  23.4.139.56:443 SSL
Configurations

GOOD

01-11-2016 10-20-2016  23.4.138.183:443 SSL
Configurations

GOOD

01-10-2016 10-20-2016  23.4.143.79:443 SSL
Configurations

GOOD

01-14-2016 10-20-2016  23.4.136.108:443 SSL
Configurations

GOOD

01-08-2016 10-20-2016  23.4.139.204:443 SSL
Configurations

GOOD

01-14-2016 10-20-2016  23.4.142.78:443 SSL
Configurations

GOOD

01-05-2016 10-20-2016  23.4.139.57:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 10-20-2016  23.4.143.15:443 SSL
Configurations

GOOD

01-14-2016 10-20-2016  23.4.138.154:443 SSL
Configurations

GOOD

01-13-2016 10-20-2016  23.4.136.120:443 SSL
Configurations

GOOD

01-03-2016 10-20-2016  23.4.136.184:443 SSL
Configurations

GOOD

01-14-2016 10-20-2016  23.4.143.217:443 SSL
Configurations

GOOD

05-11-2016 10-20-2016  23.4.141.62:443 SSL
Configurations

GOOD

01-10-2016 10-20-2016  23.4.137.58:443 SSL
Configurations

GOOD

01-04-2016 10-20-2016  23.4.138.139:443 SSL
Configurations

GOOD

02-13-2016 10-20-2016  23.4.138.77:443 SSL
Configurations

GOOD

01-08-2016 10-20-2016  23.4.141.174:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 10-20-2016  23.4.137.106:443 SSL
Configurations

GOOD

02-12-2016 10-20-2016  23.4.139.91:443 SSL
Configurations

GOOD

08-13-2016 10-20-2016  23.4.142.95:443 SSL
Configurations

GOOD

10-12-2016 10-20-2016  23.4.141.183:443 SSL
Configurations

GOOD

01-04-2016 10-20-2016  23.4.137.30:443 SSL
Configurations

GOOD

01-08-2016 10-20-2016  23.4.136.207:443 SSL
Configurations

GOOD

01-06-2016 10-20-2016  23.4.141.108:443 SSL
Configurations

GOOD

01-06-2016 10-20-2016  23.4.143.137:443 SSL
Configurations

GOOD

01-31-2016 10-20-2016  23.4.142.188:443 SSL
Configurations

GOOD

01-02-2016 10-20-2016  23.4.129.158:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-21-2016 10-20-2016  23.4.142.62:443 SSL
Configurations

GOOD

01-02-2016 10-20-2016  23.4.130.47:443 SSL
Configurations

GOOD

09-12-2016 10-20-2016  23.4.143.205:443 SSL
Configurations

GOOD

08-02-2016 10-20-2016  23.4.141.87:443 SSL
Configurations

GOOD

01-10-2016 10-20-2016  23.4.143.46:443 SSL
Configurations

GOOD

09-27-2016 10-20-2016  23.4.142.236:443 SSL
Configurations

GOOD

01-06-2016 10-20-2016  23.4.139.92:443 SSL
Configurations

GOOD

01-11-2016 10-20-2016  23.4.141.126:443 SSL
Configurations

GOOD

09-18-2016 10-20-2016  23.4.134.147:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-10-2016 10-20-2016  23.4.135.104:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-04-2015 10-20-2016  23.4.143.178:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-05-2016 10-19-2016  www.mobile.portaltest.equinix.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

09-21-2016 10-19-2016  www.images.bloomingdalesassets.com SSL
Certificates

GOOD

07-30-2016 10-19-2016  webpay.transbank.cl SSL
Certificates

GOOD

01-07-2016 10-19-2016  canalempresaweb.gencat.cat SSL
Certificates

GOOD

01-05-2016 10-19-2016  m.kapimda.kipa.com.tr SSL
Certificates

GOOD

06-10-2016 10-19-2016  v1.syndication.nhschoices.nhs.uk SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

10-18-2016 10-19-2016  23.4.135.70:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

06-25-2016 10-19-2016  webobjects2beta.cdw.com SSL
Certificates

GOOD

01-13-2016 10-19-2016  www.jreast.co.jp SSL
Certificates

GOOD

05-05-2016 10-19-2016  cdn.rps.newyorklife.com SSL
Certificates

GOOD

01-07-2016 10-19-2016  23.4.136.218:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-03-2016 10-19-2016  23.4.136.119:443 SSL
Configurations

GOOD

01-26-2016 10-19-2016  23.4.142.119:443 SSL
Configurations

GOOD

01-04-2016 10-19-2016  23.4.142.77:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-06-2016 10-19-2016  23.4.137.63:443 SSL
Configurations

GOOD

04-17-2016 10-19-2016  23.4.130.136:443 SSL
Configurations

GOOD

01-12-2016 10-19-2016  23.4.136.141:443 SSL
Configurations

GOOD

01-03-2016 10-19-2016  23.4.141.89:443 SSL
Configurations

GOOD

10-19-2016 10-19-2016  23.4.141.94:443 SSL
Configurations

GOOD

02-04-2016 10-19-2016  23.4.141.188:443 SSL
Configurations

GOOD

08-03-2016 10-19-2016  23.4.133.200:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 10-19-2016  23.4.133.200:443 SSL
Configurations

GOOD

02-11-2016 10-19-2016  23.4.137.198:443 SSL
Configurations

GOOD

07-18-2016 10-19-2016  23.4.139.173:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-12-2016 10-19-2016  23.4.130.56:443 SSL
Configurations

GOOD

01-08-2016 10-19-2016  23.4.134.8:443 SSL
Configurations

GOOD

01-17-2016 10-19-2016  23.4.141.205:443 SSL
Configurations

GOOD

06-13-2016 10-19-2016  23.4.137.111:443 SSL
Configurations

GOOD

01-02-2016 10-19-2016  23.4.142.45:443 SSL
Configurations

GOOD

01-08-2016 10-19-2016  23.4.131.136:443 SSL
Configurations

GOOD

01-13-2016 10-19-2016  23.4.136.88:443 SSL
Configurations

GOOD

02-03-2016 10-19-2016  23.4.142.29:443 SSL
Configurations

GOOD

01-10-2016 10-19-2016  23.4.136.124:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 10-19-2016  23.4.141.173:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 743

09-08-2016 10-19-2016  23.4.141.175:443 SSL
Configurations

GOOD

08-26-2016 10-19-2016  23.4.136.31:443 Open	Ports GOOD Detected	service:
HTTPS

01-16-2016 10-19-2016  23.4.136.31:443 SSL
Configurations

GOOD

01-05-2016 10-19-2016  23.4.137.90:443 SSL
Configurations

GOOD

01-11-2016 10-19-2016  23.4.138.143:443 SSL
Configurations

GOOD

06-25-2016 10-19-2016  23.4.140.199:443 SSL
Configurations

GOOD

10-19-2016 10-19-2016  23.4.128.39:443 Open	Ports GOOD Detected	service:
HTTPS

10-19-2016 10-19-2016  23.4.128.39:443 SSL
Configurations

GOOD

01-02-2016 10-19-2016  23.4.138.62:443 SSL
Configurations

GOOD

04-12-2015 10-19-2016  23.4.132.182:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-03-2015 10-19-2016  23.4.136.124:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-23-2016 10-18-2016  media-speedousa.pvh.com SSL
Certificates

GOOD

08-04-2016 10-18-2016  www1.myfico.com SSL
Certificates

GOOD

01-03-2016 10-18-2016  23.4.141.112:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-05-2016 10-18-2016  s.portalworks.thomsonib.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-15-2016 10-18-2016  www.content.immediatefill.com SSL
Certificates

GOOD

01-10-2016 10-18-2016  nytimes.com SSL
Certificates

GOOD

02-24-2016 10-18-2016  23.4.137.55:443 SSL
Configurations

GOOD

01-05-2016 10-18-2016  23.4.143.10:443 SSL
Configurations

GOOD

05-23-2016 10-18-2016  23.4.131.70:443 SSL
Configurations

GOOD

05-28-2016 10-18-2016  23.4.131.122:443 SSL
Configurations

GOOD

01-03-2016 10-18-2016  23.4.134.29:443 SSL
Configurations

GOOD

01-15-2016 10-18-2016  23.4.137.138:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-24-2016 10-18-2016  23.4.138.60:443 SSL
Configurations

GOOD

01-14-2016 10-18-2016  23.4.128.157:443 SSL
Configurations

GOOD

01-03-2016 10-18-2016  23.4.141.95:443 SSL
Configurations

GOOD

07-09-2016 10-18-2016  23.4.138.201:443 SSL
Configurations

GOOD

01-10-2016 10-18-2016  23.4.133.202:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 10-18-2016  23.4.133.202:443 SSL
Configurations

GOOD

01-08-2016 10-18-2016  23.4.141.220:443 SSL
Configurations

GOOD

08-08-2016 10-18-2016  23.4.139.25:443 SSL
Configurations

GOOD

10-14-2016 10-18-2016  23.4.141.46:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 10-18-2016  23.4.137.167:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-12-2016 10-18-2016  23.4.141.74:443 SSL
Configurations

GOOD

01-14-2016 10-18-2016  23.4.128.167:443 SSL
Configurations

GOOD

02-07-2016 10-18-2016  23.4.137.9:443 SSL
Configurations

GOOD

01-05-2016 10-18-2016  23.4.136.30:443 SSL
Configurations

GOOD

06-29-2016 10-18-2016  23.4.131.137:443 SSL
Configurations

GOOD

01-03-2016 10-18-2016  23.4.137.61:443 SSL
Configurations

GOOD

01-06-2016 10-18-2016  23.4.139.46:443 SSL
Configurations

GOOD

07-23-2016 10-18-2016  23.4.139.120:443 SSL
Configurations

GOOD

01-03-2016 10-18-2016  23.4.134.136:443 SSL
Configurations

GOOD

01-09-2016 10-18-2016  23.4.141.57:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-10-2016 10-18-2016  23.4.131.142:443 SSL
Configurations

GOOD

01-11-2016 10-18-2016  23.4.135.198:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-22-2016 10-17-2016  www.mymrjfleet.com SSL
Certificates

GOOD

01-03-2016 10-17-2016  23.4.130.191:443 SSL
Certificates

GOOD

07-11-2016 10-17-2016  bostonmarathonmediaguide.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	73

07-25-2016 10-17-2016  www.schubergphilis.nl SSL
Certificates

GOOD

07-15-2016 10-17-2016  www.obr.mobi.cibc.com SSL
Certificates

GOOD

01-22-2016 10-17-2016  23.4.137.171:443 SSL
Configurations

GOOD

07-24-2016 10-17-2016  23.4.128.53:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-26-2016 10-17-2016  23.4.136.79:443 SSL
Configurations

GOOD

08-07-2016 10-17-2016  23.4.143.137:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-16-2016 10-17-2016  23.4.142.44:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 10-17-2016  23.4.130.156:443 SSL
Configurations

GOOD

01-14-2016 10-17-2016  23.4.143.125:443 SSL
Configurations

GOOD

01-07-2016 10-17-2016  23.4.142.9:443 SSL
Configurations

GOOD

01-26-2016 10-17-2016  23.4.139.79:443 SSL
Configurations

GOOD

01-13-2016 10-17-2016  23.4.137.151:443 SSL
Configurations

GOOD

01-13-2016 10-17-2016  23.4.143.141:443 SSL
Configurations

GOOD

01-13-2016 10-17-2016  23.4.131.121:443 SSL
Configurations

GOOD

10-17-2016 10-17-2016  45.116.216.157:443 Open	Ports GOOD Detected	service:
HTTPS

10-17-2016 10-17-2016  45.116.216.157:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-19-2016 10-17-2016  23.4.142.142:443 SSL
Configurations

GOOD

01-25-2016 10-17-2016  23.4.136.12:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 10-17-2016  23.4.136.12:443 Open	Ports GOOD Detected	service:
HTTPS

08-12-2016 10-17-2016  23.4.141.103:443 SSL
Configurations

GOOD

01-07-2016 10-17-2016  23.4.136.188:443 SSL
Configurations

GOOD

01-02-2016 10-17-2016  23.4.141.93:443 SSL
Configurations

GOOD

02-10-2016 10-17-2016  23.4.142.73:443 SSL
Configurations

GOOD

08-06-2016 10-17-2016  23.4.137.54:443 SSL
Configurations

GOOD

01-26-2016 10-17-2016  23.4.142.206:443 SSL
Configurations

GOOD

01-02-2016 10-17-2016  23.4.140.29:80 Open	Ports NEUTRAL Detected	service:
HTTP

05-29-2016 10-17-2016  23.4.136.196:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-14-2016 10-17-2016  23.4.141.170:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 10-17-2016  23.4.143.11:443 SSL
Configurations

GOOD

01-03-2016 10-17-2016  23.4.142.59:443 Open	Ports GOOD Detected	service:
HTTPS

01-03-2016 10-17-2016  23.4.142.59:443 SSL
Configurations

GOOD

01-15-2016 10-17-2016  23.4.142.40:443 SSL
Configurations

GOOD

01-06-2016 10-17-2016  23.4.136.155:443 SSL
Configurations

GOOD

05-28-2016 10-17-2016  45.116.216.125:443 SSL
Certificates

WARN Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

01-10-2016 10-17-2016  23.4.134.168:443 SSL
Configurations

GOOD

01-15-2016 10-17-2016  23.4.134.109:443 SSL
Configurations

GOOD

01-03-2016 10-17-2016  23.4.138.155:443 SSL
Configurations

GOOD

01-02-2016 10-17-2016  23.4.141.154:443 SSL
Configurations

GOOD

01-25-2016 10-17-2016  23.4.136.170:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 10-17-2016  23.4.142.187:443 SSL
Configurations

GOOD

09-15-2016 10-17-2016  23.4.136.107:443 SSL
Configurations

GOOD

01-28-2016 10-17-2016  23.4.137.88:443 SSL
Configurations

GOOD

10-17-2016 10-17-2016  45.116.216.157:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 10-17-2016  23.4.128.53:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2015 10-17-2016  23.4.130.107:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-24-2016 10-16-2016  c01-il-wdl-service-prv2.neo.intralinks.com SSL
Certificates

GOOD

09-01-2016 10-16-2016  homeloans.tiaabank.com SSL
Certificates

GOOD

02-05-2016 10-16-2016  www.monicaandandy.com SSL
Certificates

GOOD

01-02-2016 10-16-2016  23.4.139.152:443 SSL
Configurations

GOOD

01-06-2016 10-16-2016  23.4.139.41:443 SSL
Configurations

GOOD

01-02-2016 10-16-2016  23.4.138.119:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-08-2016 10-16-2016  23.4.136.122:443 SSL
Configurations

GOOD

01-14-2016 10-16-2016  23.4.142.136:443 SSL
Configurations

GOOD

01-04-2016 10-16-2016  23.4.142.174:443 SSL
Configurations

GOOD

01-09-2016 10-16-2016  23.4.140.186:443 SSL
Configurations

GOOD

01-18-2016 10-16-2016  23.4.142.8:443 SSL
Configurations

GOOD

08-05-2016 10-16-2016  23.4.136.121:443 SSL
Configurations

GOOD

01-03-2016 10-16-2016  23.4.138.92:443 SSL
Configurations

GOOD

01-08-2016 10-16-2016  23.4.142.156:443 SSL
Configurations

GOOD

05-24-2016 10-16-2016  23.4.143.106:443 SSL
Configurations

GOOD

02-22-2016 10-16-2016  23.4.139.8:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-12-2016 10-16-2016  23.4.139.106:443 SSL
Configurations

GOOD

01-16-2016 10-16-2016  23.4.130.74:443 SSL
Configurations

GOOD

01-05-2016 10-16-2016  23.4.143.154:443 SSL
Configurations

GOOD

07-05-2016 10-16-2016  23.4.141.61:443 SSL
Configurations

GOOD

08-01-2016 10-16-2016  23.4.143.94:443 SSL
Configurations

GOOD

01-19-2016 10-16-2016  23.4.137.158:443 SSL
Configurations

GOOD

02-17-2016 10-16-2016  24.6.128.106:7547 Open	Ports NEUTRAL Detected	service:
HTTP

01-05-2016 10-16-2016  23.4.136.41:443 SSL
Configurations

GOOD

08-27-2016 10-16-2016  23.4.142.111:443 SSL
Configurations

GOOD

10-16-2016 10-16-2016  23.4.137.217:443 SSL
Configurations

WARN Certificate	with
non-standard	root

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-22-2016 10-16-2016  23.4.134.124:443 SSL
Configurations

GOOD

01-02-2016 10-16-2016  23.4.139.60:443 SSL
Configurations

GOOD

02-07-2016 10-16-2016  23.4.128.172:443 SSL
Configurations

GOOD

08-22-2016 10-16-2016  23.4.134.214:443 SSL
Configurations

GOOD

02-11-2016 10-15-2016  23.4.139.191:443 SSL
Configurations

GOOD

01-13-2016 10-15-2016  23.4.130.120:443 SSL
Configurations

GOOD

10-11-2016 10-15-2016  www.b-fapps.com SSL
Certificates

GOOD

10-15-2016 10-15-2016  www.graydanielsnissanofjackson.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	72

01-16-2016 10-15-2016  23.4.143.27:443 SSL
Configurations

GOOD

09-28-2016 10-15-2016  23.4.141.204:443 SSL
Configurations

GOOD

01-10-2016 10-15-2016  23.4.141.142:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 10-15-2016  23.4.143.122:443 SSL
Configurations

GOOD

01-18-2016 10-15-2016  23.4.143.170:443 SSL
Configurations

GOOD

09-12-2016 10-15-2016  23.4.141.71:443 SSL
Configurations

GOOD

01-26-2016 10-15-2016  23.4.143.151:443 SSL
Configurations

GOOD

01-17-2016 10-15-2016  23.4.131.190:443 SSL
Configurations

GOOD

01-07-2016 10-15-2016  23.4.136.14:443 SSL
Configurations

GOOD

01-03-2016 10-15-2016  23.4.136.136:443 SSL
Configurations

GOOD

01-10-2016 10-15-2016  23.4.138.109:443 SSL
Configurations

GOOD

02-12-2016 10-15-2016  23.4.138.46:443 SSL
Configurations

GOOD

01-05-2016 10-15-2016  23.4.143.57:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-28-2016 10-15-2016  23.4.136.22:443 SSL
Configurations

GOOD

01-13-2016 10-15-2016  23.4.142.7:443 SSL
Configurations

GOOD

01-04-2016 10-15-2016  23.4.137.23:443 SSL
Configurations

GOOD

01-06-2016 10-15-2016  23.4.141.25:443 SSL
Configurations

GOOD

07-20-2016 10-15-2016  23.4.143.78:443 SSL
Configurations

GOOD

01-16-2016 10-15-2016  23.4.143.91:443 SSL
Configurations

GOOD

04-28-2016 10-15-2016  23.4.139.216:443 SSL
Configurations

GOOD

02-22-2016 10-15-2016  23.4.136.95:443 SSL
Configurations

GOOD

01-09-2016 10-15-2016  23.4.141.58:443 SSL
Configurations

GOOD

02-14-2016 10-14-2016  23.4.137.6:443 SSL
Certificates

GOOD

08-19-2016 10-14-2016  shadowverse.jp SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-27-2016 10-14-2016  platform.stumbleupon.com SSL
Certificates

GOOD

09-09-2016 10-14-2016  23.4.141.168:443 SSL
Configurations

GOOD

01-03-2016 10-14-2016  23.4.143.105:443 SSL
Configurations

GOOD

01-04-2016 10-14-2016  23.4.138.79:443 SSL
Configurations

GOOD

10-05-2016 10-14-2016  23.4.141.77:443 SSL
Configurations

GOOD

01-21-2016 10-14-2016  23.4.137.6:443 SSL
Configurations

GOOD

01-08-2016 10-14-2016  23.4.137.155:443 SSL
Configurations

GOOD

01-03-2016 10-14-2016  23.4.136.8:443 SSL
Configurations

GOOD

01-10-2016 10-14-2016  23.4.142.105:443 SSL
Configurations

GOOD

09-10-2016 10-14-2016  23.4.134.75:443 SSL
Configurations

GOOD

04-22-2016 10-14-2016  23.4.137.70:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 10-14-2016  23.4.133.158:443 SSL
Configurations

GOOD

01-07-2016 10-14-2016  23.4.134.92:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-13-2016 10-14-2016  23.4.143.89:443 SSL
Configurations

GOOD

03-26-2016 10-13-2016  www.arabianpeninsula.mepi.state.gov SSL
Certificates

GOOD

01-29-2016 10-13-2016  23.4.143.188:443 SSL
Configurations

GOOD

09-18-2016 10-13-2016  23.4.141.156:443 SSL
Configurations

GOOD

01-04-2016 10-13-2016  23.4.136.61:443 SSL
Configurations

GOOD

01-20-2016 10-13-2016  23.4.138.12:443 SSL
Configurations

GOOD

01-15-2016 10-13-2016  23.4.139.169:443 SSL
Configurations

GOOD

01-13-2016 10-13-2016  23.4.138.24:443 SSL
Configurations

GOOD

05-10-2016 10-13-2016  23.4.137.105:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 10-13-2016  23.4.141.23:443 SSL
Configurations

GOOD

01-07-2016 10-13-2016  23.4.138.55:443 SSL
Configurations

GOOD

01-10-2016 10-13-2016  23.4.128.110:443 SSL
Certificates

GOOD

01-15-2016 10-13-2016  23.4.139.121:443 SSL
Configurations

GOOD

10-08-2016 10-13-2016  45.116.216.156:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-07-2016 10-13-2016  23.4.132.126:443 Open	Ports GOOD Detected	service:
HTTPS

01-07-2016 10-13-2016  23.4.132.126:443 SSL
Configurations

GOOD

01-09-2016 10-13-2016  23.4.134.173:443 SSL
Configurations

GOOD

01-05-2016 10-13-2016  23.4.141.109:443 SSL
Configurations

GOOD

09-02-2016 10-13-2016  23.4.139.89:443 SSL
Configurations

GOOD

09-21-2016 10-13-2016  23.4.141.144:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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10-17-2015 10-13-2016  23.4.129.98:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

07-02-2016 10-12-2016  www.hyatt.com SSL
Certificates

GOOD

07-17-2016 10-12-2016  www.dominos.co.uk SSL
Certificates

GOOD

07-17-2016 10-12-2016  23.4.131.109:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-21-2016 10-12-2016  23.4.141.185:443 SSL
Configurations

GOOD

08-13-2016 10-12-2016  cdn.llbean.co.jp SSL
Certificates

GOOD

01-10-2016 10-12-2016  www.scotiabankbsa.cl SSL
Certificates

GOOD

07-29-2016 10-12-2016  23.4.139.93:443 SSL
Configurations

GOOD

01-18-2016 10-12-2016  23.4.130.87:443 SSL
Configurations

GOOD

01-02-2016 10-12-2016  23.4.131.94:443 SSL
Configurations

GOOD

01-31-2016 10-12-2016  23.4.138.57:443 SSL
Configurations

GOOD

01-10-2016 10-12-2016  23.4.138.136:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 761

01-18-2016 10-12-2016  23.4.134.183:443 SSL
Configurations

GOOD

10-12-2016 10-12-2016  23.4.141.202:443 SSL
Configurations

GOOD

01-06-2016 10-12-2016  23.4.139.47:443 SSL
Configurations

GOOD

06-06-2016 10-12-2016  23.4.138.202:443 SSL
Configurations

GOOD

01-04-2016 10-12-2016  23.4.139.188:80 Open	Ports NEUTRAL Detected	service:
HTTP

01-13-2016 10-12-2016  23.4.134.10:443 SSL
Configurations

GOOD

01-25-2016 10-12-2016  23.4.141.152:443 SSL
Configurations

GOOD

10-12-2016 10-12-2016  23.4.141.203:443 SSL
Configurations

GOOD

02-14-2016 10-12-2016  23.4.134.87:443 SSL
Configurations

GOOD

07-17-2016 10-12-2016  23.4.131.109:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-28-2016 10-11-2016  www.sapstore.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-10-2016 10-11-2016  23.4.134.182:443 SSL
Configurations

GOOD

10-11-2016 10-11-2016  23.4.141.39:443 SSL
Configurations

GOOD

05-30-2016 10-11-2016  23.4.143.62:443 SSL
Configurations

GOOD

01-08-2016 10-11-2016  23.4.139.62:443 SSL
Configurations

GOOD

07-17-2016 10-11-2016  23.4.143.8:443 SSL
Configurations

GOOD

05-22-2016 10-11-2016  23.4.129.189:443 SSL
Configurations

GOOD

01-08-2016 10-11-2016  23.4.140.90:443 SSL
Configurations

GOOD

01-22-2016 10-11-2016  23.4.130.184:443 SSL
Configurations

GOOD

07-24-2016 10-11-2016  23.4.137.206:443 SSL
Configurations

GOOD

01-07-2016 10-11-2016  23.4.134.166:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 10-11-2016  23.4.136.45:443 SSL
Configurations

GOOD

01-26-2016 10-11-2016  23.4.134.73:443 SSL
Configurations

GOOD

03-02-2016 10-11-2016  23.4.136.140:443 SSL
Configurations

GOOD

10-08-2016 10-10-2016  www-stg.supplierriskmanager.com SSL
Certificates

GOOD

07-31-2016 10-10-2016  m.potravinydomov.itesco.sk SSL
Certificates

GOOD

07-24-2016 10-10-2016  23.4.135.207:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-17-2016 10-10-2016  secure.abcam.com SSL
Certificates

GOOD

02-21-2016 10-10-2016  mynordapps.com SSL
Certificates

GOOD

05-01-2016 10-10-2016  23.4.137.163:443 SSL
Certificates

GOOD

01-06-2016 10-10-2016  golearn.csd.disa.mil.edgekey.net SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1,
Large	number	of
DNS	Names:	41

09-14-2016 10-10-2016  23.4.143.142:443 SSL
Configurations

GOOD

06-06-2016 10-10-2016  23.4.141.43:443 SSL
Configurations

GOOD

09-07-2016 10-10-2016  23.4.141.167:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-01-2016 10-10-2016  23.4.130.143:443 SSL
Configurations

GOOD

05-31-2016 10-10-2016  23.4.136.217:443 SSL
Configurations

GOOD

01-10-2016 10-10-2016  23.4.134.72:443 SSL
Configurations

GOOD

01-02-2016 10-10-2016  23.4.142.93:443 SSL
Configurations

GOOD

01-15-2016 10-10-2016  23.4.137.31:443 SSL
Configurations

GOOD

01-08-2016 10-10-2016  23.4.137.91:443 SSL
Configurations

GOOD

01-18-2016 10-10-2016  23.4.128.56:443 SSL
Configurations

GOOD

03-09-2016 10-10-2016  23.4.139.207:443 SSL
Configurations

GOOD

01-25-2016 10-10-2016  23.4.137.60:443 SSL
Configurations

GOOD

01-06-2016 10-10-2016  23.4.134.24:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-24-2016 10-10-2016  23.4.135.207:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-16-2016 10-09-2016  23.4.133.92:443 SSL
Configurations

GOOD

08-12-2016 10-09-2016  reservations.atlantis.com SSL
Certificates

GOOD

08-03-2016 10-09-2016  www.remotedeposit.scotiabank.com SSL
Certificates

GOOD

09-09-2016 10-09-2016  23.4.134.78:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-21-2016 10-09-2016  23.4.141.189:443 SSL
Certificates

GOOD

01-21-2016 10-09-2016  23.4.141.189:443 SSL
Configurations

GOOD

01-04-2016 10-09-2016  23.4.143.58:443 SSL
Configurations

GOOD

01-09-2016 10-09-2016  23.4.136.138:443 SSL
Configurations

GOOD

01-25-2016 10-09-2016  23.4.142.175:443 SSL
Configurations

GOOD

02-05-2016 10-09-2016  23.4.137.186:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-14-2016 10-09-2016  23.4.139.45:443 SSL
Configurations

GOOD

01-02-2016 10-09-2016  23.4.142.104:443 SSL
Configurations

GOOD

01-06-2016 10-09-2016  23.4.139.55:443 SSL
Configurations

GOOD

01-18-2016 10-09-2016  23.4.137.157:443 SSL
Configurations

GOOD

08-04-2016 10-09-2016  23.4.134.25:443 SSL
Configurations

GOOD

08-25-2016 10-09-2016  23.4.139.77:443 SSL
Configurations

GOOD

07-05-2016 10-09-2016  23.4.134.202:443 SSL
Configurations

GOOD

01-10-2016 10-09-2016  23.4.134.123:443 SSL
Configurations

GOOD

02-04-2016 10-09-2016  23.4.137.154:443 SSL
Configurations

GOOD

03-12-2016 10-09-2016  23.4.142.91:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 10-09-2016  23.4.129.31:443 SSL
Configurations

GOOD

06-19-2016 10-09-2016  23.4.138.61:443 SSL
Configurations

GOOD

09-09-2016 10-09-2016  23.4.134.78:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-08-2016 10-08-2016  secure1.exceda.com SSL
Certificates

GOOD

10-08-2016 10-08-2016  www.reedandbarton.com SSL
Certificates

GOOD

01-07-2016 10-08-2016  23.4.136.21:443 SSL
Certificates

GOOD

01-09-2016 10-08-2016  w88th.com SSL
Certificates

GOOD

01-12-2016 10-08-2016  23.4.136.135:443 SSL
Configurations

GOOD

01-06-2016 10-08-2016  23.4.142.183:443 SSL
Configurations

GOOD

01-07-2016 10-08-2016  23.4.131.152:443 SSL
Configurations

GOOD

01-20-2016 10-08-2016  23.4.138.73:443 SSL
Configurations

GOOD

05-22-2016 10-08-2016  23.4.141.30:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-01-2016 10-08-2016  23.4.137.102:443 SSL
Configurations

GOOD

10-08-2016 10-08-2016  23.4.141.56:443 SSL
Configurations

GOOD

10-06-2016 10-08-2016  23.4.136.90:443 SSL
Configurations

GOOD

06-12-2016 10-08-2016  23.4.142.89:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-03-2016 10-08-2016  23.4.141.184:443 SSL
Configurations

GOOD

01-18-2016 10-08-2016  23.4.131.15:443 SSL
Configurations

GOOD

01-09-2016 10-08-2016  23.4.139.71:443 SSL
Configurations

GOOD

07-06-2016 10-08-2016  23.4.134.108:443 SSL
Configurations

GOOD

07-23-2016 10-08-2016  23.4.129.236:443 SSL
Configurations

GOOD

09-08-2016 10-08-2016  23.4.134.94:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-06-2016 10-08-2016  23.4.139.202:443 SSL
Configurations

GOOD

09-08-2016 10-08-2016  23.4.134.94:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-12-2016 10-08-2016  23.4.142.89:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-02-2016 10-07-2016  archive.epa.gov SSL
Certificates

GOOD

08-06-2016 10-07-2016  23.4.142.31:443 SSL
Configurations

GOOD

01-17-2016 10-07-2016  23.4.138.185:443 SSL
Configurations

GOOD

10-07-2016 10-07-2016  staging.push.b2b.ihg.com SSL
Certificates

GOOD

01-06-2016 10-07-2016  23.4.138.156:443 SSL
Configurations

GOOD

01-09-2016 10-07-2016  23.4.142.39:443 SSL
Configurations

GOOD

01-16-2016 10-07-2016  23.4.143.87:443 SSL
Configurations

GOOD

09-10-2016 10-07-2016  23.4.141.27:443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-10-2016 10-07-2016  23.4.141.27:443 SSL
Configurations

GOOD

01-19-2016 10-07-2016  23.4.140.202:443 SSL
Configurations

GOOD

01-15-2016 10-07-2016  23.4.138.123:443 SSL
Configurations

GOOD

01-11-2016 10-07-2016  23.4.131.155:443 SSL
Configurations

GOOD

10-06-2016 10-07-2016  23.4.132.185:443 SSL
Configurations

GOOD

03-03-2016 10-07-2016  23.4.136.59:443 SSL
Configurations

GOOD

01-03-2016 10-07-2016  23.4.141.15:443 SSL
Configurations

GOOD

01-10-2016 10-07-2016  23.4.138.187:443 SSL
Configurations

GOOD

01-08-2016 10-07-2016  23.4.137.166:443 SSL
Configurations

GOOD

01-16-2016 10-07-2016  23.4.143.39:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-04-2016 10-07-2016  23.4.130.203:443 Open	Ports GOOD Detected	service:
HTTPS

08-04-2016 10-07-2016  23.4.130.203:443 SSL
Configurations

GOOD

08-02-2016 10-07-2016  23.4.142.26:443 SSL
Configurations

GOOD

07-14-2016 10-06-2016  gateway.dcsg.com SSL
Certificates

GOOD

01-13-2016 10-06-2016  23.4.137.22:443 SSL
Configurations

GOOD

01-06-2016 10-06-2016  23.4.136.44:443 SSL
Configurations

GOOD

01-19-2016 10-06-2016  23.4.139.104:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-03-2016 10-06-2016  www.sweetwater.com SSL
Certificates

GOOD

01-11-2016 10-06-2016  23.4.143.184:443 SSL
Configurations

GOOD

01-10-2016 10-06-2016  23.4.138.120:443 SSL
Configurations

GOOD

09-08-2016 10-06-2016  45.116.216.152:443 Open	Ports GOOD Detected	service:
HTTPS

09-08-2016 10-06-2016  45.116.216.152:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office
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01-12-2016 10-06-2016  23.4.138.14:443 SSL
Configurations

GOOD

10-06-2016 10-06-2016  23.4.130.105:443 SSL
Configurations

GOOD

01-13-2016 10-06-2016  23.4.134.190:443 SSL
Configurations

GOOD

01-14-2016 10-06-2016  23.4.137.11:443 SSL
Configurations

GOOD

02-07-2016 10-06-2016  23.4.130.140:443 SSL
Configurations

GOOD

01-22-2016 10-06-2016  23.4.138.107:443 SSL
Configurations

GOOD

01-08-2016 10-06-2016  23.4.131.59:443 SSL
Configurations

GOOD

01-12-2016 10-06-2016  23.4.143.157:443 SSL
Configurations

GOOD

10-06-2016 10-06-2016  23.4.141.73:443 SSL
Configurations

GOOD

01-10-2016 10-06-2016  23.4.137.40:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 10-06-2016  23.4.139.138:443 SSL
Configurations

GOOD

07-29-2016 10-06-2016  www.wc.slimages.macys.com SSL
Certificates

GOOD

07-29-2016 10-06-2016  23.4.135.149:443 SSL
Configurations

WARN Certificate	with
non-standard	root

09-08-2016 10-06-2016  45.116.216.152:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-19-2016 10-06-2016  23.4.139.104:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-11-2016 10-05-2016  23.4.134.76:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

10-05-2016 10-05-2016  maccosmetics.com SSL
Certificates

GOOD

01-25-2016 10-05-2016  23.4.137.44:443 SSL
Configurations

GOOD

10-05-2016 10-05-2016  maccosmetics.de SSL
Certificates

GOOD

07-11-2016 10-05-2016  23.4.134.76:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Certificate	with
non-standard	root

01-28-2016 10-05-2016  23.4.139.205:443 SSL
Configurations

GOOD

01-08-2016 10-05-2016  23.4.130.217:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-11-2016 10-05-2016  23.4.141.45:443 SSL
Configurations

GOOD

01-11-2016 10-05-2016  23.4.136.56:443 SSL
Configurations

GOOD

01-23-2016 10-05-2016  23.4.142.216:443 SSL
Configurations

GOOD

01-04-2016 10-05-2016  23.4.142.107:443 SSL
Configurations

GOOD

01-23-2016 10-05-2016  23.4.136.234:443 SSL
Configurations

GOOD

01-09-2016 10-05-2016  23.4.142.126:443 SSL
Configurations

GOOD

07-11-2016 10-05-2016  23.4.134.76:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-03-2015 10-05-2016  23.4.141.5:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 10-04-2016  trello.services SSL
Certificates

GOOD

01-07-2016 10-04-2016  23.4.141.171:443 SSL
Configurations

GOOD

07-06-2016 10-04-2016  eshop.wuerth-industrie.com SSL
Certificates

GOOD

07-02-2016 10-04-2016  funlabus.hasbro.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 10-04-2016  23.4.143.215:443 SSL
Configurations

GOOD

01-03-2016 10-04-2016  23.4.138.15:443 SSL
Configurations

GOOD

02-11-2016 10-04-2016  23.4.136.72:443 SSL
Configurations

GOOD

01-05-2016 10-04-2016  23.4.136.11:443 SSL
Configurations

GOOD

01-15-2016 10-04-2016  23.4.143.201:443 SSL
Configurations

GOOD

01-11-2016 10-04-2016  23.4.143.138:443 SSL
Configurations

GOOD

01-07-2016 10-04-2016  23.4.143.9:443 SSL
Configurations

GOOD

01-11-2016 10-04-2016  23.4.131.27:443 SSL
Configurations

GOOD

01-03-2016 10-04-2016  23.4.141.79:443 SSL
Configurations

GOOD

01-14-2016 10-04-2016  23.4.134.217:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-04-2016 10-04-2016  23.4.134.31:443 SSL
Configurations

GOOD

01-06-2016 10-03-2016  www.b2b-qa2.dev.bmo.com SSL
Certificates

GOOD

01-16-2016 10-03-2016  www-staging.demandforced3.com SSL
Certificates

GOOD

01-11-2016 10-03-2016  www.secure.bmoinvestorline.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	29

01-07-2016 10-03-2016  23.4.133.134:443 SSL
Configurations

GOOD

01-04-2016 10-03-2016  23.4.137.75:443 SSL
Configurations

GOOD

01-03-2016 10-03-2016  23.4.134.58:443 SSL
Configurations

GOOD

06-21-2016 10-03-2016  23.4.143.140:443 SSL
Configurations

GOOD

01-12-2016 10-03-2016  23.4.142.201:443 SSL
Configurations

GOOD

08-07-2016 10-03-2016  23.4.136.190:443 SSL
Configurations

GOOD

01-08-2016 10-03-2016  23.4.143.47:443 SSL
Configurations

GOOD

01-16-2016 10-03-2016  23.4.141.12:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-15-2016 10-03-2016  23.4.128.198:443 SSL
Configurations

GOOD

01-11-2016 10-03-2016  23.4.138.71:443 SSL
Configurations

GOOD

01-04-2016 10-03-2016  23.4.143.186:443 SSL
Configurations

GOOD

01-10-2016 10-02-2016  uat1.www.txn.banking.pcfinancial.cibc.com SSL
Certificates

GOOD

05-18-2016 10-02-2016  images-fe.ssl-images-amazon.com SSL
Certificates

GOOD

01-23-2016 10-02-2016  23.4.139.143:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

03-14-2016 10-02-2016  23.4.139.170:443 SSL
Configurations

GOOD

01-03-2016 10-02-2016  23.4.136.189:443 SSL
Configurations

GOOD

01-10-2016 10-02-2016  23.4.130.118:443 SSL
Configurations

GOOD

02-01-2016 10-02-2016  23.4.136.191:443 SSL
Configurations

GOOD

07-06-2016 10-02-2016  23.4.133.31:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-11-2016 10-02-2016  23.4.138.44:443 SSL
Configurations

GOOD

01-07-2016 10-02-2016  23.4.131.151:443 SSL
Configurations

GOOD

04-29-2016 10-02-2016  23.4.142.135:443 SSL
Configurations

GOOD

01-18-2016 10-02-2016  23.4.138.29:443 SSL
Configurations

GOOD

07-06-2016 10-02-2016  23.4.133.31:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-04-2015 10-02-2016  23.4.139.143:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-01-2016 10-01-2016  reedandbarton.com SSL
Certificates

GOOD

05-29-2016 10-01-2016  bmwfs.manheim.com SSL
Certificates

GOOD

06-19-2016 10-01-2016  gvp-aps1.genesyscloud.com SSL
Certificates

GOOD

09-06-2016 10-01-2016  kronoshosting.com SSL
Certificates

GOOD

01-21-2016 10-01-2016  23.4.136.39:443 SSL
Configurations

GOOD

07-27-2016 10-01-2016  23.4.131.227:443 SSL
Configurations

WARN Certificate	with
non-standard	root

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-15-2016 10-01-2016  23.4.136.175:443 SSL
Configurations

GOOD

08-11-2016 09-30-2016  portal.adidas-group.com SSL
Certificates

GOOD

01-03-2016 09-30-2016  23.4.143.167:443 SSL
Configurations

GOOD

01-03-2016 09-30-2016  23.4.136.109:443 SSL
Configurations

GOOD

01-03-2016 09-30-2016  23.4.136.91:443 SSL
Configurations

GOOD

01-08-2016 09-30-2016  23.4.137.107:443 SSL
Configurations

GOOD

01-17-2016 09-30-2016  23.4.130.75:443 SSL
Configurations

GOOD

01-03-2016 09-30-2016  23.4.139.39:443 SSL
Configurations

GOOD

01-09-2016 09-30-2016  23.4.130.186:443 SSL
Configurations

GOOD

08-10-2016 09-30-2016  23.4.139.124:443 SSL
Configurations

GOOD

07-24-2016 09-30-2016  23.4.141.141:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-04-2016 09-30-2016  23.4.142.254:443 SSL
Configurations

GOOD

01-25-2016 09-30-2016  23.4.143.24:443 SSL
Configurations

GOOD

07-14-2016 09-30-2016  23.4.143.185:443 SSL
Configurations

GOOD

07-09-2016 09-30-2016  23.4.142.124:443 SSL
Configurations

GOOD

07-02-2016 09-29-2016  mytax.iras.gov.sg SSL
Certificates

GOOD

02-15-2016 09-29-2016  downloads.bbci.co.uk SSL
Certificates

GOOD Large	number	of
DNS	Names:	39

09-29-2016 09-29-2016  ee-seal.websecurity.symantec.com SSL
Certificates

GOOD

06-26-2016 09-29-2016  frz.mymrjfleet.com SSL
Certificates

GOOD

01-05-2016 09-29-2016  23.4.143.207:443 SSL
Configurations

GOOD

01-12-2016 09-29-2016  23.4.143.171:443 SSL
Configurations

GOOD

01-25-2016 09-29-2016  23.4.142.138:443 SSL
Configurations

GOOD

07-27-2016 09-29-2016  23.4.128.203:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-08-2016 09-29-2016  23.4.143.206:443 SSL
Configurations

GOOD

01-21-2016 09-29-2016  23.4.142.108:443 SSL
Configurations

GOOD

05-27-2016 09-29-2016  23.4.134.26:443 SSL
Configurations

GOOD

01-03-2016 09-29-2016  23.4.136.186:443 SSL
Configurations

GOOD

09-04-2016 09-28-2016  23.4.138.141:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

01-07-2016 09-28-2016  23.4.138.220:443 SSL
Configurations

GOOD

01-10-2016 09-28-2016  23.4.143.56:443 SSL
Configurations

GOOD

01-02-2016 09-28-2016  23.4.143.41:443 SSL
Configurations

GOOD

01-04-2016 09-28-2016  23.4.137.125:443 SSL
Configurations

GOOD

05-27-2016 09-28-2016  23.4.141.250:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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03-08-2016 09-28-2016  23.4.142.63:443 SSL
Configurations

GOOD

07-21-2016 09-27-2016  sbcomputers.ediversitynetwork.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	28

06-25-2016 09-27-2016  www.sdjp-test.tk SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-02-2016 09-27-2016  23.4.128.135:443 SSL
Configurations

GOOD

02-29-2016 09-27-2016  23.4.139.10:443 SSL
Configurations

GOOD

06-25-2016 09-27-2016  23.4.130.243:443 SSL
Configurations

WARN Certificate	with
non-standard	root

09-08-2016 09-27-2016  23.4.141.135:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

09-27-2016 09-27-2016  45.116.216.126:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

01-04-2016 09-27-2016  23.4.129.14:443 SSL
Configurations

GOOD

08-27-2016 09-27-2016  23.4.136.185:443 SSL
Configurations

GOOD

01-10-2016 09-27-2016  23.4.143.28:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 783

01-11-2016 09-27-2016  23.4.142.23:443 SSL
Configurations

GOOD

01-02-2016 09-27-2016  23.4.137.183:443 SSL
Configurations

GOOD

09-08-2016 09-27-2016  23.4.141.135:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-02-2016 09-27-2016  23.4.137.109:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-14-2016 09-27-2016  45.116.216.126:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-22-2016 09-26-2016  www.qantas.com.au SSL
Certificates

GOOD

01-09-2016 09-26-2016  23.4.138.200:443 SSL
Configurations

GOOD

07-17-2016 09-26-2016  23.4.142.46:443 SSL
Configurations

GOOD

01-11-2016 09-26-2016  23.4.134.138:443 SSL
Configurations

GOOD

07-24-2016 09-26-2016  23.4.138.124:443 SSL
Configurations

GOOD

07-17-2016 09-26-2016  23.4.137.191:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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07-11-2016 09-26-2016  23.4.136.183:443 SSL
Configurations

GOOD

01-20-2016 09-26-2016  23.4.140.89:443 SSL
Configurations

GOOD

01-02-2016 09-26-2016  23.4.138.59:443 SSL
Configurations

GOOD

07-17-2016 09-26-2016  23.4.137.191:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-07-2016 09-26-2016  45.116.216.133:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-18-2016 09-25-2016  23.4.142.106:443 SSL
Configurations

GOOD

01-09-2016 09-25-2016  23.4.143.136:443 SSL
Configurations

GOOD

01-05-2016 09-25-2016  23.4.137.42:443 SSL
Configurations

GOOD

08-15-2016 09-25-2016  23.4.136.46:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

09-25-2016 09-25-2016  23.4.143.236:443 SSL
Configurations

GOOD

06-25-2016 09-25-2016  23.4.141.200:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-05-2016 09-25-2016  23.4.139.42:443 SSL
Configurations

GOOD

08-15-2016 09-25-2016  23.4.136.46:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-10-2016 09-24-2016  23.4.133.88:443 SSL
Certificates

GOOD

01-05-2016 09-24-2016  23.4.135.155:443 SSL
Configurations

GOOD

01-05-2016 09-24-2016  23.4.135.155:443 SSL
Certificates

GOOD

01-18-2016 09-24-2016  23.4.142.56:443 Open	Ports GOOD Detected	service:
HTTPS

01-04-2016 09-24-2016  23.4.142.56:443 SSL
Configurations

GOOD

08-16-2016 09-24-2016  givebig.org SSL
Certificates

GOOD

06-12-2016 09-24-2016  23.4.139.184:443 SSL
Configurations

GOOD

01-25-2016 09-24-2016  23.4.130.216:443 SSL
Configurations

GOOD

09-17-2016 09-24-2016  23.4.141.10:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-03-2016 09-24-2016  23.4.134.172:443 SSL
Configurations

GOOD

01-12-2016 09-24-2016  23.4.134.23:443 SSL
Configurations

GOOD

08-08-2016 09-24-2016  23.4.141.48:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-25-2016 09-23-2016  citiconnect.sandbox.developer.citi.com SSL
Certificates

GOOD

08-25-2016 09-23-2016  imagetiles.trulia.com SSL
Certificates

GOOD

07-20-2016 09-23-2016  www.tdfx.ca SSL
Certificates

GOOD

01-02-2016 09-23-2016  23.4.138.171:443 SSL
Configurations

GOOD

01-10-2016 09-23-2016  23.4.137.200:443 SSL
Configurations

GOOD

01-09-2016 09-23-2016  23.4.136.205:443 SSL
Configurations

GOOD

01-05-2016 09-23-2016  23.4.138.173:443 SSL
Configurations

GOOD

01-19-2016 09-23-2016  23.4.137.24:443 SSL
Configurations

GOOD

01-09-2016 09-23-2016  23.4.139.74:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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01-08-2016 09-23-2016  23.4.139.201:443 SSL
Configurations

GOOD

01-26-2016 09-23-2016  23.4.143.74:443 SSL
Configurations

GOOD

05-22-2016 09-23-2016  23.4.135.84:443 SSL
Configurations

WARN Certificate	with
non-standard	root

07-21-2016 09-23-2016  23.4.139.166:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-07-2016 09-23-2016  23.4.131.8:443 SSL
Configurations

GOOD

01-07-2016 09-23-2016  23.4.141.125:443 SSL
Configurations

GOOD

04-14-2015 09-23-2016  23.4.135.143:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-10-2016 09-22-2016  www.singaporeair.com SSL
Certificates

GOOD

01-02-2016 09-22-2016  cache-ssl1.nokiasiemensnetworks.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

08-19-2016 09-22-2016  multinationalpremiumsolutions.visa.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	35

01-09-2016 09-22-2016  mall2-staging2-admin.playspan.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	46

09-10-2016 09-22-2016  23.4.129.73:443 Open	Ports GOOD Typical	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-07-2016 09-22-2016  23.4.136.58:443 SSL
Configurations

GOOD

01-15-2016 09-22-2016  23.4.139.206:443 SSL
Configurations

GOOD

09-22-2016 09-22-2016  23.4.143.143:443 SSL
Configurations

GOOD

01-03-2016 09-22-2016  23.4.143.202:443 SSL
Configurations

GOOD

04-06-2015 09-22-2016  23.4.134.152:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-29-2016 09-21-2016  23.4.128.76:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

09-09-2016 09-21-2016  prodldfp.proseries.com SSL
Certificates

GOOD

05-08-2016 09-21-2016  portalcms-t.gcs.dgi.globaldenso.com SSL
Certificates

GOOD

05-14-2016 09-21-2016  23.4.141.123:443 SSL
Configurations

GOOD

01-03-2016 09-21-2016  23.4.136.157:443 SSL
Configurations

GOOD

01-25-2016 09-21-2016  23.4.138.111:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 09-21-2016  23.4.136.187:443 SSL
Configurations

GOOD

07-29-2016 09-21-2016  23.4.128.76:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Certificate	with
non-standard	root

01-27-2016 09-21-2016  23.4.136.76:443 SSL
Configurations

GOOD

01-06-2016 09-21-2016  23.4.141.24:443 SSL
Configurations

GOOD

11-01-2015 09-21-2016  23.4.128.76:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

08-07-2015 09-21-2016  23.4.132.105:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-06-2016 09-20-2016  23.4.136.158:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

06-21-2016 09-20-2016  www.sfl-tap.army.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-08-2016 09-20-2016  spreadshirt.co.uk SSL
Certificates

GOOD

01-06-2016 09-20-2016  23.4.136.235:443 SSL
Configurations

GOOD

01-06-2016 09-20-2016  23.4.136.74:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-03-2016 09-20-2016  24.6.128.75:8080 Open	Ports NEUTRAL Detected	service:
HTTP

02-11-2016 09-20-2016  23.4.141.59:443 SSL
Configurations

GOOD

01-06-2016 09-20-2016  23.4.136.158:443 SSL
Configurations

GOOD

05-20-2016 09-20-2016  23.4.135.147:443 SSL
Configurations

WARN Certificate	with
non-standard	root

08-09-2016 09-19-2016  23.4.128.122:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-09-2016 09-19-2016  23.4.143.4:443 SSL
Certificates

GOOD

08-14-2016 09-19-2016  secure-shopper-beta.gnpd.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	36

09-15-2016 09-19-2016  www.apc.com SSL
Certificates

GOOD

01-05-2016 09-19-2016  www.letsencrypt.org SSL
Certificates

GOOD

09-19-2016 09-19-2016  www.hogedrukreinigerexpert.be.accept.zone SSL
Certificates

GOOD Large	number	of
DNS	Names:	90

08-09-2016 09-19-2016  23.4.128.122:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3,
Certificate	with
non-standard	root

01-05-2016 09-19-2016  23.4.131.87:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-13-2016 09-19-2016  23.4.134.93:443 SSL
Configurations

GOOD

01-04-2016 09-19-2016  23.4.137.152:443 SSL
Configurations

GOOD

01-09-2016 09-19-2016  23.4.136.198:443 SSL
Configurations

GOOD

04-03-2015 09-19-2016  23.4.128.122:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-01-2016 09-18-2016  www.imes.boj.or.jp SSL
Certificates

GOOD

01-23-2016 09-18-2016  23.4.143.90:443 SSL
Certificates

GOOD

08-19-2016 09-18-2016  qa-corporate.safeway.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	42

09-11-2016 09-18-2016  23.4.134.204:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

09-16-2016 09-18-2016  www.qantasfutureplanet.com.au SSL
Certificates

GOOD

05-15-2016 09-18-2016  23.4.130.44:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

09-15-2016 09-18-2016  23.4.134.236:443 SSL
Certificates

GOOD

01-10-2016 09-18-2016  23.4.137.168:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 09-18-2016  23.4.141.217:443 SSL
Configurations

GOOD

01-04-2016 09-18-2016  23.4.142.168:443 SSL
Configurations

GOOD

01-07-2016 09-18-2016  23.4.134.142:443 SSL
Configurations

GOOD

03-05-2016 09-18-2016  23.4.139.15:443 SSL
Configurations

GOOD

01-10-2016 09-18-2016  23.4.138.142:443 SSL
Configurations

GOOD

01-12-2016 09-18-2016  23.4.138.45:443 SSL
Configurations

GOOD

07-03-2016 09-18-2016  23.4.143.110:443 SSL
Configurations

GOOD

01-06-2016 09-18-2016  23.4.129.136:443 SSL
Configurations

GOOD

01-23-2016 09-18-2016  23.4.135.60:443 Open	Ports GOOD Detected	service:
HTTPS

01-23-2016 09-18-2016  23.4.135.60:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-02-2016 09-18-2016  23.4.138.9:443 SSL
Configurations

GOOD

01-10-2016 09-18-2016  23.4.128.75:443 Open	Ports GOOD Detected	service:
HTTPS

01-10-2016 09-18-2016  23.4.128.75:443 SSL
Configurations

GOOD

01-10-2016 09-18-2016  23.4.136.154:443 SSL
Configurations

GOOD

09-11-2016 09-18-2016  23.4.134.204:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-21-2016 09-17-2016  edge.akamai.com SSL
Certificates

GOOD

01-04-2016 09-17-2016  23.4.143.83:443 SSL
Certificates

GOOD

09-17-2016 09-17-2016  mb.japannetbank.co.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

05-22-2016 09-17-2016  23.4.137.86:443 SSL
Configurations

GOOD

01-12-2016 09-17-2016  23.4.136.87:443 SSL
Configurations

GOOD

09-08-2016 09-17-2016  23.4.141.143:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 09-17-2016  23.4.138.236:443 SSL
Configurations

GOOD

01-09-2016 09-17-2016  23.4.137.236:443 SSL
Configurations

GOOD

09-17-2016 09-17-2016  23.4.143.14:443 SSL
Configurations

GOOD

01-12-2016 09-17-2016  23.4.139.172:443 SSL
Configurations

GOOD

05-22-2016 09-17-2016  23.4.132.95:443 SSL
Configurations

GOOD

05-22-2016 09-17-2016  23.4.141.78:443 SSL
Configurations

WARN Certificate	with
non-standard	root

03-03-2016 09-17-2016  23.4.139.12:443 SSL
Configurations

GOOD

05-22-2016 09-17-2016  23.4.142.55:443 SSL
Configurations

GOOD

09-17-2016 09-17-2016  23.4.141.128:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-08-2016 09-17-2016  23.4.141.143:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-08-2016 09-17-2016  45.116.216.136:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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04-23-2015 09-17-2016  23.4.129.215:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-03-2016 09-16-2016  wwwpat.enablingfarmers.com SSL
Certificates

GOOD

04-17-2016 09-16-2016  23.4.130.209:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-03-2016 09-16-2016  uat.preciousmetals.cibc.com SSL
Certificates

GOOD

07-18-2016 09-16-2016  23.4.142.76:443 SSL
Configurations

GOOD

01-03-2016 09-16-2016  23.4.138.140:443 SSL
Configurations

GOOD

01-27-2016 09-16-2016  23.4.141.91:443 SSL
Configurations

GOOD

03-24-2016 09-16-2016  23.4.142.27:443 SSL
Configurations

GOOD

04-17-2016 09-16-2016  23.4.130.209:443 SSL
Configurations

WARN Certificate	with
non-standard	root

08-03-2016 09-16-2016  23.4.143.152:443 SSL
Configurations

GOOD

05-26-2015 09-16-2016  23.4.142.113:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-19-2016 09-15-2016  23.4.129.127:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

09-15-2016 09-15-2016  www.aviationcomplaints.gov.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	41

07-04-2016 09-15-2016  rso.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-11-2016 09-15-2016  23.4.142.58:443 SSL
Configurations

GOOD

07-24-2016 09-15-2016  23.4.135.117:443 SSL
Configurations

WARN Certificate	with
non-standard	root

05-16-2016 09-15-2016  23.4.132.100:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-16-2016 09-15-2016  23.4.136.70:443 SSL
Configurations

GOOD

08-04-2016 09-15-2016  23.4.142.13:443 SSL
Configurations

GOOD

01-25-2016 09-15-2016  23.4.134.45:443 SSL
Configurations

GOOD

05-29-2016 09-15-2016  23.4.135.187:443 SSL
Configurations

GOOD

01-25-2016 09-15-2016  23.4.134.171:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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03-12-2016 09-15-2016  23.4.129.108:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-14-2016 09-14-2016  connect2-qalv.mheducation.com SSL
Certificates

GOOD

08-04-2016 09-14-2016  23.4.139.23:443 SSL
Configurations

GOOD

05-24-2016 09-14-2016  24.6.128.87:7547 Open	Ports NEUTRAL Detected	service:
HTTP

04-08-2015 09-14-2016  23.4.138.94:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 09-13-2016  nend.net SSL
Certificates

GOOD

04-08-2016 09-13-2016  www.rabobank.com.au SSL
Certificates

GOOD

09-13-2016 09-13-2016  uat2012-viewfinder.steroyalbank.com SSL
Certificates

GOOD

07-17-2016 09-13-2016  23.4.134.61:443 SSL
Configurations

GOOD

01-11-2016 09-13-2016  23.4.134.137:443 SSL
Configurations

GOOD

09-08-2016 09-13-2016  23.4.143.7:443 SSL
Configurations

GOOD

04-13-2016 09-13-2016  23.4.140.111:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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02-02-2016 09-13-2016  23.4.138.175:443 SSL
Configurations

GOOD

01-06-2016 09-13-2016  23.4.136.150:443 SSL
Configurations

GOOD

09-04-2016 09-12-2016  credit-card-payment-info-v1submarino.b2w.io SSL
Certificates

GOOD Large	number	of
DNS	Names:	91

01-25-2016 09-12-2016  23.4.143.95:443 SSL
Configurations

GOOD

01-14-2016 09-12-2016  23.4.140.139:443 SSL
Configurations

GOOD

01-21-2016 09-12-2016  23.4.142.127:443 SSL
Configurations

GOOD

08-21-2016 09-11-2016  book.api.ean.com SSL
Certificates

GOOD

06-29-2016 09-11-2016  www2-com.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-07-2016 09-11-2016  23.4.137.249:443 SSL
Configurations

GOOD

01-03-2016 09-11-2016  23.4.138.42:443 SSL
Configurations

GOOD

01-02-2016 09-11-2016  23.4.139.11:443 SSL
Configurations

GOOD

08-27-2016 09-10-2016  media.minorleaguebaseball.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-09-2016 09-10-2016  23.4.139.217:443 SSL
Configurations

GOOD

01-07-2016 09-10-2016  23.4.131.166:443 SSL
Configurations

GOOD

01-02-2016 09-10-2016  23.4.136.38:443 SSL
Configurations

GOOD

01-07-2016 09-10-2016  23.4.131.124:443 SSL
Configurations

GOOD

01-07-2016 09-10-2016  23.4.137.79:443 SSL
Configurations

GOOD

05-31-2016 09-09-2016  lmtv.lmwindpower.com SSL
Certificates

GOOD

01-12-2016 09-09-2016  23.4.137.189:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

06-11-2016 09-09-2016  24.6.128.75:8181 Open	Ports GOOD Detected	service:
HTTPS

06-11-2016 09-09-2016  24.6.128.75:8181 SSL
Configurations

GOOD

04-02-2015 09-09-2016  23.4.137.189:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-02-2016 09-08-2016  cmcmarkets.com SSL
Certificates

GOOD

08-14-2016 09-08-2016  toolsoui.hana.ondemand.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

European	Office

 abcd

Corporate	WiFi

 Malware	Lab
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01-07-2016 09-08-2016  23.4.138.41:443 SSL
Configurations

GOOD

01-04-2016 09-08-2016  23.4.143.73:443 SSL
Configurations

GOOD

02-03-2016 09-08-2016  23.4.131.28:443 SSL
Configurations

GOOD

07-24-2016 09-07-2016  int1-appeal.mahealthconnector.optum.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	39

01-06-2016 09-07-2016  secureacceptance.cybersource.com SSL
Certificates

GOOD

02-20-2016 09-07-2016  23.4.136.110:443 SSL
Configurations

GOOD

01-06-2016 09-07-2016  23.4.137.150:443 SSL
Configurations

GOOD

05-25-2016 09-07-2016  23.4.128.221:443 SSL
Configurations

GOOD

02-03-2016 09-06-2016  ids.isinet.com SSL
Certificates

GOOD

01-07-2016 09-06-2016  distributor.scoutstuff.org SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-11-2016 09-06-2016  23.4.137.184:443 SSL
Configurations

GOOD

07-24-2016 09-06-2016  23.4.143.107:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-01-2016 09-05-2016  23.4.135.157:443 SSL
Certificates

GOOD

07-29-2016 09-05-2016  go.schneider-electric.com SSL
Certificates

GOOD

01-18-2016 09-05-2016  23.4.138.105:443 SSL
Configurations

GOOD

01-12-2016 09-05-2016  23.4.139.105:443 SSL
Configurations

GOOD

01-08-2016 09-05-2016  23.4.141.235:443 SSL
Configurations

GOOD

01-04-2016 09-05-2016  23.4.141.153:443 SSL
Configurations

GOOD

10-25-2015 09-05-2016  45.116.218.133:443 Patching
Cadence

– CVE-2015-4000
(Logjam)

08-25-2016 09-04-2016  blog.myheartlandbank.com SSL
Certificates

GOOD

03-27-2016 09-04-2016  www.content.orientaltrading.com SSL
Certificates

GOOD

09-03-2016 09-04-2016  23.4.128.44:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-07-2016 09-04-2016  infoatwork.standardchartered.com SSL
Certificates

GOOD

06-26-2016 09-04-2016  cie-sdp.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-06-2016 09-04-2016  www-stg.supplierriskmanager.com SSL
Certificates

GOOD

05-29-2016 09-04-2016  45.116.216.126:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office
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01-08-2016 09-04-2016  23.4.136.73:443 SSL
Configurations

GOOD

01-17-2016 09-04-2016  23.4.143.93:443 SSL
Configurations

GOOD

09-03-2016 09-04-2016  23.4.128.44:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

09-03-2016 09-03-2016  23.4.139.185:443 SSL
Certificates

GOOD

01-04-2016 09-03-2016  23.4.139.185:443 SSL
Configurations

GOOD

08-19-2016 09-03-2016  23.4.138.76:443 SSL
Configurations

GOOD

06-05-2016 09-03-2016  24.6.128.40:7547 Open	Ports NEUTRAL Detected	service:
HTTP

07-04-2016 09-02-2016  signup.mobile.devstage5.weightwatchers.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	40

08-07-2016 09-02-2016  secure-bananarepublicfactory.gapfactory.com SSL
Certificates

GOOD

06-29-2016 09-02-2016  cdn32-stage.sptndigital.com SSL
Certificates

GOOD

01-16-2016 09-02-2016  t.nomura.co.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

07-28-2016 09-02-2016  23.4.138.27:443 SSL
Configurations

GOOD

02-28-2016 09-02-2016  23.4.134.54:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 803

04-04-2015 09-02-2016  23.4.131.66:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-12-2016 09-01-2016  ask.fm SSL
Certificates

GOOD

04-08-2016 09-01-2016  23.4.135.141:443 SSL
Certificates

GOOD

01-03-2016 09-01-2016  23.4.137.201:443 SSL
Configurations

GOOD

01-03-2016 09-01-2016  23.4.137.214:443 SSL
Configurations

GOOD

07-09-2016 09-01-2016  45.116.216.138:443 Open	Ports GOOD Detected	service:
HTTPS

07-09-2016 09-01-2016  45.116.216.138:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-09-2016 09-01-2016  45.116.216.138:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

07-09-2016 09-01-2016  45.116.216.138:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-07-2016 08-31-2016  secure-netstorage.macys.com SSL
Certificates

GOOD

07-27-2016 08-31-2016  testsecureacceptancea.cybersource.com SSL
Certificates

GOOD

01-06-2016 08-31-2016  23.4.142.204:443 SSL
Configurations

GOOD

04-05-2016 08-31-2016  45.116.217.18:443 SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

India	Office



Saperix,	Inc.
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05-01-2016 08-31-2016  45.116.217.18:23 Open	Ports BAD Detected	service:
Telnet

04-05-2016 08-31-2016  45.116.217.18:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-07-2016 08-30-2016  23.4.142.109:443 SSL
Configurations

GOOD

05-07-2016 08-29-2016  ntnxdev.com SSL
Certificates

GOOD

06-09-2016 08-29-2016  downloada.industrysoftware.automation.siemens.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

07-17-2016 08-29-2016  admin.vauxhall.co.uk SSL
Certificates

GOOD

01-14-2016 08-29-2016  23.4.129.105:443 SSL
Configurations

GOOD

01-12-2016 08-29-2016  23.4.134.105:443 SSL
Configurations

GOOD

08-29-2016 08-29-2016  45.116.217.119:443 Open	Ports GOOD Detected	service:
HTTPS

08-29-2016 08-29-2016  45.116.217.119:443 SSL
Configurations

WARN Diffie-Hellman
prime	is	less	than
2048	bits

07-15-2016 08-28-2016  www.test.scoe-sil.net SSL
Certificates

GOOD

05-29-2016 08-28-2016  aperek.com SSL
Certificates

GOOD

08-21-2016 08-28-2016  cpt.connecttocare.whirlpool.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	37

05-08-2016 08-28-2016  www.oceanschedules.com SSL
Certificates

GOOD

04-19-2016 08-28-2016  cdn.flv.kataweb.it SSL
Certificates

GOOD

01-03-2016 08-28-2016  23.4.139.142:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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08-09-2016 08-28-2016  23.4.136.47:443 SSL
Configurations

GOOD

07-30-2016 08-28-2016  23.4.137.73:443 SSL
Configurations

GOOD

04-03-2015 08-28-2016  23.4.132.185:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-18-2016 08-27-2016  images.livrariasaraiva.com.br SSL
Certificates

GOOD

07-25-2016 08-27-2016  applifier.com SSL
Certificates

GOOD

01-02-2016 08-27-2016  23.4.132.201:443 SSL
Configurations

GOOD

08-27-2016 08-27-2016  dreams.shell.com.cn SSL
Certificates

GOOD

08-27-2016 08-27-2016  45.116.216.202:443 SSL
Certificates

WARN Self-signed
certificate

01-03-2016 08-26-2016  access.redhat.com SSL
Certificates

GOOD

06-03-2016 08-26-2016  23.4.133.147:443 SSL
Configurations

WARN Certificate	with
non-standard	root

07-26-2016 08-26-2016  45.116.217.98:500 Open	Ports GOOD Detected	service:
ISAKMP

08-16-2016 08-26-2016  45.116.216.202:500 Open	Ports GOOD Detected	service:
ISAKMP

08-22-2016 08-25-2016  analytics.map.pvoc-anaina.com SSL
Certificates

GOOD

08-24-2016 08-24-2016  uat.smartview-streaming.equinix.com SSL
Certificates

GOOD

08-01-2016 08-24-2016  45.116.216.202:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office
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01-02-2016 08-24-2016  23.4.128.138:443 SSL
Configurations

GOOD

01-15-2016 08-24-2016  23.4.139.63:443 SSL
Configurations

GOOD

01-03-2016 08-24-2016  23.4.143.104:443 SSL
Configurations

GOOD

03-25-2016 08-24-2016  23.4.137.196:443 SSL
Configurations

WARN Certificate	with
non-standard	root

06-19-2016 08-23-2016  23.4.133.49:443 SSL
Certificates

GOOD

08-09-2016 08-23-2016  23.4.135.194:443 SSL
Certificates

GOOD

07-25-2016 08-23-2016  45.116.216.202:22 Open	Ports GOOD Detected	service:
SSH	(Cisco-1.25)

01-03-2016 08-22-2016  23.4.139.26:443 SSL
Configurations

GOOD

08-07-2016 08-22-2016  23.4.129.73:443 SSL
Configurations

GOOD

07-25-2016 08-21-2016  23.4.137.123:443 SSL
Certificates

GOOD

08-07-2016 08-21-2016  www.harley-davidson.com SSL
Certificates

GOOD

01-06-2016 08-21-2016  secureassets.myntassets.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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08-21-2016 08-21-2016  172.243.149.130:5060 Open	Ports NEUTRAL Detected	service:
SIP

01-09-2016 08-21-2016  23.4.137.123:443 SSL
Configurations

GOOD

07-10-2016 08-20-2016  int.secure.contact.ihg.com SSL
Certificates

GOOD

08-04-2016 08-20-2016  201.203.127.231:82 Open	Ports BAD Detected	service:
HTTP	(Open
Webcam)

08-18-2016 08-19-2016  shakeyourideapp.lodoweinspiracje.pl SSL
Certificates

GOOD Large	number	of
DNS	Names:	100

02-01-2016 08-19-2016  fidelityinstitutionaloma2.fidelity.com SSL
Certificates

GOOD

05-26-2016 08-19-2016  mediamanager-preprod.redbullmediahouse.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	90

08-19-2016 08-19-2016  183.96.97.245:10243 Open	Ports NEUTRAL Detected	service:
HTTP

03-03-2016 08-18-2016  images.ihgmerlin.com SSL
Certificates

GOOD

01-04-2016 08-17-2016  images.bernard.fr SSL
Certificates

GOOD

07-18-2016 08-17-2016  order.norton.com SSL
Certificates

GOOD

01-08-2016 08-17-2016  xlibrary.skillport.eu SSL
Certificates

GOOD

07-16-2016 08-17-2016  global.revresda.com SSL
Certificates

GOOD

07-11-2016 08-17-2016  45.116.216.129:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

05-20-2016 08-17-2016  45.116.216.129:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-12-2016 08-16-2016  cirtru.com SSL
Certificates

GOOD

08-13-2016 08-16-2016  45.116.218.125:80 Open	Ports NEUTRAL Detected	service:
HTTP

07-22-2016 08-16-2016  45.116.216.141:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

India	Office



Saperix,	Inc.
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08-10-2016 08-15-2016  mycareerdevelopmentcenter.libertymutual.com SSL
Certificates

GOOD

07-31-2016 08-15-2016  www.qa20codemacys.fds.com SSL
Certificates

GOOD

01-07-2016 08-15-2016  guide-apis.discoverhongkong.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

08-05-2016 08-15-2016  fr-mt.bpfoc.lincolncanada.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	56

08-15-2016 08-15-2016  phone-verification-stg0.mobile.walmart.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	35

01-11-2016 08-15-2016  carparts.com SSL
Certificates

GOOD

05-31-2016 08-15-2016  23.4.139.19:443 SSL
Configurations

WARN Certificate	with
non-standard	root

01-22-2016 08-15-2016  23.4.139.31:443 SSL
Configurations

GOOD

01-10-2016 08-14-2016  23.4.143.52:443 SSL
Certificates

GOOD

07-30-2016 08-14-2016  control.sqa-shared.akamai.com SSL
Certificates

GOOD

06-08-2016 08-13-2016  health-assets.cdn-apple.com SSL
Certificates

GOOD

01-26-2016 08-13-2016  enroll10-qr.visacheckout.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

07-05-2016 08-12-2016  23.4.128.59:443 SSL
Certificates

GOOD

08-12-2016 08-12-2016  www.goliathinvest.com:80 Application
Security

FAIR Missing	required
headers

05-28-2016 08-11-2016  static.tingo.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-05-2016 08-10-2016  23.4.142.124:443 SSL
Certificates

GOOD

06-10-2016 08-10-2016  media2.test.etihadairways.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	43

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
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07-11-2016 08-09-2016  45.116.216.76:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

07-11-2016 08-09-2016  45.116.216.76:443 Open	Ports GOOD Detected	service:
HTTPS

07-11-2016 08-09-2016  45.116.216.76:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

08-09-2016 08-09-2016  183.96.97.245:5357 Open	Ports NEUTRAL Detected	service:
HTTP

07-11-2016 08-09-2016  45.116.216.76:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-05-2016 08-08-2016  homeport.apl.com SSL
Certificates

GOOD

06-25-2016 08-08-2016  media.minorleaguebaseball.com SSL
Certificates

GOOD

05-20-2016 08-08-2016  www.ultimateoutdoors.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	43

08-08-2016 08-08-2016  45.116.216.141:8443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-23-2016 08-07-2016  info.stg.mizuho-fg.m-waas.jp SSL
Certificates

GOOD

07-13-2016 08-07-2016  stage-splitter-myaccount.sky.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	55

01-12-2016 08-07-2016  www.handpickedcollection.com SSL
Certificates

GOOD

07-28-2016 08-07-2016  hyundai-wia.com SSL
Certificates

GOOD

01-05-2016 08-06-2016  23.4.139.174:443 SSL
Certificates

GOOD

06-25-2016 08-06-2016  ww2.jrd.org SSL
Certificates

GOOD

07-19-2016 08-06-2016  smoke-secure.hulu.com SSL
Certificates

GOOD

05-02-2016 08-05-2016  ozimg1.flyasiana.com SSL
Certificates

GOOD

01-24-2016 08-05-2016  www.reedsqa2.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab
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06-10-2016 08-04-2016  pinterest.com SSL
Certificates

GOOD

01-18-2016 08-04-2016  23.4.129.76:443 SSL
Certificates

GOOD

06-10-2016 08-04-2016  23.4.142.41:443 SSL
Configurations

GOOD

01-04-2016 08-03-2016  tis2webpp.service.gm.com SSL
Certificates

GOOD

01-02-2016 08-03-2016  23.4.131.213:443 SSL
Certificates

GOOD

08-03-2016 08-03-2016  45.116.216.187:443 Open	Ports GOOD Detected	service:
HTTPS

08-03-2016 08-03-2016  45.116.216.187:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-02-2016 08-03-2016  appeal.mahealthconnector.optum.com SSL
Certificates

GOOD

05-25-2016 08-03-2016  45.116.217.10:8443 Open	Ports GOOD Detected	service:
HTTPS

05-25-2016 08-03-2016  45.116.217.10:8443 SSL
Configurations

GOOD

08-03-2016 08-03-2016  45.116.216.187:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-14-2016 08-02-2016  66.76.240.40:82 Open	Ports NEUTRAL Detected	service:
HTTP

05-24-2016 08-01-2016  23.4.141.130:443 SSL
Certificates

GOOD

08-01-2016 08-01-2016  45.116.217.98:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

India	Office



Saperix,	Inc.
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03-02-2016 08-01-2016  23.4.136.144:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-21-2016 07-31-2016  images.staples.dk SSL
Certificates

GOOD

07-29-2016 07-30-2016  23.4.133.56:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

07-15-2016 07-30-2016  23.4.132.21:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-14-2016 07-29-2016  23.4.143.59:443 SSL
Certificates

GOOD

01-13-2016 07-29-2016  www.kay.com SSL
Certificates

GOOD

06-22-2016 07-29-2016  www.jr-odekake.net SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

04-09-2016 07-29-2016  45.116.217.9:8080 Open	Ports NEUTRAL Detected	service:
HTTP

02-19-2016 07-29-2016  23.4.136.102:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-23-2016 07-28-2016  23.4.134.74:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-23-2016 07-28-2016  23.4.134.75:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-24-2016 07-27-2016  occipagos.pagador.pagosonline.net SSL
Certificates

GOOD Large	number	of
DNS	Names:	32

07-26-2016 07-26-2016  24.6.32.68:8181 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd



Saperix,	Inc.
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07-26-2016 07-26-2016  24.6.32.68:8181 Patching
Cadence

– CVE-2015-4000
(Logjam)

03-06-2016 07-25-2016  desktone.com SSL
Certificates

BAD Self-signed
certificate,
Insecure	signature
algorithm:	SHA1

04-11-2016 07-25-2016  45.116.217.9:443 Open	Ports GOOD Detected	service:
HTTPS

04-11-2016 07-25-2016  45.116.217.9:443 SSL
Configurations

GOOD

03-09-2016 07-25-2016  45.116.217.8:443 Open	Ports GOOD Detected	service:
HTTPS

03-09-2016 07-25-2016  45.116.217.8:443 SSL
Configurations

GOOD

05-01-2016 07-25-2016  23.4.143.6:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

03-04-2016 07-25-2016  23.4.136.190:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-04-2016 07-24-2016  justanswer.com SSL
Certificates

GOOD

04-24-2016 07-24-2016  qredirect.akamaitest.urbanoutfitters.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	26

01-05-2016 07-24-2016  www.ppmamerica.com SSL
Certificates

GOOD

01-08-2016 07-24-2016  www.content.comerica.com SSL
Certificates

GOOD

01-10-2016 07-24-2016  survey.tdcanadatrust.com SSL
Certificates

GOOD

01-31-2016 07-24-2016  23.4.133.137:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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07-04-2016 07-24-2016  23.4.134.68:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-28-2016 07-24-2016  23.4.136.106:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-13-2016 07-23-2016  info.www.mizuho-sc.com SSL
Certificates

GOOD

01-07-2016 07-23-2016  www.livecomfortably.com SSL
Certificates

GOOD

05-31-2016 07-23-2016  sit-catherines.lanebryant.com SSL
Certificates

GOOD

03-08-2016 07-23-2016  45.116.217.8:8080 Open	Ports NEUTRAL Detected	service:
HTTP

06-13-2016 07-23-2016  23.4.135.240:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-13-2016 07-23-2016  23.4.136.148:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-03-2016 07-23-2016  23.4.136.146:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-11-2015 07-23-2016  23.4.135.79:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-22-2016 07-22-2016  23.4.140.28:443 SSL
Configurations

GOOD

04-04-2015 07-22-2016  23.4.134.25:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-27-2016 07-21-2016  23.4.135.148:443 SSL
Certificates

GOOD

07-19-2016 07-21-2016  uat2012-viewfinder.steroyalbank.com SSL
Certificates

GOOD

07-20-2016 07-20-2016  de-trenitalia.interrail.eu SSL
Certificates

GOOD Large	number	of
DNS	Names:	41

02-04-2016 07-20-2016  23.4.141.172:443 SSL
Configurations

GOOD

06-29-2016 07-19-2016  www.eddiebauer.com SSL
Certificates

GOOD

01-11-2016 07-18-2016  23.4.135.223:443 SSL
Certificates

GOOD

06-27-2016 07-18-2016  45.116.217.11:8443 Open	Ports GOOD Detected	service:
HTTPS

06-27-2016 07-18-2016  45.116.217.11:8443 SSL
Configurations

GOOD

07-12-2016 07-17-2016  edge-prod.aflac.co.jp SSL
Certificates

GOOD

07-17-2016 07-17-2016  daiwaotcfx.daiwa.co.jp SSL
Certificates

GOOD

06-17-2016 07-17-2016  23.4.133.130:443 SSL
Certificates

GOOD

03-17-2016 07-17-2016  live-fop.monex.co.jp SSL
Certificates

GOOD

07-17-2016 07-17-2016  23.4.138.70:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-20-2016 07-17-2016  23.4.136.68:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-24-2016 07-16-2016  45.116.217.9:80 Open	Ports NEUTRAL Detected	service:
HTTP

06-15-2016 07-15-2016  www.westjr.co.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

07-12-2016 07-14-2016  23.4.133.224:443 SSL
Certificates

GOOD

06-28-2016 07-14-2016  23.4.138.72:443 SSL
Configurations

GOOD

06-21-2016 07-12-2016  scorecard.acf.org.au SSL
Certificates

GOOD

07-12-2016 07-12-2016  45.116.217.10:80 Open	Ports NEUTRAL Detected	service:
HTTP

03-17-2016 07-12-2016  45.116.217.9:8443 Open	Ports GOOD Detected	service:
HTTPS

03-17-2016 07-12-2016  45.116.217.9:8443 SSL
Configurations

GOOD

01-13-2016 07-11-2016  www.santander.co.uk SSL
Certificates

GOOD

03-06-2016 07-11-2016  oc-static-intl.qaprod.static-ecollege.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	30

03-07-2016 07-11-2016  45.116.217.8:80 Open	Ports NEUTRAL Detected	service:
HTTP

04-10-2015 07-11-2016  23.4.136.162:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2015 07-11-2016  23.4.143.100:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-05-2016 07-10-2016  services.kabbage.io SSL
Certificates

GOOD

07-09-2016 07-10-2016  secure.apartmentfinder.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-09-2016 07-10-2016  portfolioconnect-vnext.schwabpt.com SSL
Certificates

GOOD

09-19-2015 07-10-2016  23.4.136.13:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-05-2016 07-09-2016  23.4.143.154:443 SSL
Certificates

GOOD

05-23-2016 07-09-2016  45.116.217.10:8080 Open	Ports NEUTRAL Detected	service:
HTTP

06-25-2016 07-09-2016  23.4.142.88:443 SSL
Configurations

GOOD

07-08-2016 07-09-2016  24.6.128.108:6881 Open	Ports WARN Detected	service:
Distributed	Hash
Table

01-04-2016 07-08-2016  edadownload.software.keysight.com SSL
Certificates

GOOD

07-08-2016 07-08-2016  45.116.217.14:80 Open	Ports NEUTRAL Detected	service:
HTTP

02-24-2016 07-06-2016  45.116.219.15:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-23-2016 07-06-2016  23.4.136.25:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-15-2016 07-05-2016  api-mobile.home24.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	41

05-02-2016 07-05-2016  23.4.136.36:443 SSL
Certificates

GOOD

02-27-2016 07-05-2016  45.116.219.53:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

07-04-2016 07-04-2016  failover-www.vans.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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01-03-2016 07-04-2016  23.4.140.61:443 SSL
Configurations

GOOD

06-12-2016 07-03-2016  www.ing.nl SSL
Certificates

GOOD

07-03-2016 07-03-2016  45.116.217.11:8080 Open	Ports NEUTRAL Detected	service:
HTTP

03-06-2016 07-03-2016  23.4.136.77:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-27-2016 07-02-2016  www.collegebasketballstorepromotionalcode.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	34

07-02-2016 07-02-2016  23.4.140.10:443 SSL
Configurations

GOOD

01-08-2016 07-02-2016  23.4.129.207:443 SSL
Configurations

GOOD

06-01-2016 07-01-2016  www.keystonesavingsfoundation.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	50

07-01-2016 07-01-2016  23.4.136.24:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

07-01-2016 07-01-2016  customer.pg.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-28-2016 07-01-2016  fupload1.box.net SSL
Certificates

GOOD

01-05-2016 07-01-2016  eps.airasia.com SSL
Certificates

GOOD

01-06-2016 07-01-2016  23.4.143.129:443 SSL
Certificates

GOOD

03-06-2016 07-01-2016  45.116.217.8:8443 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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03-06-2016 07-01-2016  45.116.217.8:8443 SSL
Configurations

GOOD

07-01-2016 07-01-2016  23.4.136.24:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-10-2016 06-30-2016  23.4.142.8:443 SSL
Certificates

GOOD

06-30-2016 06-30-2016  oswiki-gil.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

02-22-2016 06-30-2016  45.116.219.19:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

11-15-2015 06-30-2016  23.4.139.115:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-20-2016 06-29-2016  23.4.137.245:443 SSL
Certificates

GOOD

06-29-2016 06-29-2016  gercek.diesre.com SSL
Certificates

GOOD

01-02-2016 06-29-2016  23.4.139.56:443 SSL
Certificates

GOOD

01-02-2016 06-29-2016  23.4.140.188:443 SSL
Configurations

GOOD

04-26-2016 06-28-2016  www.stg.circleonestatic.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	28

01-11-2016 06-28-2016  www.hotelclub.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

01-03-2016 06-28-2016  23.4.138.235:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-28-2016 06-28-2016  45.116.219.38:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-26-2016 06-28-2016  45.116.219.45:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-22-2016 06-28-2016  45.116.219.49:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-09-2016 06-27-2016  www.group.pictet SSL
Certificates

GOOD

05-18-2016 06-27-2016  www.ticketmaster.ie SSL
Certificates

GOOD

05-15-2016 06-27-2016  preview4.cdn.samsung.com SSL
Certificates

GOOD

01-13-2016 06-27-2016  23.4.129.48:443 SSL
Certificates

GOOD

02-25-2016 06-27-2016  23.4.140.152:443 SSL
Configurations

GOOD

06-27-2016 06-27-2016  45.116.217.11:443 Open	Ports GOOD Detected	service:
HTTPS

06-27-2016 06-27-2016  45.116.217.11:443 SSL
Configurations

GOOD

09-19-2015 06-27-2016  23.4.138.54:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2015 06-27-2016  23.4.129.48:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-05-2016 06-26-2016  www.businesspartner.alcatel-lucent.com SSL
Certificates

GOOD

05-14-2016 06-26-2016  23.4.143.109:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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02-04-2016 06-26-2016  smpdla.sap.com SSL
Certificates

GOOD

06-19-2016 06-26-2016  www.taxacademy.sg SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

04-15-2016 06-26-2016  23.4.130.205:443 SSL
Configurations

GOOD

04-04-2015 06-26-2016  23.4.139.203:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-15-2016 06-25-2016  d3api.foxsports.nl SSL
Certificates

GOOD

05-25-2016 06-25-2016  static.ae.groupon-content.net SSL
Certificates

GOOD Large	number	of
DNS	Names:	36

06-06-2016 06-25-2016  www.recenseamento.mai.gov.pt SSL
Certificates

GOOD

06-25-2016 06-25-2016  appliquer.choicerewards.ca SSL
Certificates

GOOD

05-20-2016 06-24-2016  media.dyson.com SSL
Certificates

GOOD

01-07-2016 06-24-2016  websmp205.sap-ag.de SSL
Certificates

GOOD

01-12-2016 06-24-2016  23.4.132.57:443 SSL
Configurations

GOOD

06-06-2016 06-24-2016  image.emailing.santanderpb.es SSL
Certificates

GOOD

06-24-2016 06-24-2016  24.6.128.53:37777 Open	Ports WARN Detected	service:
Dahua	DVR

04-02-2015 06-24-2016  23.4.137.56:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-31-2016 06-23-2016  45.116.218.245:5432 Open	Ports WARN Detected	service:
PostgreSQL

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

India	Office
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01-05-2016 06-23-2016  23.4.140.171:443 SSL
Configurations

GOOD

06-23-2016 06-23-2016  23.4.128.188:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-08-2016 06-23-2016  23.4.143.2:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-04-2015 06-23-2016  23.4.131.227:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-21-2016 06-22-2016  23.4.133.138:443 SSL
Configurations

GOOD

01-05-2016 06-22-2016  24.6.128.117:8080 Open	Ports NEUTRAL Detected	service:
HTTP

05-30-2016 06-22-2016  craftyourownstory.citrathailand.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	81

01-03-2016 06-22-2016  23.4.133.119:443 SSL
Configurations

GOOD

04-16-2015 06-22-2016  23.4.131.147:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2015 06-22-2016  23.4.129.142:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-21-2016 06-21-2016  23.4.129.183:443 SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-20-2016 06-21-2016  45.116.218.245:8080 Open	Ports NEUTRAL Detected	service:
HTTP

05-02-2016 06-21-2016  45.116.219.23:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-27-2016 06-21-2016  45.116.219.44:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-02-2015 06-21-2016  23.4.135.239:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-08-2016 06-19-2016  resources-facebook.homeaway.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	33

01-10-2016 06-19-2016  www.hellotrends.be SSL
Certificates

GOOD

03-15-2016 06-18-2016  45.116.219.57:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-06-2015 06-18-2016  23.4.128.195:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-08-2016 06-17-2016  innovation.majorityleader.gov SSL
Certificates

GOOD

01-02-2016 06-17-2016  ccuapi-origin.ccu.akadns.net SSL
Certificates

GOOD

02-14-2016 06-17-2016  24.6.128.45:7547 Open	Ports NEUTRAL Detected	service:
HTTP

05-04-2016 06-16-2016  ibe.lot.com SSL
Certificates

GOOD

01-09-2016 06-16-2016  freesat.stage.channel4.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-04-2016 06-16-2016  23.4.137.140:443 SSL
Configurations

GOOD

01-14-2016 06-15-2016  23.4.140.88:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-30-2016 06-15-2016  www.sapstore.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

05-04-2016 06-14-2016  global.accounts.ctrip.com SSL
Certificates

GOOD

06-02-2016 06-14-2016  23.4.136.85:443 SSL
Configurations

WARN Certificate	with
non-standard	root

03-05-2016 06-14-2016  23.4.136.96:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-09-2016 06-13-2016  careers.richemont.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

04-15-2015 06-13-2016  23.4.137.99:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-15-2016 06-12-2016  recommendations.jabong.com SSL
Certificates

GOOD

06-12-2016 06-12-2016  btcomuat.budgettruck.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	93

05-15-2016 06-12-2016  45.116.218.245:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_6.6.1)

04-05-2015 06-12-2016  23.4.132.176:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

06-11-2016 06-11-2016  stradivariusworld.stradivarius.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	32

01-19-2016 06-11-2016  www.skygo.sky.de SSL
Certificates

GOOD

05-23-2016 06-11-2016  45.116.218.245:8086 Open	Ports NEUTRAL Detected	service:
HTTP

01-27-2016 06-10-2016  seal.buysafe.com SSL
Certificates

GOOD

01-31-2016 06-10-2016  apps.cisco.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

02-19-2016 06-10-2016  cloudfront.ediversitynetwork.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	27

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office
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01-04-2016 06-10-2016  staging2-ingressos.aquecerio.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	85

01-04-2016 06-10-2016  content-satellite.rhn.redhat.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-18-2016 06-10-2016  hs-sites.com SSL
Certificates

GOOD

01-04-2016 06-10-2016  23.4.132.84:443 SSL
Configurations

WARN Certificate	with
non-standard	root

06-05-2016 06-09-2016  oraclemanagedcloud-01-stage.oracle.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-06-2016 06-09-2016  secure-ds.serving-sys.com SSL
Certificates

GOOD

05-06-2016 06-09-2016  23.4.139.123:443 SSL
Certificates

GOOD

02-12-2016 06-09-2016  www.redbus.in SSL
Certificates

GOOD

01-02-2016 06-09-2016  23.4.141.141:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-27-2016 06-09-2016  23.4.140.234:443 SSL
Configurations

GOOD

05-28-2016 06-09-2016  45.116.216.130:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

01-16-2016 06-09-2016  23.4.128.236:443 SSL
Configurations

GOOD

05-08-2016 06-08-2016  listen-qa.staging-data.foxsports.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	59

03-01-2016 06-08-2016  45.116.219.29:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office



Saperix,	Inc.
BitSight	Security	Ratings 825

02-24-2016 06-08-2016  45.116.219.27:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-24-2016 06-08-2016  45.116.219.42:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-12-2015 06-08-2016  23.4.136.185:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-10-2015 06-08-2016  23.4.142.247:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2015 06-08-2016  23.4.139.234:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-27-2016 06-07-2016  45.116.219.59:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-04-2015 06-07-2016  23.4.128.118:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-12-2016 06-06-2016  edit.staging-dhs.disasterassistance.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	93

01-18-2016 06-06-2016  23.4.130.40:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-03-2016 06-06-2016  cache.dominos.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-03-2016 06-06-2016  dealer.bmw-int4d.co.uk SSL
Certificates

GOOD Large	number	of
DNS	Names:	84

01-10-2016 06-06-2016  ticketing.ticketmaster.com.au SSL
Certificates

GOOD

02-02-2016 06-06-2016  qvc.jp SSL
Certificates

GOOD

06-06-2016 06-06-2016  45.116.217.26:500 Open	Ports GOOD Detected	service:
ISAKMP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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10-09-2015 06-06-2016  23.4.130.40:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-01-2015 06-06-2016  23.4.142.246:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-26-2016 06-05-2016  static.siliconexpert.com SSL
Certificates

GOOD

02-15-2016 06-05-2016  h30042.www3.hp.com SSL
Certificates

GOOD

05-29-2016 06-05-2016  aka-cdn.adtechus.com SSL
Certificates

GOOD

08-31-2015 06-05-2016  23.4.142.145:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-07-2016 06-04-2016  book.qantasgrouptravel.com SSL
Certificates

GOOD

01-24-2016 06-04-2016  23.4.129.121:443 SSL
Certificates

GOOD

09-26-2015 06-04-2016  23.4.129.110:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-03-2016 06-03-2016  23.4.137.61:443 SSL
Certificates

GOOD

06-03-2016 06-03-2016  booking2.airasia.com SSL
Certificates

GOOD

05-31-2016 06-03-2016  23.4.130.103:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-12-2016 06-03-2016  activeupdate.trendmicro.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-12-2016 06-03-2016  testissuer1.digitalcardservice.com SSL
Certificates

GOOD

05-17-2016 06-03-2016  www.aggregatespend.sanofipasteur.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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06-03-2016 06-03-2016  45.116.218.245:8090 Open	Ports NEUTRAL Detected	service:
HTTP

04-02-2016 06-03-2016  23.4.129.43:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-03-2015 06-03-2016  23.4.139.120:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-06-2016 06-02-2016  agpmis.com SSL
Certificates

GOOD

01-28-2016 06-02-2016  ofx.tdbank.com SSL
Certificates

GOOD

01-02-2016 06-02-2016  secure.homedecorators.com SSL
Certificates

GOOD

01-06-2016 06-02-2016  23.4.140.223:443 SSL
Configurations

GOOD

05-30-2016 06-02-2016  45.116.217.31:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

04-04-2015 06-02-2016  23.4.129.236:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-21-2016 06-01-2016  s1.popmoney.com SSL
Certificates

GOOD

01-16-2016 06-01-2016  img.directtrack.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-11-2016 06-01-2016  thumbnail.image.rakuten.co.jp SSL
Certificates

GOOD

01-10-2016 06-01-2016  23.4.135.101:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-12-2016 06-01-2016  cnuatext.myraffleshotels.com SSL
Certificates

GOOD

05-24-2016 06-01-2016  45.116.218.244:10000 Open	Ports GOOD Detected	service:
HTTPS

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office
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05-24-2016 06-01-2016  45.116.218.244:10000 SSL
Certificates

WARN Self-signed
certificate

01-06-2016 06-01-2016  23.4.140.233:443 SSL
Configurations

GOOD

01-12-2016 06-01-2016  23.4.140.231:443 SSL
Configurations

GOOD

02-28-2016 06-01-2016  45.116.219.34:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-11-2016 05-31-2016  appliquer.pat.choicerewards.ca SSL
Certificates

GOOD

04-04-2016 05-31-2016  23.4.143.127:443 SSL
Certificates

GOOD

01-21-2016 05-31-2016  secure.ilearn.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-06-2016 05-31-2016  24.6.0.9:7547 Open	Ports NEUTRAL Detected	service:
HTTP

05-13-2016 05-31-2016  45.116.217.24:500 Open	Ports GOOD Detected	service:
ISAKMP

03-27-2016 05-30-2016  basket.step.rakuten.co.jp SSL
Certificates

GOOD

05-13-2016 05-30-2016  45.116.217.26:4500 Open	Ports GOOD Detected	service:
ISAKMP	NAT-T

04-01-2015 05-30-2016  23.4.143.150:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-05-2016 05-29-2016  www.ieee.org SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Euro	Datacenter

European	Office

GuestWiFi2

India	Office

 abcd

India	Office

India	Office

Corporate	WiFi

 Malware	Lab
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01-12-2016 05-29-2016  slotmatching24.salesforce.com SSL
Certificates

GOOD

05-17-2016 05-29-2016  selectionmanager.usastaffing.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	43

05-21-2016 05-28-2016  www.staticontent.com SSL
Certificates

GOOD

02-22-2016 05-28-2016  securebusinesssit3-bb.test.lloydstsb.co.uk SSL
Certificates

GOOD

05-18-2016 05-28-2016  index.investopedia.com SSL
Certificates

GOOD

04-03-2015 05-28-2016  23.4.141.43:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

05-01-2016 05-27-2016  23.4.138.250:443 SSL
Certificates

GOOD

01-07-2016 05-27-2016  img1.cdn180.net SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-06-2016 05-26-2016  23.4.129.18:443 SSL
Certificates

GOOD

01-02-2016 05-26-2016  23.4.139.13:443 SSL
Configurations

GOOD

05-19-2016 05-26-2016  45.116.217.31:500 Open	Ports GOOD Detected	service:
ISAKMP

01-03-2016 05-25-2016  www.northerninstitutionalfunds.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	69

05-25-2016 05-25-2016  23.4.131.60:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

05-25-2016 05-25-2016  45.116.218.245:3000 Open	Ports NEUTRAL Detected	service:
HTTP

01-09-2016 05-24-2016  m.tokyo2020.jp SSL
Certificates

GOOD

04-20-2016 05-24-2016  www.apple.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office
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05-24-2016 05-24-2016  45.116.218.244:8888 Open	Ports NEUTRAL Detected	service:
HTTP

04-06-2016 05-24-2016  45.116.216.252:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	1024	bits,
Insecure	signature
algorithm:	SHA1

05-24-2016 05-24-2016  45.116.218.148:8443 Patching
Cadence

– CVE-2015-4000
(Logjam)

02-22-2016 05-24-2016  45.116.219.30:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-16-2015 05-24-2016  23.4.130.55:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-04-2016 05-23-2016  23.4.142.155:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-10-2016 05-22-2016  etrain-online.rbcdexia-is.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	26

04-23-2016 05-22-2016  www.helmutschmidtjournalistenpreis.de SSL
Certificates

GOOD

05-22-2016 05-22-2016  support.woolworthsrewards.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	78

09-30-2015 05-22-2016  23.4.129.42:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-26-2016 05-21-2016  lrt2.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

03-20-2016 05-21-2016  radio-activity.itunes.apple.com SSL
Certificates

GOOD

05-06-2016 05-21-2016  www.cia.gov SSL
Certificates

GOOD

04-05-2015 05-21-2016  23.4.132.111:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-03-2015 05-21-2016  23.4.130.126:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

01-10-2016 05-20-2016  23.4.143.223:443 SSL
Certificates

GOOD

03-02-2016 05-20-2016  www.chatrwireless.com SSL
Certificates

GOOD

05-20-2016 05-20-2016  45.116.216.129:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

01-03-2016 05-19-2016  www.napaonline.com SSL
Certificates

GOOD

05-18-2016 05-19-2016  www.newmulsanne.bentleymotorsevents.com SSL
Certificates

GOOD

04-24-2016 05-19-2016  23.4.131.155:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

05-17-2016 05-19-2016  45.116.216.29:22 Open	Ports GOOD Detected	service:
SSH	(Cisco-1.25)

04-25-2015 05-19-2016  23.4.130.67:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-14-2016 05-18-2016  www.cingular.com SSL
Certificates

GOOD

01-24-2016 05-18-2016  www.accesenligne.ca SSL
Certificates

GOOD

01-06-2016 05-18-2016  content.veryexclusive.co.uk SSL
Certificates

GOOD

01-14-2016 05-18-2016  23.4.131.161:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

02-02-2016 05-18-2016  pi-personal-insurance-assessment.libertymutual.com SSL
Certificates

GOOD

01-05-2016 05-17-2016  content-xmlrpc.rhn.redhat.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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05-17-2016 05-17-2016  45.116.218.244:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_5.3)

05-16-2016 05-17-2016  45.116.216.28:22 Open	Ports GOOD Detected	service:
SSH	(Cisco-1.25)

05-17-2016 05-17-2016  45.116.216.29:23 Open	Ports BAD Detected	service:
Telnet

01-04-2016 05-16-2016  m-qa3.fieldandstreamshop.com SSL
Certificates

GOOD

05-16-2016 05-16-2016  openpaymentsdata.test.cms.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	59

05-16-2016 05-16-2016  cdn.oreillystatic.com SSL
Certificates

GOOD

01-28-2016 05-16-2016  control.reserved.akamai.com SSL
Certificates

GOOD

04-20-2016 05-16-2016  nexus-my.gscm.globaldenso.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	42

01-23-2016 05-16-2016  23.4.140.12:443 SSL
Configurations

GOOD

05-16-2016 05-16-2016  45.116.216.28:23 Open	Ports BAD Detected	service:
Telnet

05-16-2016 05-16-2016  45.116.218.244:8080 Open	Ports NEUTRAL Detected	service:
HTTP

11-22-2015 05-16-2016  23.4.136.213:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

05-15-2016 05-15-2016  45.116.216.68:22 Open	Ports GOOD Detected	service:
SSH
(OpenSSH_4.3)

09-17-2015 05-15-2016  23.4.129.9:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2015 05-15-2016  23.4.139.72:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

India	Office

India	Office

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-05-2016 05-14-2016  secure.vitaminimages.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

05-14-2016 05-14-2016  45.116.216.126:443 SSL
Certificates

BAD Self-signed
certificate,	RSA
public	key	is	less
than	2048	bits,
Insecure	signature
algorithm:	SHA1

04-19-2016 05-13-2016  23.4.131.159:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-02-2016 05-13-2016  www.akamaipartnertraining-americas.com SSL
Certificates

GOOD

01-05-2016 05-13-2016  ak-secure.qa.hotwirestatic.com SSL
Certificates

GOOD

01-31-2016 05-13-2016  23.4.129.73:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-04-2016 05-12-2016  www.uscutter.com SSL
Certificates

GOOD

05-12-2016 05-12-2016  45.116.218.244:5432 Open	Ports WARN Detected	service:
PostgreSQL

09-17-2015 05-12-2016  23.4.129.30:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-10-2016 05-11-2016  23.4.140.23:443 SSL
Configurations

GOOD

03-03-2016 05-10-2016  www.ca-research-ua.bmocapitalmarkets.com SSL
Certificates

GOOD

04-07-2015 05-10-2016  23.4.143.183:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-16-2016 05-09-2016  dspcdn.com SSL
Certificates

GOOD

04-16-2016 05-09-2016  23.4.132.60:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

India	Office

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab



Saperix,	Inc.
BitSight	Security	Ratings 834

01-03-2016 05-08-2016  23.4.129.175:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-08-2016 05-08-2016  23.4.130.238:443 Open	Ports GOOD Detected	service:
HTTPS

01-08-2016 05-08-2016  23.4.130.238:443 SSL
Configurations

GOOD

01-11-2016 05-07-2016  23.4.131.57:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-11-2016 05-07-2016  wcmproxycpo.tdcanadatrust.com SSL
Certificates

GOOD

05-07-2016 05-07-2016  suporte-assist.whitelabel.com.br SSL
Certificates

GOOD Large	number	of
DNS	Names:	59

01-08-2016 05-06-2016  booking.qatarairways.com SSL
Certificates

GOOD

04-01-2015 05-06-2016  23.4.138.184:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2016 05-05-2016  www.boulderrunningcompany.com SSL
Certificates

GOOD

04-03-2015 05-03-2016  23.4.130.99:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-14-2016 05-02-2016  23.4.138.68:443 SSL
Certificates

GOOD

01-03-2016 05-01-2016  23.4.135.34:443 SSL
Certificates

GOOD

01-03-2016 05-01-2016  wqacdn.jtnet.ad.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-27-2016 05-01-2016  23.4.131.178:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-25-2016 04-30-2016  www.acf.org.au SSL
Certificates

GOOD

01-05-2016 04-30-2016  samsungmobile.accu-weather.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-05-2016 04-30-2016  www.tdsquotesource.com SSL
Certificates

GOOD

01-03-2016 04-29-2016  23.4.140.203:443 SSL
Configurations

GOOD

01-06-2016 04-25-2016  secure.netflix.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-05-2016 04-25-2016  23.4.141.109:443 SSL
Certificates

GOOD

12-19-2015 04-25-2016  23.4.137.232:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-06-2016 04-23-2016  23.4.140.140:443 SSL
Configurations

GOOD

01-07-2016 04-21-2016  a2.p.agentrics.com SSL
Certificates

GOOD

04-20-2016 04-20-2016  prodrp-productservices-01.walmartstores.com SSL
Certificates

GOOD

03-04-2016 04-20-2016  dev.resourcesssl.newscdn.com.au SSL
Certificates

GOOD Large	number	of
DNS	Names:	47

01-10-2016 04-19-2016  images.lids.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-03-2016 04-19-2016  ncds.netflix.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

04-01-2016 04-19-2016  secure2.iows.ctef2.ikeadt.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	30

12-31-2015 04-19-2016  23.4.134.12:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-10-2016 04-18-2016  www.it.maccosmetics.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	55

01-02-2016 04-17-2016  www.partsdirectstore-content.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	48

01-02-2016 04-17-2016  acc-mijnczzakelijk.cz.nl SSL
Certificates

GOOD

04-13-2016 04-17-2016  akamai.mmg.opel2.pprod.e-gm.net SSL
Certificates

GOOD Large	number	of
DNS	Names:	97

04-12-2016 04-16-2016  stageezbook.princess.com SSL
Certificates

GOOD

01-06-2016 04-15-2016  ej-crl2.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-06-2016 04-15-2016  trendmicro.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-02-2016 04-15-2016  23.4.140.254:443 SSL
Configurations

GOOD

01-16-2016 04-14-2016  www.corninggorillaglass.com SSL
Certificates

GOOD

01-04-2016 04-14-2016  wave1ultimateresetuat.teambeachbody.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1,
Large	number	of
DNS	Names:	46

01-09-2016 04-13-2016  stagingpc.mercatustechnologies.com SSL
Certificates

GOOD

01-06-2016 04-13-2016  www.visabusinessschoolonline.com SSL
Certificates

GOOD

01-13-2016 04-13-2016  www.kreditkarte.ing-diba.de SSL
Certificates

GOOD

04-13-2016 04-13-2016  configurator.realtimeready.roche.com SSL
Certificates

GOOD

01-03-2016 04-12-2016  mstage.webqaa.belkinc.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	28

04-09-2016 04-12-2016  23.4.128.194:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-09-2016 04-11-2016  icrc.trendmicro.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-04-2016 04-10-2016  23.4.138.112:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-03-2016 04-10-2016  23.4.131.169:443 SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

10-28-2015 04-09-2016  23.4.128.244:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-18-2015 04-07-2016  23.4.136.86:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-04-2016 04-06-2016  sgs2.prod.scdn.dl.playstation.net SSL
Certificates

GOOD

01-23-2016 04-06-2016  23.4.140.126:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv3

01-22-2016 04-06-2016  23.4.140.235:443 SSL
Configurations

GOOD

04-06-2016 04-06-2016  23.4.135.86:500 Open	Ports GOOD Detected	service:
ISAKMP

01-14-2016 04-06-2016  23.4.139.216:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-07-2015 04-06-2016  23.4.140.126:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-05-2016 04-05-2016  23.4.140.219:443 SSL
Configurations

GOOD

04-05-2016 04-05-2016  23.4.140.79:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-05-2016 04-05-2016  23.4.140.28:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

01-27-2016 04-04-2016  upload.my.af.mil SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

04-04-2016 04-04-2016  gtmuat.tradebeam.com SSL
Certificates

GOOD

04-04-2016 04-04-2016  23.4.140.29:443 SSL
Configurations

GOOD

04-02-2016 04-04-2016  23.4.140.167:443 SSL
Configurations

GOOD

04-04-2016 04-04-2016  23.4.140.170:443 SSL
Configurations

GOOD

04-04-2016 04-04-2016  23.4.140.237:443 SSL
Configurations

GOOD

01-13-2016 04-03-2016  groceryservices.qa.walmart.com SSL
Certificates

GOOD

02-08-2016 04-03-2016  dev.cpo.lexus.jp SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-05-2016 04-03-2016  23.4.140.103:443 SSL
Configurations

GOOD

04-03-2016 04-03-2016  23.4.140.87:443 SSL
Configurations

GOOD

04-03-2016 04-03-2016  23.4.140.74:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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04-03-2016 04-03-2016  23.4.140.211:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-19-2016 04-02-2016  23.4.143.133:443 SSL
Certificates

GOOD

01-03-2016 04-02-2016  staticna1.lacoste.com SSL
Certificates

GOOD

03-31-2016 04-02-2016  23.4.140.124:443 SSL
Configurations

GOOD

02-11-2016 04-02-2016  23.4.131.180:443 SSL
Configurations

WARN Missing
intermediate
certificates	or	root
anchor

04-01-2016 04-01-2016  int.secure.holidayinn.de SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

04-01-2015 04-01-2016  23.4.136.145:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-31-2016 03-31-2016  media-channel-beta.nationalgeographic.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	33

03-31-2016 03-31-2016  23.4.140.110:443 SSL
Configurations

GOOD

03-31-2016 03-31-2016  23.4.140.184:443 SSL
Configurations

GOOD

03-31-2016 03-31-2016  23.4.140.15:443 SSL
Configurations

GOOD

03-31-2016 03-31-2016  23.4.140.138:443 SSL
Configurations

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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03-31-2016 03-31-2016  23.4.140.120:443 SSL
Configurations

GOOD

03-30-2016 03-30-2016  23.4.140.121:443 SSL
Configurations

GOOD

01-14-2016 03-29-2016  www.stateoftheinternet.com SSL
Certificates

GOOD

01-29-2016 03-29-2016  23.4.139.86:443 SSL
Certificates

GOOD

01-04-2016 03-29-2016  23.4.135.110:443 SSL
Certificates

GOOD

03-26-2016 03-26-2016  accu-chek-best-practice.roche.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	50

01-06-2016 03-26-2016  23.4.141.119:443 SSL
Certificates

GOOD

01-13-2016 03-26-2016  www.stayexempt.irs.gov SSL
Certificates

GOOD

03-26-2016 03-26-2016  115.31.175.156:23 Open	Ports BAD Detected	service:
Telnet

01-06-2016 03-26-2016  23.4.140.11:443 SSL
Configurations

GOOD

04-07-2015 03-26-2016  23.4.139.99:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-08-2016 03-25-2016  widm.elastique.nl SSL
Certificates

GOOD

02-16-2016 03-25-2016  stickershop.line-scdn.net SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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09-21-2015 03-25-2016  23.4.141.234:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

04-06-2015 03-25-2016  23.4.131.20:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-24-2016 03-24-2016  loadtest.dysonairblade.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	29

01-08-2016 03-23-2016  23.4.135.38:443 SSL
Certificates

GOOD

04-02-2015 03-23-2016  23.4.143.203:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-13-2016 03-21-2016  battlegrounds.ru.leagueoflegends.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	79

10-02-2015 03-21-2016  23.4.138.234:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

01-03-2016 03-20-2016  splitter-myaccount.sky.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1,
Large	number	of
DNS	Names:	30

01-19-2016 03-20-2016  24.6.128.56:7547 Open	Ports NEUTRAL Detected	service:
HTTP

12-05-2015 03-20-2016  23.4.139.33:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

10-20-2015 03-20-2016  23.4.128.238:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-11-2016 03-19-2016  img.delivery.net SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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01-16-2016 03-19-2016  23.4.134.205:443 SSL
Configurations

GOOD

01-07-2016 03-18-2016  swgateway.ericsson.net SSL
Certificates

GOOD

03-18-2016 03-18-2016  23.4.130.124:500 Open	Ports GOOD Detected	service:
ISAKMP

01-18-2016 03-16-2016  content.kalkiconsulting.com SSL
Certificates

GOOD

01-04-2016 03-16-2016  apps.community-uat.arm.com SSL
Certificates

GOOD

04-05-2015 03-16-2016  23.4.134.155:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-15-2016 03-15-2016  services-secure.stg.dowjones.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	81

01-08-2016 03-15-2016  23.4.134.88:443 SSL
Certificates

GOOD

01-31-2016 03-15-2016  activeupdate.trendmicro.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

02-03-2016 03-15-2016  24.6.128.26:1900 Open	Ports BAD Detected	service:
MS	SSDP/UPnP

04-01-2015 03-15-2016  23.4.129.57:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-06-2016 03-14-2016  selectionmanager.usastaffing.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	40

01-19-2016 03-14-2016  applovin.com SSL
Certificates

GOOD

03-14-2016 03-14-2016  24.6.128.82:6881 Open	Ports WARN Detected	service:
Distributed	Hash
Table

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

European	Office

 abcd
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01-14-2016 03-13-2016  www.cisco.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

01-27-2016 03-13-2016  conferenceplus.qa.trmms.net SSL
Certificates

GOOD

10-25-2015 03-13-2016  23.4.134.98:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

03-07-2016 03-12-2016  www.tripadvisor.com SSL
Certificates

GOOD

01-11-2016 03-12-2016  payaxcess212.com SSL
Certificates

GOOD

01-07-2016 03-11-2016  secure4.strawberrynet.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1

02-29-2016 03-10-2016  battlegrounds.ru.leagueoflegends.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	78

08-25-2015 03-10-2016  23.4.142.134:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

02-15-2016 03-09-2016  www.mycredithealth.com SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-05-2016 03-07-2016  selectionmanagertest.usastaffing.gov SSL
Certificates

GOOD Large	number	of
DNS	Names:	47

02-16-2016 03-07-2016  24.6.128.78:443 SSL
Certificates

BAD RSA	public	key	is
less	than	2048
bits,	Insecure
signature
algorithm:	SHA1

02-16-2016 03-07-2016  24.6.128.78:443 Open	Ports GOOD Detected	service:
HTTPS

02-16-2016 03-07-2016  24.6.128.78:443 SSL
Configurations

BAD Allows	insecure
protocol:	SSLv2,
Allows	insecure
cipher:	Export
Ciphers,	Missing
intermediate
certificates	or	root
anchor

02-07-2016 03-07-2016  24.6.128.78:80 Open	Ports NEUTRAL Detected	service:
HTTP

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd
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03-02-2016 03-07-2016  24.6.128.78:443 Patching
Cadence

– CVE-2016-0800
(DROWN)

12-26-2015 03-07-2016  23.4.134.46:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-01-2015 03-07-2016  24.6.128.78:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-01-2015 03-07-2016  24.6.128.78:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

01-07-2016 03-06-2016  cdn1.thepopcornfactory.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	39

01-04-2016 03-06-2016  23.4.132.249:443 SSL
Certificates

GOOD

01-17-2016 03-06-2016  api.cloud.opentable.com SSL
Certificates

FAIR Insecure	signature
algorithm:	SHA1,
Large	number	of
DNS	Names:	36

02-07-2016 03-06-2016  24.6.128.1:6969 Open	Ports BAD Detected	service:
TFTP

01-09-2016 03-05-2016  24.6.128.78:23 Open	Ports BAD Detected	service:
Telnet

01-10-2016 03-05-2016  23.4.134.241:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-09-2016 03-04-2016  www.mitsui.com SSL
Certificates

GOOD

01-08-2016 03-04-2016  www.firstcaribbeanbank.com SSL
Certificates

GOOD

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

European	Office

 abcd

Corporate	WiFi

 Malware	Lab
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01-07-2016 03-04-2016  23.4.128.196:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

01-11-2016 03-03-2016  corridadocentrohistorico.ativo.com SSL
Certificates

GOOD Large	number	of
DNS	Names:	46

02-16-2016 03-03-2016  stat240.flashtalking.com SSL
Certificates

GOOD

01-22-2016 03-02-2016  24.6.128.18:443 SSL
Certificates

BAD RSA	public	key	is
less	than	2048
bits,	Insecure
signature
algorithm:	SHA1

03-01-2016 03-02-2016  24.6.128.18:443 Patching
Cadence

– CVE-2016-0800
(DROWN)

04-12-2015 03-02-2016  24.6.128.18:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

04-12-2015 03-02-2016  24.6.128.18:443 Patching
Cadence

– CVE-2015-0204
(FREAK)

01-05-2016 03-01-2016  23.4.130.59:443 SSL
Certificates

BAD Insecure	signature
algorithm:	SHA1

01-04-2016 03-01-2016  tdetreasury.tdbank.com SSL
Certificates

GOOD

09-22-2015 03-01-2016  23.4.130.59:443 Patching
Cadence

– CVE-2014-3566
(POODLE)

First	Seen Last	Seen Impacts
Grade

Host Type Grade Details

Corporate	WiFi

 Malware	Lab

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

Corporate	WiFi

 Malware	Lab

Corporate	WiFi

 Malware	Lab
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DILIGENCE	DETAILS	AND	REMEDIATION

TLS/SSL	CERTIFICATES	AND	CONFIGURATIONS

Grade Issue Description Remediation	Instructions

BAD Allows	insecure	cipher:

Export	Ciphers

This	server	accepts	the	RSA_EXPORT	cipher	suite,	making	it

susceptible	to	the	FREAK	attack.

Update	your	company	web	server	software	to	disable	export

cipher	suites.	For	all	major	server	software	(IIS,	Apache,

nginx,	etc),	see	weakdh.org	[

https://weakdh.org/sysadmin.html	]	for	explicit	instructions,

which	also	applies	to	SSLv2,	v3.

BAD Allows	insecure	protocol:

SSLv2

This	protocol	is	deprecated	and	is	vulnerable	to	the	DROWN

attack.

This	protocol	is	vulnerable	to	the	DROWN	attack	[

http://drownattack.com	]	.	SSLv2	has	been	deprecated	for

some	time	and	has	many	known	security	vulnerabilities	[

http://www.rapid7.com/db/vulnerabilities/sslv2-and-up-

enabled	]	.	Update	your	company	servers	configurations	to

disable	SSLv2.	See	weakdh.org	[

https://weakdh.org/sysadmin.html	]	for	explicit	instructions,

which	also	applies	to	SSLv3	and	insecure	ciphers.

BAD Allows	insecure	protocol:

SSLv3

This	protocol	is	vulnerable	to	the	POODLE	attack. Update	your	company	servers’	software	to	disable	SSLv3.

See	this	guide	[	https://weakdh.org/sysadmin.html	]	for

explicit	instructions,	which	also	applies	to	SSLv2	and

insecure	ciphers.

WARN Certificate	with	non-

standard	root

The	root	certificate	is	not	one	of	the	standard	certificates

recognized	by	most	browsers.

Obtain	an	updated	SSL	certificate	from	a	trusted	certificate

authority,	or	limit	access	to	specific	resources	(for	example,

private	networks).

WARN Diffie-Hellman	prime	is

less	than	2048	bits

Primes	shorter	than	2048	bits	are	estimated	to	be	breakable	by

adversaries	with	nation-state-level	resources.

Use	OpenSSL	or	an	SSL	implementation	of	your	choice	to

generate	a	new	Diffie-Hellman	group	and	key	pair	for	your

server	greater	than	or	equal	to	2048	bits.	Read	more	at

weakdh.org	[	https://weakdh.org/sysadmin.html	]	.

BAD Expired	certificate This	certificate	has	expired.	While	the	traffic	to	the	host	is	still

encrypted,	it	may	be	vulnerable	to	new	attacks.

Obtain	and	install	an	updated	certificate	as	soon	as	possible.

To	avoid	a	"WARN"	rating	on	your	new	SSL	certificate,	obtain

a	certificate	from	an	industry	certificate	authority.

BAD Insecure	signature

algorithm:	SHA1

SHA-1	is	vulnerable	to	partial-message	collision	attacks;

Internet	Explorer,	Chrome,	and	Firefox	will	not	accept	SHA-1-

signed	certificates	starting	in	2017.

Your	SSL	certificate	uses	a	signing	algorithm	which	is	no

longer	supported	by	the	security	industry.		Renew	your	SSL

certificate	with	your	certificate	vendor	and	specify	a	stronger

signature	algorithm,	such	as	SHA-256.

FAIR Large	number	of	DNS

Names:

This	certificate	secures	many	DNS	names,	allowing	for	a

greater	possibility	of	malicious	use	and	a	larger	impact	if	the

certificate	is	compromised.

Consider	reducing	the	number	of	DNS	names	secured	by	the

certificate.

WARN Missing	intermediate

certificates	or	root	anchor

The	certificate	chain	received	from	the	server	is	incomplete	and

not	signed	by	a	known	trust	anchor.

Your	servers	may	be	missing	necessary	intermediate

certificates	initially	provided	by	your	SSL	vendor	(they	may

not	have	been	installed),	which	your	SSL	vendor	can	send	to

you	again.

BAD RSA	public	key	is	less

than	1024	bits

Keys	shorter	than	1024	bits	can	be	broken	with	consumer

devices.	A	key	length	of	2048	bits	is	recommended.

Your	TLS	certificate	will	need	to	be	re-issued	or	regenerated

immediately	by	your	TLS	provider	with	an	RSA	public	key

strength	greater	than	or	equal	to	1024	bits.	To	avoid	a	"warn"

rating	on	your	new	key,	specify	a	new	key	greater	than	or

equal	to	2048	bits.

WARN RSA	public	key	is	less

than	2048	bits

Keys	shorter	than	2048	bits	may	be	insecure. Your	TLS	certificate	will	need	to	be	re-issued	or	regenerated

by	your	certificate	provider	with	an	RSA	public	key	strength

greater	than	or	equal	to	2048	bits.
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WARN Self-signed	certificate This	certificate	was	signed	by	the	server	that	is	hosting	the

domain	rather	than	a	trusted	certificate	authority.

Use	an	SSL	certificate	provided	by	an	industry	certificate

authority	provider.	A	list	of	common	providers	can	be	found

here	[

https://en.wikipedia.org/wiki/Certificate_authority#Providers

]	.

BAD Short	Diffie-Hellman

prime	is	very	commonly

used

A	common	Diffie-Hellman	prime	indicates	poor	server-side	TLS

configuration	and	puts	the	server	at	risk	for	the	Logjam	attack.

Use	OpenSSL	or	an	SSL	implementation	of	your	choice	to

generate	a	new	Diffie-Hellman	group	for	your	server	and

make	sure	you	have	a	strong	TLS	configuration,	as

documented	at	weakdh.org	[

https://weakdh.org/sysadmin.html	]	.	To	avoid	a	"WARN"

rating	on	your	new	Diffie-Hellman	group,	create	one	at	2048

bits	or	greater.

BAD Vulnerable	to	Ticketbleed The	current	configuration	of	this	SSL	server	may	allow

attackers	to	obtain	sensitive	data.

Upgrade	the	affected	BIG-IP	server	to	a	new	version.	Disable

the	Session	Ticket	option	on	the	affected	Client	SSL	profile,

as	outlined	here	[

https://support.f5.com/csp/article/K05121675	]	.

Grade Issue Description Remediation	Instructions
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DILIGENCE	DETAILS	AND	REMEDIATION

OPEN	PORTS

Port Grade Issue Description Remediation	Instructions

443,

8443

GOOD Typical	service:	HTTPS This	port	is	typically	used	for	HTTPS,	which	is

used	for	sending	and	receiving	secure	Internet

traffic.

9001 NEUTRAL Typical	service:	ETL

service	manager

This	port	is	typically	used	for	the	ETL	Service

Manager.

NEUTRAL Detected	service:	HTTP This	port	was	observed	running	HTTP,	which

used	for	sending	and	receiving	Internet	traffic.

GOOD Detected	service:	HTTPS This	port	was	observed	running	HTTPS,	which

is	used	for	sending	and	receiving	secure

Internet	traffic.

WARN Detected	service:

NetBIOS

This	port	was	observed	running	NetBIOS,

which	allows	applications	on	different

computers	to	communicate	over	a	LAN.	It	has

known	security	vulnerabilities	and	is	a

common	attack	target.

Block	the	port	on	company	edge	network	infrastructure,	as	well	as

within	the	machine	itself,	and	ensure	the	machine	receives	a

thorough	administrative	security	review.	If	NetBIOS	connectivity	is

required,	tunnel	any	connections	through	a	secure	VPN	connection,

and	implement	strong	passwords	or	key	authentication	systems,	and

strong	password	storage	protocols.

WARN Detected	service:	SMB

(Anonymous	login)

This	port	was	observed	running	Samba	(SMB),

which	is	a	method	of	sharing	files	and	folders

over	a	network,	and	it	accepts	anonymous

logins.

Allowing	anonymous	logins	is	a	security	risk.	Edit	your	server's	samba

configuration	file	(samba.conf)	and	add	restrict	anonymous	=	2	to	the

global	section	to	prevent	anonymous	logins.	Block	the	port	on

company	edge	network	infrastructure.	If	remote	access	is	required,

use	a	secure	VPN	to	tunnel	inbound	connections	to	the	SMB	server.

Optionally,	enable	encrypted	SMB	connections	to	the	server	by

adding	'smb	encrypt	=	auto'	to	your	Samba	configuration	file.	You	can

change	'auto'	to	'mandatory'	but	this	may	break	Windows	SMB	client

connectivity.

WARN Detected	service:	MS

RDP

This	port	was	observed	running	Microsoft

Remote	Desktop	protocol,	which	allows	a	user

to	connect	to	another	computer	over	a

network	connection.	It	can	be	vulnerable	to

man-in-the-middle	attacks.

Ensure	that	Remote	Desktop	protocol	sessions	are	over	a	secure

VPN.	Implement	strong	passwords	or	key	authentication	systems,

and	strong	password	handling	protocols.

BAD Detected	service:	Telnet This	port	was	observed	running	Telnet,	a

communication	protocol	which	does	not

encrypt	traffic	and	has	known	security

vulnerabilities.

In	addition	to	blocking	the	port	on	company	edge	network

infrastructure,	replace	any	operations	uses	of	telnet	with	secure	shell

connections	(SSH).	If	Telnet	is	required,	mandate	that	Telnet

connections	require	SSL/TLS	encryption.

GOOD Detected	service:	SSH This	port	was	observed	running	SSH,	which	is

used	for	sending	and	receiving	secure

communication.

BAD Detected	service:	HTTP

(Open	Webcam)

This	port	was	observed	running	a	webcam

with	open	HTTP	access.

The	device	may	be	open	to	attack	if	left	unsecured,	and	the	privacy	of

the	webcam	location,	as	well	as	contents,	may	be	compromised.

Disable	any	web-based	services	and	remote	access	tools	on	the

device.	If	remote	access	is	required,	tunnel	any	connections	through	a

secure	VPN	to	permit	local	network	access	only	to	the	device.

Detected	service:	MS

SSDP/UPnP

This	port	is	typically	used	for	Microsoft	SSDP,

which	is	a	network	protocol	for	the

advertisement	and	discovery	of	network

services	and	presence	information.	It	can	be

used	maliciously	for	DDoS	attacks.

Block	the	port	on	company	edge	network	infrastructure,	as	well	as

within	the	machine	itself,	and	ensure	the	machine	receives	a

thorough	administrative	security	review.
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Detected	service:	NTP This	port	was	observed	running	Network	Time

Protocol,	which	is	a	common	way	for	systems

to	keep	their	local	time	in	sync	with	current

time.

NEUTRAL Detected	service:

ISAKMP

This	port	was	observed	running	Internet

Security	Association	and	Key	Management

Protocol	(ISAKMP),	which	is	a	framework	for

authentication	and	key	exchange.

GOOD Detected	service:

ISAKMP	NAT-T

This	port	was	observed	running	ISAKMP	over

NAT	Traversal,	which	allows	authentication

and	key	exchange	across	connections	that

gateways	that	implement	network	address

translation.

BAD Detected	service:	Printer This	port	was	observed	running	printer

services.

Block	the	port	on	company	edge	network	infrastructure	and	disable

any	Universal	Plug-n-Play	features	(UPnP)	on	the	printer	in	order	to

prevent	future	unwanted	exposure	to	the	internet.	If	remote	access	is

required,	tunnel	any	printer	connections	through	a	secure	VPN.

Ensure	that	the	machine	receives	a	thorough	administrative	security

review.

BAD Detected	service:

Unauthenticated	RTSP

This	port	was	observed	running	a	Real	Time

Streaming	Protocol	service,	which	is	used	to

control	streaming	media	servers,	and	this

server	allows	unauthenticated	access.

Ensure	that	your	server	implements	Basic	or	Digest	authentication

and	refuses	anonymous	connections.	While	convenient,

unauthenticated	(anonymous)	connections	may	compromise	your

data,	devices,	and	privacy.

GOOD Detected	service:	SMTP

with	STARTTLS

This	port	was	observed	running	SMTP	with

STARTTLS,	which	is	used	for	securing	SMTP

mail	servers.

BAD Detected	service:

Unauthenticated	VNC

This	port	was	observed	running	a	Virtual

Network	Computing	(VNC)	service,	which

allows	a	remote	user	to	control	a	graphical

desktop	on	the	server.	This	server	has	not

implemented	authentication.

Ensure	that	passwords	are	implemented	at	all	levels	of	the	VNC

server,	including	administrative	access	as	well	as	service	access.

Block	the	port	on	company	edge	network	infrastructure,	and	if	remote

access	is	required,	tunnel	any	VNC	connections	through	a	secure

VPN.

GOOD Detected	service:

ISAKMP	(Cisco-ASA)

This	port	was	observed	running	Internet

Security	Association	and	Key	Management

Protocol	(ISAKMP),	which	is	a	framework	for

authentication	and	key	exchange,	using	a

Cisco	ASA	device.	Cisco	ASA	v1	and	v2

devices	have	known	vulnerabilities.

If	your	Cisco	ASA	device	is	at	software	version	v2	or	lower,	update

your	Cisco	device,	per	the	following	Cisco	ASA	IKE	advisory	here.

GOOD Detected	service:

ISAKMP	NAT-T	(Cisco-

ASA)

This	port	was	observed	running	Internet

Security	Association	and	Key	Management

Protocol	(ISAKMP)	over	NAT	Traversal,	using

a	Cisco	ASA	device.	Cisco	ASA	v1	and	v2

devices	have	known	vulnerabilities.

If	your	Cisco	ASA	device	is	at	software	version	v2	or	lower,	update

your	Cisco	device,	per	the	following	Cisco	ASA	IKE	advisory	here.

BAD Detected	service:	Dahua

DVR

This	port	was	observed	running	a	Dahua	DVR,

which	is	used	to	digitally	record	video	from

cameras.

Exposing	this	port	to	the	internet	may	allow	the	data	and	privacy	of

the	cameras	to	be	compromised	by	attackers.	Block	the	port	on

company	edge	network	infrastructure,	and	if	remote	access	is

required,	use	a	secure	VPN	to	access	required	resources.	Ensure	the

machine	receives	a	thorough	security	review.

WARN Detected	service:

PostgreSQL

This	port	was	observed	running	PostgreSQL,

which	is	an	object-relational	database

management	system.

Block	the	port	on	company	edge	network	infrastructure,	as	well	as

within	the	machine	itself,	and	ensure	the	machine	receives	a

thorough	administrative	security	review.	Build	or	utilize	existing

communications	servers	that	can	respond	to	local	queries	instead	of

directly	exposing	the	service	to	the	internet.

Port Grade Issue Description Remediation	Instructions
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NEUTRAL Detected	service:	XMPP This	port	was	observed	running	Extensible

Messaging	and	Presence	Protocol	(XMPP),

which	is	a	way	to	send	XML-based

communications.

NEUTRAL Detected	service:	DNS This	port	was	observed	running	a	DNS

service,	which	is	used	to	direct	requests	for

domain	names	to	their	assigned	IP	addresses.

WARN Detected	service:	RTSP This	port	was	observed	running	the	Real	Time

Streaming	Protocol	service,	which	is	used	to

control	streaming	media	servers.

Unsecured	RTSP	is	vulnerable	to	compromise.	Use	Secure	RTSP

(RTSPS)	or	use	a	secure	VPN	to	tunnel	streaming	media	connections.

Block	the	port	on	company	edge	network	infrastructure.

WARN Detected	service:

Distributed	Hash	Table

This	port	was	observed	running	a	Distributed

Hash	Table,	which	is	used	to	help	BitTorrent

nodes	find	each	other	and	connect	peers	for

file	sharing.

If	there	is	no	reason	to	legitimately	share	files	over	BitTorrent,	as	a

legal	software	distribution	channel,	block	the	port	on	company	edge

network	infrastructure.	File	sharing	is	a	known	vector	for	malware	to

enter	otherwise	secure	systems,	as	described	here.

NEUTRAL Typical	service:

Bandwidth	Test

This	port	is	typically	used	for	the	Bandwidth

Test	service,	which	is	used	to	measure	packet

throughput	on	certain	network	routers.

Detected	service:	SIP This	port	was	observed	running	Session

Initiation	Protocol	(SIP),	which	is	widely	used

for	internet	telephony	and	video	services.

BAD Detected	service:	TFTP This	port	was	observed	running	Trivial	File

Transfer	Protocol,	which	is	used	to	get	or	put

files	to	a	server,	or	for	network	booting.

This	port	should	not	be	exposed	to	the	internet.	Block	the	port	on

company	edge	network	infrastructure.	If	remote	access	is	required,

use	a	secure	VPN	to	access	TFTP	services.

Port Grade Issue Description Remediation	Instructions
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DILIGENCE	DETAILS	AND	REMEDIATION

DNSSEC

Grade Issue Description Remediation	Instructions

NEUTRAL DNSSEC	is	not	configured

on	this	domain

This	domain	is	missing	a	DNSKEY	record	and	therefore	cannot

be	authenticated	using	DNSSEC.

You	will	need	to	set	up	DNSSEC	for	your	domain,

including	generating	necessary	keys	and	updating	DNS

zone	records	accordingly.	See	this	guide	[

https://www.digitalocean.com/community/tutorials/how-

to-setup-dnssec-on-an-authoritative-bind-dns-server--2	]

for	instructions	which	may	be	applicable	to	your	server

configuration,	as	well	as	dnssec.net	[

http://www.dnssec.net/practical-documents	]	for

practical	documents	related	to	DNSSEC	setup.
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DILIGENCE	DETAILS	AND	REMEDIATION

APPLICATION	SECURITY

Issue Description Remediation	Instructions

Missing	required	headers One	or	more	required	security	headers	are	not	set. Double	check	that	your	policy	correctly	implements	the	required	headers.	See

our	knowledgebase	article	[

https://service.bitsighttech.com/knowledgebase/about_bitsight_security_rati

ngs/diligence_risk_vectors/application_security/	]	for	a	list	of	required

headers.

Why	individual	Application	Security	errors	do	not	have	grades:

The	method	of	grading	application	security	is	not	as	straightforward	as	other	risk	vectors,	because	the	grade	for	an	application	security	record	is

based	on	the	entire	configuration	of	the	application	header,	not	just	individual	errors.	Therefore	we	cannot	pre-assign	grades	for	application	security

errors	without	evaluating	the	entire	record	first.



Saperix,	Inc.
BitSight	Security	Ratings 853

DILIGENCE	DETAILS	AND	REMEDIATION

PATCHING	CADENCE

Issue Description Remediation	Instructions

CVE-2014-3566

(POODLE)

The	SSL	protocol	3.0,	as	used	in	OpenSSL	through	1.0.1i	and

other	products,	makes	it	easier	for	man-in-the-middle	attackers

to	obtain	cleartext	data	via	a	padding-oracle	attack,	aka	the

"POODLE"	issue.

Ensure	that	all	of	your	SSL	/	TLS	libraries	on	the	affected	machines	are

up	to	date.	Disable	SSLv3	support	on	those	servers,	as	described	here

[	https://poodle.io/servers.html	]	.

CVE-2015-0204

(FREAK)

The	FREAK	attack	allows	an	attacker	to	intercept	HTTPS

connections	between	vulnerable	clients	and	servers	and	force

them	to	use	weakened	encryption,	which	the	attacker	can	break

to	steal	or	manipulate	sensitive	data.

Disable	TLS	export	cipher	suites	on	all	affected	servers.	See	Mozilla's

security	configuration	guide	[

https://wiki.mozilla.org/Security/Server_Side_TLS#Recommended_co

nfigurations	]	for	recommended	server	settings.

CVE-2015-4000

(Logjam)

Servers	which	have	short	(1024	bits	or	fewer)	commonly	used

Diffie-Hellman	primes	in	their	TLS	configuration	are	at	risk	for	the

Logjam	attack.	This	flaw	allows	attackers	to	eavesdrop	on	and

possibly	tamper	with	encrypted	connections.

Ensure	that	TLS	is	properly	reconfigured	on	the	affected	server(s),	as

outlined	in	Guide	to	Deploying	Diffie-Hellman	for	TLS.	[

https://weakdh.org/sysadmin.html	]	You	will	need	to	create	a	unique,

2048-bit	or	larger	Diffie-Hellman	prime	as	part	of	your	new

configuration.

CVE-2016-0800

(DROWN)

The	SSLv2	protocol,	as	used	in	OpenSSL	before	1.0.1s	and	1.0.2

before	1.0.2g	and	other	products,	makes	it	easier	for	remote

attackers	to	decrypt	TLS	ciphertext	data	by	leveraging	a

Bleichenbacher	RSA	padding	oracle,	aka	a	"DROWN"	attack.

Ensure	that	your	private	keys	are	not	used	in	SSLv2	connections	on

the	affected	server(s).	Instructions	for	a	variety	of	systems	and

software	are	available	here	[	https://drownattack.com/#check	]	.

CVE-2016-9244

(Ticketbleed)

A	BIG-IP	virtual	server	configured	with	a	Client	SSL	profile	that

has	the	non-default	Session	Tickets	option	enabled	may	leak	up

to	31	bytes	of	uninitialized	memory,	which	can	be	exploited	by

attackers	to	obtain	sensitive	data.

Upgrade	the	affected	BIG-IP	server	to	a	new	version.	Disable	the

Session	Ticket	option	on	the	affected	Client	SSL	profile,	as	outlined

here	[	https://support.f5.com/csp/article/K05121675	]	.
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USER	BEHAVIOR	DETAILS	FOR	SAPERIX,	INC.

File	Sharing	Category IP	Address Start End Impacts	Grade Days Whitelisted

Other 24.6.128.42 03-07-2017 03-08-2017  2 false

Games 24.6.32.64 03-05-2017 03-05-2017  1 false

Games 24.6.32.64 03-04-2017 03-04-2017  1 false

Other 24.6.0.11 02-24-2017 02-25-2017  2 false

Games 24.6.128.62 02-20-2017 02-20-2017  1 false

TV 24.6.32.67 02-16-2017 02-16-2017  1 false

Other 24.6.128.67 02-10-2017 02-10-2017  1 false

Applications 24.6.128.62 02-10-2017 02-10-2017  1 false

Applications 24.6.32.64 02-06-2017 02-06-2017  1 false

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

Euro	Datacenter

European	Office

GuestWiFi2

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd
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TV 24.6.0.15 02-03-2017 02-03-2017  1 false

Games 24.6.128.9 01-25-2017 01-25-2017  1 false

TV 24.6.128.9 01-25-2017 01-25-2017  1 false

Other 24.6.128.60 01-16-2017 01-17-2017  2 false

Other 24.6.128.67 01-09-2017 01-09-2017  1 false

Games 24.6.128.9 01-09-2017 01-09-2017  1 false

TV 24.6.128.95 01-07-2017 01-08-2017  2 false

TV 24.6.128.95 01-08-2017 01-08-2017  1 false

Other 24.6.128.95 01-07-2017 01-08-2017  2 false

File	Sharing	Category IP	Address Start End Impacts	Grade Days Whitelisted

Euro	Datacenter

European	Office

GuestWiFi2

India	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office
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European	Office
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European	Office

 abcd

European	Office

 abcd

European	Office

 abcd

European	Office

 abcd
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TV 24.6.128.95 12-31-2016 12-31-2016  1 false

TV 24.6.128.95 12-31-2016 12-31-2016  1 false

TV 24.6.32.67 12-29-2016 12-29-2016  1 false

Applications 24.6.32.64 12-26-2016 12-26-2016  1 false

Movies 24.6.32.67 12-24-2016 12-24-2016  1 false

Games 24.6.32.64 12-19-2016 12-19-2016  1 false

Other 24.6.128.60 12-11-2016 12-11-2016  1 false

Movies 24.6.128.60 12-01-2016 12-02-2016  2 false

Other 24.6.128.60 11-26-2016 12-02-2016  7 false

Other 24.6.128.60 11-26-2016 12-02-2016  7 false
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European	Office
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European	Office
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European	Office
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Movies 24.6.128.60 12-01-2016 12-01-2016  1 false

Movies 24.6.128.95 10-28-2016 10-28-2016  1 false

Movies 24.6.128.95 10-05-2016 10-05-2016  1 false

Movies 24.6.128.95 10-05-2016 10-05-2016  1 false

Movies 24.6.0.11 09-20-2016 09-20-2016  1 false

Movies 24.6.0.11 09-19-2016 09-19-2016  1 false

Movies 24.6.128.51 08-26-2016 08-30-2016  5 false

Games 24.6.128.103 07-28-2016 08-23-2016  27 false

Games 24.6.128.103 07-06-2016 07-17-2016  12 false
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European	Office
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European	Office
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 abcd

European	Office
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European	Office

 abcd

European	Office

 abcd
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Movies 24.6.128.51 07-17-2016 07-17-2016  1 false

Movies 24.6.128.95 06-19-2016 06-19-2016  1 false

Games 24.6.128.103 06-01-2016 06-06-2016  6 false

Movies 24.6.128.103 05-24-2016 05-24-2016  1 false

Movies 24.6.128.119 05-24-2016 05-24-2016  1 false

Movies 24.6.128.95 05-22-2016 05-22-2016  1 false

Applications 24.6.32.64 05-21-2016 05-21-2016  1 false

Movies 24.6.128.60 05-17-2016 05-17-2016  1 false

Movies 24.6.128.60 05-17-2016 05-17-2016  1 false

Movies 24.6.128.3 05-06-2016 05-13-2016  8 false
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Movies 24.6.128.3 05-07-2016 05-13-2016  7 false

Applications 24.6.128.60 05-07-2016 05-07-2016  1 false

TV 24.6.128.95 05-03-2016 05-03-2016  1 false

TV 24.6.128.95 05-03-2016 05-03-2016  1 false

TV 24.6.128.95 05-02-2016 05-02-2016  1 false

TV 24.6.128.95 05-02-2016 05-02-2016  1 false

TV 24.6.128.95 05-02-2016 05-02-2016  1 false

TV 45.116.218.132 04-27-2016 04-27-2016  1 false

Books 24.6.128.60 04-26-2016 04-26-2016  1 false

Movies 24.6.128.60 04-26-2016 04-26-2016  1 false

Games 24.6.128.103 03-31-2016 04-07-2016  8 false
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Movies 24.6.128.51 03-23-2016 03-23-2016  1 false

Applications 24.6.128.109 03-13-2016 03-13-2016  1 false

Movies 24.6.128.117 03-09-2016 03-09-2016  1 false

Books 24.6.128.76 03-05-2016 03-05-2016  1 false
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FREQUENTLY	ASKED	QUESTIONS

WHAT	IS	THE	BITSIGHT	SECURITY	RATING?

BitSight	Security	Ratings	measure	organizations’	security	performance	using	a	proprietary	algorithm	that	analyzes	externally	observable	data.

Security	Ratings	range	from	250	to	900,	similar	to	consumer	credit	scores,	with	a	higher	rating	equating	to	overall	better	security	posture.

Security	Ratings	provide	a	comprehensive	outside-in	view	of	a	company’s	security	risk.	These	ratings	are	further	complemented	with	additional

insight	in	the	BitSight	customer	portal,	where	users	can	access	in-depth	details	and	dashboards	on	event	and	diligence	data.

We	have	provided	a	standard	categorization	of	security	performance	based	on	ranges	of	Security	Ratings.	These	categories	are	Basic,	Intermediate

and	Advanced.	While	different	organizations	have	differing	methods	of	assessing	risk,	these	categories	serve	as	a	general	best	practice	guideline

and	marker	of	overall	security	performance.

BASIC 	 250–640 	 INTERMEDIATE 	 640–740 	 ADVANCED 	 740–900

HOW	IS	THE	BITSIGHT	SECURITY	RATING	CALCULATED?

The	BitSight	Security	Rating	is	generated	on	a	daily	basis	and	is	calculated	from	a	proprietary	risk	measurement	algorithm	that	evaluates	evidence	of

security	outcomes	and	practices.

The	rating	is	comprised	of	multiple	risk	vectors	that	are	organized	in	three	categories:	Events,	Diligence,	and	User	Behavior.	Event	data	refers	to

observed	security	events	emanating	from	a	company's	network.	Diligence	data	refers	to	an	assessment	of	a	company's	security	configuration

practices.	User	Behavior	shows	user	activities	that	deviate	from	corporate	IT	security	policies	and	therefore	introduce	new	vectors	for	attack.

The	current	risk	vectors	in	the	BitSight	customer	portal	are:

Events:	Malware	Servers,	Botnet	Infections,	Spam	Propagation,	Unsolicited	Communications,	Potentially	Exploited

Diligence:	Sender	Policy	Framework	(SPF),	DomainKeys	Identified	Mail	(DKIM),	Transport	Layer	Security	(TLS)	and	Secure	Sockets	Layer	(SSL)
Certificates	and	Configuration,	Open	Ports,	Domain	Name	System	Security	Extensions	(DNSSEC),	Application	Security,	Patching	Cadence

User	Behavior:	File	Sharing

BitSight’s	algorithm	accounts	for	the	following	in	calculating	Security	Ratings:

Number	and	type	of	observed	event
Event	Duration:	time	between	the	first	and	last	event	observation
Severity:	includes	the	data	source	type,	correlations,	and	confidence	in	each	source	of	data,	as	well	as	risk	vector-specific	factors	(such	as	the
botnet	type	or	the	number	of	hosts	that	received	unsolicited	communication).
Effective	security	configuration	practices,	including	proper	record/certificate	formatting	and	technical	implementation

WHERE	DOES	THE	UNDERLYING	DATA	ON	SECURITY	EVENTS	COME	FROM?

BitSight	collects	external	data	on	security	events	and	configurations	from	many	different	sources.	BitSight	does	not	test	or	penetrate	any	company's

networks.


