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Cyber Defense or Resilience?

¢ 7 1 . 5% thought their security was between good to excellent

¢ 51% either “unsure” or said “NO” when asked if the technology

they use would block a modern day attack  ponemon Research: UK data 2103
Cyber Security in the Trenches

How frequently does a cyber breach occur in your

organization?

aw | 28
- & ‘ 20 20
CLMN = 16
T -
]GNORANCE 8
BECAUSE WHAT You DON'T KNOwW CAN STILL HURT You. .
ALoT.

Weekly Monthly Yearly Never Don't know
%




Industry: Government (Federal)
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FireEye PoV Compromised Had APT
(Per Week) Average Max
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Backdoor.APT. Loss of sensitive information. Houdini is
Houdini(25%) believed to be the developer’s name of

Malware VBS-based RAT known to target

Download international energy industry and take part in

spammed email campaign.

Malware.Archive Malware is discovered inside archive file:
(68%) (ZIP, RAR)

Malware.Binary (52%) Loss of sensitive financial information, e.g.
credit card, banking login




The High Cost of Being Unprepared

THREAT UNDETECTED REMEDIATION

Initial
Breach

229 Days

Median # of days attackers are present on
a victim network before detection.
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Source: M-Trends Report
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Know The Adversary

Exploit an Callback to Malware Lateral Data
application or OS Command & Download Spread Exfiltration
vulnerability Control

Exploit detection critical

Every stage after the exploit can be hidden or obfuscated




“Defense-in-Depth” is Failing
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The Objective: “Continuous Threat Protection”

Time to Detect Time to Fix
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FireEye’s Technology:
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Why Trust FireEye?

First to detect malware

of the times
(compared to traditional
AV engines)

from 2013
discovered by FirekEye




22:00 Dynamic Threat
inteligence Updates

FireEye inteligence teams
franslate information cbout
fhe new zero-gday explait
inte inteligence and upload
it to the FireEye® Dyndmic
Thresat Inteligence™ [DTI)
cloud. Within 24-haurs from
fihe inifial discavery, milions of
FireEye MWVE virtual machines
are updated, protecting
fhousands of arganizations
across the FireBye Glabal
Lefense Community.

10:00 Vendor Motification and
Responsible Disclosure
FireEye researchers notify Microsoft

of the discovery and waork with their

securty team on fechnical details
as wel as public announcements.
Later that day, Microsoft confirmes
inits public advisory that the explaif
affects all mojor versians of IE bock
ta version 4.0,

How FireEye Found
the Zero-Day

FireEye's Investigation

FiraEya's discowvary of the Internet
Explorer zero-day exploit was

thie result of ¢ callaboration
batwaan experts from cur Mandiant
incident response team, the FireEye
fanoged Defensa sarvice and
FireEye Labs researchers.

0:30 Zero-Day Analysis

The FireEye lero-Day Discovery team
andlyzes the exploit wing proprietany
took to more fully understand the
techniques and tactics of the attackers
who are camying cut Operation
Clondesting Fox.

0:00 Exploit Discovery

The first indication of this
zero-day comas from the
FireEye Managed Defense
service, which constantly
moniters subscriber systems
for threats and alerts
customers when action

is required. A FireEye
Maonoged Defense Threat
Assessment Manager (TAM)
identifies a suspicicus
exploit and natifies
Mandiant incident response
censulfants to investigate.

0:15 Incident Response Investigation

The Mandiant Incident Respanse feam
investigates and captures netwaork traffic
(Focaps] to better understand the exploit,
determing who may be conducting the
campaign and why. After idenfifying the
exploit s o possible zero-day, the Mandiant
incident response team escalates it fo the
FireEye Iero-Doy Discovery Center.

The Operation Clandestine Fox Zero-Day

On April 26" FireEye discovered
a zero-day exploit affecting
approximately 25% of the web
browsers used on the Internet.

The zero-day exploits a
vulnerability in Internet
Explorer. While attackers
targeted versions IE9 through
IE11, the vulnerability affects
|IE6 through IE11.

Microsoft has assigned CVE-
2014-1776 to the vulnerability.




The ltalian National Plan for Cyberspace Protection

a) Strengthen cyber intelligence capabilities

b) Develop capabilities and procedures to monitor volumes of traffic and to correlate events with the goal of enhancing
the capability to promptly detect anomalies associated with cyber threats and attacks

c) Implement early warning procedures

a) Improve the capability to attribute a cyber attack

b) Cyber Situational Awareness

c) Facilitate agreements aimed at promoting info-sharing between the relevant public Administrations and the private
sector, along the lines of already existing norms

d) Strengthen the capability to respond to cyber incidents and to contrast cyber crime

a) Strengthen and disseminate the capability to acquire data through digital forensics techniques
b) Increase “live digital forensics” capabilities

c) Strengthen data analysis capabilities

d) Develop “post mortem” digital analysis
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Improved readiness reduces response and recovery costs

Investments here
are designed to prepare your organization against
attacks and potential breaches. This includes
activities such as, but not limited to, system patching,
data loss prevention, secure network architecture, risk
assessments, and security awareness campaigns.

Efforts in this category
are for defense of the organization in an actual
security event. This includes spending for activities
such as system quarantine and firewall or DNS
reconfiguration.

. Recovery spending is for activities directly
related to the cleanup from an event. This includes
system replacement, data cleansing, data restoration,
disciplinary action, post-event reviews, and budget
allocated to pay legal costs and fines.

Figure 2 Changes In Readiness Spending Impact Overall Security Spending
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Source: Forrester Research, Inc.

Forrester: Measure information Security effectiveness — information Security economics 103 — Sept 2013
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