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Cyber Defense or Resilience? 

• 71.5% thought their security was between good to excellent 

 

• 51% either “unsure” or said “NO” when asked if the technology 

they use would block a modern day attack 

 

 

Ponemon Research: UK data 2103 

Cyber Security in the Trenches 
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Industry: Government (Federal) 

Top APT  Business Impact 

Backdoor.APT. 

Houdini(25%) 

Loss of sensitive information. Houdini is 

believed to be the developer’s name of 

VBS-based RAT known to target 

international energy industry and take part in 

spammed email campaign.  

Top Crimeware Business Impact 

Malware.Archive 

(68%) 

Malware is discovered inside archive file 

(ZIP, RAR) 

Malware.Binary (52%) Loss of sensitive financial information, e.g. 

credit card, banking login 
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The High Cost of Being Unprepared 
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229 Days 
Median # of days attackers are present on 

a victim network before detection. 

Initial 

Breach of Companies Learned 

They Were Breached from 

an External Entity 

 

of Victims Had 

Up-To-Date Anti-Virus 

Signatures 

THREAT UNDETECTED REMEDIATION 

Source: M-Trends  Report 
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“Defense-in-Depth” is Failing 

Firewalls/ 
NGFW 

Secure Web 
Gateways 

IPS 
Email 

Gateways 

Desktop AV 

The New Breed of Attacks Evade Signature-Based Defenses 

>95% organizations compromised* 

* Based on data from customer evaluations conducted by FireEye 
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REAL 
TIME 

The Objective: “Continuous Threat Protection” 
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FireEye’s Technology: State of the Art Detection 
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Why Trust FireEye? 

11 of 13 
Zero Days 

from 2013 
discovered by FireEye 

First to detect malware 

Over 80% 
of the times 

(compared to traditional  
AV engines) 
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The Operation Clandestine Fox Zero-Day  

On April 26th FireEye discovered 
a zero-day exploit affecting 
approximately 25% of the web 
browsers used on the Internet. 

 

The zero-day exploits a 
vulnerability in Internet 
Explorer. While attackers 
targeted versions IE9 through 
IE11, the vulnerability affects 
IE6 through IE11.  

Microsoft has assigned CVE- 
2014-1776 to the vulnerability.  
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The Italian National Plan for Cyberspace Protection 

OG1 - STRENGTHENING OF INTELLIGENCE, POLICE, CIVIL AND MILITARY DEFENSE CAPABILITIES  

 

1.2 Strengthening of the capability to collect, process, and disseminate the information (cyber intelligence) 
a) Strengthen cyber intelligence capabilities  

b) Develop capabilities and procedures to monitor volumes of traffic and to correlate events with the goal of enhancing 

the capability to promptly detect anomalies associated with cyber threats and attacks  

c) Implement early warning procedures  

 

1.3 Development of capabilities to contrast cyber threats  
a) Improve the capability to attribute a cyber attack  

b) Cyber Situational Awareness 

c) Facilitate agreements aimed at promoting info-sharing between the relevant public Administrations and the private 

sector, along the lines of already existing norms  

d) Strengthen the capability to respond to cyber incidents and to contrast cyber crime  

 

1.5 Development of digital forensics analysis capabilities  
a) Strengthen and disseminate the capability to acquire data through digital forensics techniques  

b) Increase “live digital forensics” capabilities  

c) Strengthen data analysis capabilities  

d) Develop “post mortem” digital analysis  
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Improved readiness reduces response and recovery costs  
Readiness includes all preparation designed to 

protect against breach events. Investments here 

are designed to prepare your organization against 

attacks and potential breaches. This includes 

activities such as, but not limited to, system patching, 

data loss prevention, secure network architecture, risk 

assessments, and security awareness campaigns.  

 

Response describes immediate efforts to reduce 

the impact during a breach. Efforts in this category 

are for defense of the organization in an actual 

security event. This includes spending for activities 

such as system quarantine and firewall or DNS 

reconfiguration.  

 

Recovery investments are penalties and 

expenditures required to rebuild value after an 

event. Recovery spending is for activities directly 

related to the cleanup from an event. This includes 

system replacement, data cleansing, data restoration, 

disciplinary action, post-event reviews, and budget 

allocated to pay legal costs and fines.  

 

Forrester: Measure information Security effectiveness — information Security economics 103 – Sept 2013  
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Reimagined Security Reimagined Security 

Thank You 


